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% .Section 191 (U) Internamonal Terrorism Invesncratxons _ DECLASSIFY OM: 1;7;4-2034‘

A (U) International Terrorism anCStIUatIOHS should also comply with general
investigative requirements, see: Sections 2 through 4, supra.; general and specific
" Country Threat investigative requirements, see: Sections 5 through 17, supra.; and
general Issue Threat investigative requlrements, see: Secnon 18, supra.; as
appropriate. )

Sectlon 19-2 (U)US. Pohc1es on-Counterterrorism

A. (U) The United States shall reduce its vulnerabilities to terronsm at home and
abroad. In this regard, the FBI has been charged with expandingits -
Counterterrorxsm procram See .Presidential Decmun Dtrectzve/VS C‘-39 Sectmu
L
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Section 19-3 (U) Lead Agencies

A (U) The coordination of Pederal responses ‘to terronst 1nC1dents is normaIly the
~responsibility of Lead Acrencxes as foIIows

1. - DOSi is the Lead’ Acency for Intematronal Terrorlsm incidents, that take
place outside of US terrrtory ;

) DOJ (specrfically the FBI unless the Attomey General ‘decides otherw1se)
is the Lead Agency for International Terrorism incidents that take place within "~ .~
"U.S. territory, or in international waters and that do not mvo[ve the flag vesseIs c

3. The FAA is the Lead Avency for arrcraft hrjackmgs, wrthm the Specral

© jurisdiction of the United States. See: National Secuiriry Decision Directive
\’umbr’r 207, p. 2, and Presidential Dect z.stan Dlrec nw/’\’SC"- ") Section. ?(D)

S ectron 19-4 (U) The N atlonal Coordmator for Securrty, Infrastructure Protectron and

Counterterronsm )

A (U) The Nauonal Coordinator-serves to mtevrate the Govemment s pohcxes and
programs on. unconventional threats to the homeland and Americans abroad, °
. He/she chairs the Countérterrorism Security Group, the Critical Infrastructure
Coordination Group and the Weapons of Mass Destruction Preparecness .
- Consequence Management and Protection Group See: Presidential Decision”
“Directive/NSC-62, p. 13. , ‘ =

Sectlon 19-5 (U) Interagency Groups
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" G. (U) The Critical Ihfmstrhcture Coordination Group is a foruni for the convening
_of critical infrastructure Function Coordinators and Sector Coordinators. See
Section 4F-2, infra. Where appropriate, the Group is assisted by, (2) the Sécurity -
Policy board, (b) the Security Policy forum and (c) the National Security and
Telecommunications and Information System Security Committee. See:
- Presidentigl Decision Directive/NSC-63 Sertinn VI(3) . .
(8
Section 13-6 (_U) International Terrorism Responsibilities '
5(_—_ ‘ A. (U) The FBI's International Terrorism responsibilities include:
~SECRET
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1. Investwatmg, preventing "and responding to Internanonal Terrorrsm and

terrorist group activities w1thm the United States.;

2. Investigating extratemtonal terrorist incidents which violate U S. law
- with the concurrence of the host country and thé support of DOS;

'3, Conducting investigations within the United States, based upon requests -
‘From ‘FanIO'n law PnFﬂrl‘PmPnf |nh==”|m=-nma nnrl/r\r- cnnnrﬂ'y ogpnmnc when .

* consistent w1th the Attorney Genéral Gurdelmes for FBI Forewn InteIIwence .'
C‘ollectron and FCI Investigations;

4. Coordmatmv mteragency activities, consistent with EO 12333

5. . Conducting investigations in support of other U.S. Government acrencres
intelligence collection requirements, when requested, and when consistent with
the Attorney General Guidelines for FBI Foreign Intelligence C‘ollectron and FCl '
. Investigations, and approved by FBI Headquarters and

.6. Dlssemmatmv counterterrorrsm information, reports and intelligence
estlmates to appropriate Federal agencies and foreign governments, when
consistent with the Attorney General Guidelines for FBI Foreign Intelligence
Collection and FCI Investigations. -

Sechon 19- 7 (U) Intematronal Terrorrsm Case Characters

) A (U) Characters ut1117ed in International Terrorism mvestrgatrons generally contam
L o three parts the IT designation; a country or ‘entity deswnator .and a spec1fic Uroup

g = - . A g

IT-PLO-GUPS;. .
IT-Armenia-ASALA;
IT-El Salvador-FMLN;

" IT-Peru-Sendero Luminoso;
].T-Ital y-Red Brigades.

Sechon 19-8. (U) The CTAWU (Counterterronsm Threat Assessment and Warmriv
 Unit)

A, (U) The CTAWU was established in Decernber 1996 to replace | the Terrorist .
Research and Analytical Center (TRAC). The CTAWU.is the program manager
for the FBI's National Threat Warning System, which provides terrorism warnings
to U.S. Government agencies and nationwide law enforcemnent. Terrorism a
'warnings are disseminated to State and local law enforcement agencies through

. NLETS (the National Law Enforcement Telecommumcanons System). The.
CTAWU produces counterterrorism threat assessments for major.special events in
the United States and also pubhshes the FBI’s annual report on terrorism, entitled
““"Terrorism.in the United States.” ~ -

.-

Section 19-9 (U) International Terrorism and Acts of Terronsrn Invesucanons

,é"‘ T A. (U) International Terronsm investigations usually result in the collection of CI
Rt and foreign.intelligence information, as well as International Terrorism

~ / . . .
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mformauon I ust as is true of Intemational Terrorism Jnformatton such’

.information may be of value to other U.S. Government entities and to fore1 gnlaw

enforcement and intelligence services; and consideration should be given to -

* submitting it to FBI Headquarters by means of communrcatrons suitable for

dissemination.

(). All Intemationa] Terrorism information which may have an immediate impact

~ onU.S. National Security; identify imminent threats to a national interest of the

United States; receive wide media coverage; or require prompt dissemination to
other Federal agencies, Legats or foreign services; must be reported to FBI

' Headquarters by means of communications suitable for dissemination.”

B

bl

" (UYy Within 30 days of it mrtlatmg an Intemattondl Ten‘orlsrn Prehmmary Inquuy, an

‘1. Such authority is not required as respects _]OIIlt mvestrcatrons w1th the’ U S

(U) When foreign law enforcement or intelligence services are requested to

_ furnish information which will not derive from extraordinary or highly sensitive

techniques, and can reasonably be expected to be necessary to future judicial
proceedings; the following statemerlt, should be made part of the requests:

1. "The mfonnatmn requested may be necessary in future judicial’ .
proceedings. Therefore it is asked that it be obtained in afashlon ‘and that it be ‘
provrded ina form, whrch can’be utilized for that purpose L

opening.communication must.be submttted to FBL Headquarters

“(U), Coples of all field office Internatronal Terrorism cornrnumcatrons must be :.

dtrected to the appropr1 ate FBI Headquarters operational desk.

. (U) COplGS of all communic¢ations concerning terrorist-group chapters cells and o

other subgroups, as well as their formal or informal leaders and principal -
members should-be furmshed to the Offices of - Orrcrm for therr parent”
roamzatlons : .

1. The Offices of Origin must ensure that all such mformauen is muUu.c:u. i
their summary LHMSs on the parent orvamzatrons ' o

- (U) Generally, joint Internattonal Terrorism mvesttoatlons with. other Federal
" State and/or local law enforcement agencies require FBI Headquarters authority.

In exigent circumstances this authority may be obtained telephonically, followed '
by a confirming communication.. Normally, however, a communication

~"articulating the need for a joint enterpnse must first be submttted

Secret Service involving threats to the President and/or other persons under :
Secret Service protection. ‘

2. Further, such authority is not requ1red as reSpects formal joint terrorism

. task forces inasmuch as appropnate securlty clearances concerning other agency

‘SECREt/ FBI023986CBT
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pamC1pants w111 already have been obtained.

I .(U) Acts of Terrorism investi vatlons are criminal mvestwanons They are Opened_'

and investigated in accordance with procedures which specifically pertain.to their =

background predicate offenses. They are to be-used only for gathering evidence
which will be needed to support successful criminal prosecutions. Therefore, if a -
_pendmcr 199 case discloses information indicating that a foreign power, or an -
Agent of a foreign power is aciively pianning; or presently engaged in an Act of’
Terrorism, a separate 265 case should be opened. And if 2265 case.is opened
against a target who is not already the subject of a 199 case, at the same time the

' 265 case is opened, a 199'case should also-be opened in order to address all
intelligence aspects of the case which may arise. Whenever a 265 case is opened,
a communication must be forwarded to CTD, setting forth the targeted. actmtles
which may involve violation of Federal cr1mmal statutes.

1. . The ex1stence of paralle] criminal and mtelhcrence cases will requlre close
coordination between, the field office, FBI Headquarters and DQJ, in order to
minimize administrative and/or investigative errors which might damage the
criminal case. Criminal procedures require the Government to disclose to

. criminal defendants the bases of cases, as well as all exculpatory information,
‘making possible the disclosure of classified sources and technigues. The impact

_ of this can be minimized, however, by virtue of the CIPA statute. “See: Tzrlc Jf‘s
USC Appendix 3, Sections 1-16. . L

» 200 Electromc commumcatmns mtercepted under FISA procedures are’
T o ‘vaulred for the purposeofcellecnnvforelvn intelligence informatioii, in order
- ' to reduce threats to National Security:” And, of course, all mformatxon_derlvmg .

' Raasa N

* from FISA intercepts is classified. Therefore, as soon as a 199 case gives rise to - -

a 265 case; or as soon.as a 199 case FISA penetration begins to predominantly. "~
-produce information pertaining to criminal activities, efforts must immediately

" be taken.to terminate the FISA surveillance. Use of the FISA technique 1.
almost always precluded within the parallel 265 case; and use of both a FISA

~ "penetration‘in a 199 case and a Title TII penetration in a parallel 265 case is rare.

~ The appropriate FBI Headquarters operational units should be contacted, and
should then confer with OGC and DOT's OIPR, to resolve Iecal and”

~ administrative i issues, and to facilitate the transition.

~

3. . Classified 1nformat10n obtamed in the course of a 265 case should be ’
placed in a classified subfile to that investigation. . : -

4. - For 5pec1ﬁc guidance as _respects FCI, foreign intelli gence and
" International Terrorism investigations which may lead to.criminal prosecutions,
 see:’the December 24, 2002 Memoi -andwmn from the Depicty Attorney General
“and the Director, ERI, captioned "Field Cmdanw on Inwllzgence Sharing
Pr ocedures Jor F1 and F(I Investigarions.” T

Sectlon 19-10 (U) Human R1 ghts Offenses

= ° . A (U)Whoever commitsa war crime
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i_.%;_: ' 1. Inside or out51de the United States; -
) 2. ., -Either the perpetrator or the victim bemv a member of the Axmed Forces

or a U.S. national; shall be imprisoned for any term of years up to life. If death
results the penalty mcludes death.

3. " A warcrime is any conduct:

4) Deflined as o grave breach of ihe internailonal conveniions signed af Geneva o
in 1949 or any protocol thereto to-which the United States is a party;

b) Prohlbxted by the Annex to the Hague ConvennonIV Amcles 23,25, 27 or
28, : SR

_ ¢) Which violates comr’non Article 3 of the intemational conventions signed at”
Geneva in 1949, or any protoco] thereto to'which the United S tates is a party,
- and Wthh deals with non-international armed-canflict; or

d) Of a person who in relation to an armed COHﬂlCt willfully kills or causes’
serious injury to civilians, contrary to the provisions of the Protocol.on-
Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other
Devices, as arnended at Geneva in 1996. See: Title 18. U.S. Code, .Sactzcm
2441 and Execurzve Oy der 13107. ‘

e Whoever commits torture -

S T _1, Out51de the Umted States

)4

.t

e Y "2, * The offewrdert eing extheraU 5 natrona: or pres:nt m Lhe Umted Statea, T

irrespective of the nationality of the offender or victim; shall be fined and/or -
imprisoned for a term of not more than 20 years. If death results the penalty
_.shall be mensonmcnt for any term of years up to hfe or death. :

3.' . An act of torture 1s an act Comrmtted by a person under color of law thh oL
" the 5pec1ﬁc intent to inflict severe physical or mental pain or suffering upon -
another person within his/her custody or physical control. See: Title 18. U.S. |
Code, Section 234Q-2340B aid Executive Order l 7]07 .

) C (U) Whoever commits crenomde
1. - The offense being either msxde the United States:; or

' Coa2 The offender béing.a U.S. natlonal shall be fined not more than
$1,000,000 and/er imprisoned for a term of not more than twenty years. If death
" results the penalty shall be a fine of not more than $1 000,000 and 1mpnsonment

for life. ‘ _ . .
o . 3. "Anactof genocide is an act which is committed with the sineciﬁc intent to
B I destroy, in whole or in substantial part; a natienal, ethnic, racial, or religious . ... ...
' group. See: Title 18, U.S. Coa'e, Sections 1091-1093. gnd Executive Order
. 13107. - .
{ == . = Section 19-11 (U) The'Beha.vioral Analysi's Pro’gram
- / “
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. A. "(U) See: Section 2-33, supra.
Sectlon 19 12 (U) Foreign Ernercency Support Team (FEST)

A. (U) To ensure an effective U.S. Government response to mtemahona.l terronsm
- incidents, the FEST concept was developed by interagency agreement and
. promulgated by National Security Council memorandum. FEST ensures the
.provision.of specialized interagency assistance to U.S. foreign Mmmnq and
friendly governments overseas during terrorrst incidents.

BT The FEST is led by a senior State Department officer, and includes
representatlves from DOS, CIA, FBI, and other federal government avenmes as o
required. The team is able to deploy within four hours of notification in response °
to an international terrorist incident. The International Terrorism Operations :

‘Section (ITOS), CTD, makes all policy decisions regarding the FBI’s participatiod
inFEST. The ITOS is responsible for selecting the FBI personnel assignedto a=
FEST deponment : : .

C. (U)During working hours contact by the DOS will be made directly to the ITGS
* ' . Section Chief for initiation of the FBI FEST call- out procedures.. During .
nonworking hours, the DOS will notify the Stratevrc Intelligence Operations
Center (SIOC), which will then immediately contact the ITOS Section Chief for
- . initiation of the FBI FEST call-out procedures. The FEST response is designated
) ,f o to depart from Washington, D .C., wrthm four hours of the trme mobrhzatron is
' . ordered. :

s o ";‘(LJ) Al personnel assigiied to support the T3’3':‘.8'1‘ and therefore subject to T RN
e ' _ - ~deployment, must obtain’ proper documentation and xmmumzahons Drplomahc )
. passports for appropriate FBI personnel are maintained in the-Counterterrorism
Section, DOS: ‘All personnel are advised that these passports are strictly for use
durmv FEST mlssrons and are not to be used for any other purpose \

Secnon 19-13 (U) Alpha Deswnénons '
‘ AL (U) See: Secrion 1-04, supm_.
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