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- MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHORITY AND RESPONSIBILITY -
- MIOG INTRODUCTION SECTION 1.INV ESTIGATIVE AUTHORITY AND RESPONSIBILITY
SENSITIVE

#*+EffDte: MCRT#: 0 Div: D9D6 Cav: SecCls:
1-1 AUTHORITY OF A SPECIAL AGENT
) (1) Investigate violations.of the laws, including the . -
criminal drug laws, of the United States (Title 21, USC, Section
" 871, Title 28, USC; Sections 533, 534 and 5355 Title 28, CFR,.
Sectlon 0.85). - . .

" (2) Collect evidence in cases in which the United X : e ~
States is or miay be a party in interest (28, CEFR, Section 0.85 (a) ORI
as redelegated through exercise of the authority contamed in28, ™. : " ' o

[ CFR, Section|0. 13 8[to direct personnel in the FBI).

(3) Make arrests (Title 18, USC Sectlons 3052 and
306’)) .

(4) Serve and execute arrest warrants; serve and execute
- search warrants and seize property under warrant; issue and/or serve
administrative subpoenas; serve subpoenas issued by other proper
authority; and make civil investigative demands (Title 18, USC, '
Sections 3052, 3107; Title ’71 USC, Sectlon 876; Title 15, USC;-
Section 1312).

(5) Carry firearms (Title 18, Usc, Section 3052).

©6) Admlmster oatlis to witnesses attendmg to testify -
or depose in the course of i investigations of frauds on or attempts
to defraud the United States or irregularities or misconduct of .
employees or agents of the United States (Title 5, USC, Section -
303)

(7) Seize property subject to seizure under the :
criminal and civil forfeiture laws of the Umted States (e g., Title -
18, USC Sections 981 and 982)
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- " (
-(8) Perform other duties unposed by law.

**Efthe 05/13/2003 MCRT#: 1272 Div: D9D6 Cav SecCls

1-2 INVESTIGATIVE RESPONSIBILITY

(1) The FBI is charged with the duty of investigating
violations of the laws of the United States and collectlng evidence
in cases in which the United States is or may be a party in interest,
except in cases in which such responsibility is by statute or -
otherwise specifically assigned to another investigative agency
(Title 28, CFR, Section 0.85 (a))

(2) In addition to the FBI d1$chargmg those _
" responsibilities with which it is charged by ‘statutes, the FBI
expeditiously carries out directives of the Pre 51dent and the
’ Attorney General. .

"(3) Unless otherwise prohibited by law, the FBI may
initiate a general criminal investigation whenever facts and
~ circumstances reasonably indicate that a federal crime has been or is
being committed. When the factual predicate does not justify a full
general crimes investigation, but does indicate criminal activity
that warrants further inquiry, a preliminary inquiry may be opened to
determine whether there is a sufficient factual basis to supporta -
full investigation. Apart from the authority to open a general
ctimes investigation; the FBI may initiate z criminal intelligence ™
investigation of enterprises whose members seek either to obtain
.| monetary or commercial gains through racketeermg[or terrorist|
activities or to further political or social goals-through violent
activities. The conduct of general crimes and criminal intelligence
investigations will be in strict compliance with, and conformity to,
- the Umted States Constitution, the [aws of the United Statesand
| their implementing regulations, and|the Attorney General's Guidelines
| on General Crimes, Racketeeririg Enterprise and Terrorism Enterprise
| Invest1gat10ns (effective May 30, 2002). (See MIOG, Introduction,
| 1-3.)] Results of investigations are furnished.to United States -
Attorneys and/or the Department of Justice.

(4) Requests for FBI investigations in selected civil
matters in which the United States is or may be a party in interest
' mday be received from the United States Attorneys and/or the
Department of Justice. These are handled in strict conformity wrch
- guidelines furnished by the Department of Justice, as are also
- -ihvestigations of violations of the civil rights, antiriot, election
laws, and antitrust laws. »

' (5) Under no circumstances may a Special Agent of the
FBI acting within the scope of his/her employment seek to obtain the
commitment of any individual for psychiatric evaluation or otherwise
become involved in commitment proceedings. Special Agents subpoenaed
“to give testimony at commitmient proceedings must first comply with

talpem
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the provisions of Part 2, Section 6 of this manual. Questions should
be referred to Office of the General Counsel, FBIHQ.

**EffDte: 05/13/2003 MCRT#: 1272 Div: D9D6 Cav SecCls
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| 1-3 THE ATTORNEY GENERAL'S GUIDELINES ON GENERAL CRIMES RACKETEERING
ENTERPRISE AND|TERRORISM ENTERPRISE| INV] ESTIGATIONS (See MIOG, Part 1, Section

92,100-1.1 , and 266-1 .
| |PREAMBLE|

"As the primary criminal investigative agency in the

| federal government, the|Federal Bureau of Investigation (FBI)| -

has the authority and responsibility to investigate all criminal
| violations of federal law]that are|not exclusively assigned to .
| another federal agency, The FBI thus plays a central role injthe
| enforcement of federal laws|and in the proper administration of
| justice in the United States. [In discharging this function, the -
| highest priority is to protect the security of the nation and the
| safety of the American people against the depredations of terrorists
| and foreign aggressors.|

"Investigations by the FBI are premised upon the . - -
| |ﬁ1ndamenta1|duty of government to protect the public against general
. crimes, against organized criminal activity and against those who

-~ |-would|threaten the fabric of our society through tefrorism or mass - - =

| destruction. That|duty must be performed with care to protect
‘individual rights and to insure that investigations are confined to
matters of legitimate law enforcement interest. The-purpose.of these
- Guidelines, therefore, is to establish a consistent policy in such
| matters. The Guidelines|will enable]Agents of the FBI to
perform their duties with greater certainty, confidence and -
| leffectiveness, and will prowde the American people‘with|a firm
* assurance that the FBI is acting properly under the law

| "These Guidelines provide gmdance -erlgeneral crimes and °

| criminal intelligence investigations by the FBL| The standards and
requirements set forth herein govern the circumstances under which

[ |such investigationsimay be begun, and the permissible scope, *

| duration, subject matters, and objectives offthese investigations. -

..| They do not limit activities carried out under other Attorney General
| guidelines addressing such matters as investigations and information -
| collection relating to international terrorism, foreign
| counterintelligence, or forgign intelligence.|

] |"The Introduction that follows explains the background of -
* .| the reissuance of these Guidelines, their general approach and
| structure, and their specific application in furtherance of the FBI's
| central mission to protect the United States and its people from acts
| of terrorism.| Part I sets forth general principles that apply to all
investigations conducted under these.Guidelines. Part IT governs

P WYY
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| investigations undertaken to|prevent, solve orprosecute specific

| violations of federal law. |Subpart A of|Part|III governs|criminal
mtelhgence investigations undertaken to obtain information
concerning enterprises which are engaged in racketeering activities.

| [Subpart B of Part III governs|criminal intelligence investigations
undertaken to obtain information concerning enterprises which seek to

. | [further|political or social|goals through violence or which otherwise

| aim to engage in terrorism or the commission of terrorism-related .

| crimes. Parts I'V through VII discuss authorized investigative

| techniques, dissemination and maintenance of information,

| counterterrorism activities and other authorized law enforcement

| activities, and miscellaneous matters.| '

. "These Guidelines aré issued under the authority of the
| Attorney General, as provided mlsect1ons 509, 510, 533, and 534 of -
| title 28, United States Code.| -

| |"TABLE OFICONT_ENTS
| |"INTRODUCTION

| "A. CHECKING OF LEADS' AND PRELIMINARY INQUIRIES
| B. FULL INVESTIGATIONS

| C. AUTHORIZED INVESTIGATIVE TECI—]NIQUES

| D OTHER AUTHORIZED ACTIVITIESI

P - . 4 e e = e -t

e . - P et

"L GENERAL PRINCIPLES
" "II. GENERAL CRIMES INVESTIGATIONS

"A DEFINITIONS
B. PRELIMINARY INQUIRIES
C. INVESTIGATIONS ~

"III. CRIMIN AL INTELLIGENCE INVESTIGATIONS
"A. RACKETEERING ENTERPRISE INVESTIGATIONS

"1. |Definition|

2. General Authority

3. Purpose

4. Scope

5. Authorization and Renewal

"B. [TERRORISM ENTERPRISE|INVESTIGATIONS

"1. General Authority -

2. Purpose

3. Scope’

4. Authorization and Renewal

FBI023934CBT
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"IV. INVESTIGATIVE TECHNIQUES

"V. DISSEMINATION|AND MAINTENAN CE|OF INFORMATION

Page 5 of 31

| "A. COUNTERTERRORISM ACTIVITIES -

N . "1. Information Systems
l ' 2. Visiting Public Places and Events

A "B. OTHER AUTHORIZATIONS -

| " "] General Topical Research .
I . 2. Use of Online Resources Generally
] 3. Reports and Assessments -
N 4. Cooperatmn with Secret SerV1ce

| "C. PROTECTION OF PRIVACY AND OTHER LIMITATIONS

| *1. General Limitations

| 2. Maintenance of Records Under the anacy Act

| i 3. Constructmn of Part|
. “VII RESERVATION ‘

] |" INTRODUCTION :

| "Following the September 11, 2001, terrorist attack onthe -

| United States, the Department of Justice carried out a general review
| of existing guidelines and procedures relating to national security

| and criminal matters. The. re1ssuance of these Guldehnes reflects

1 the result of that review. '

| "These Guidelines follow previous gu1dehnes in their
" | classification of levels of i 1nvest1gat1ve act1v1ty, in their

| classification of types of investigations, in their standards for. .

' | initiating investigative activity, and in their identification of
| permitted investigative techniques. There are, however, a number of
| changes designed to enhance the general effectlveness of criminal

.| investigation, to bring the Guidelines into conformity with recent .
| changes in the law, and to facilitate the FBI's. central mission of

| preventing the commission of terrorist acts against the Umted States .

| and its people

I "In their general structure, these Guidelines prov1de

I graduated levels of investigative activity, allowing the FBI the

| necessary flexibility to act well in advance of the commission of
| planned terrorist acts or other federal crimes. The three levels of
| investigative activity are: (1) the prompt and extremely limited

| checking of initial leads, (2) preliminary inquiries, and (3) full

“"VI. [COUNTERTERRORISM ACTIVITIES AND OTHER AUTHORIZATIONS
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| investigations. Subject to these Guidelines and other guidelines and .
* | policies noted in Part TV below, any lawful investigative technique .

| may be used in full investigations, and with some exceptlons in

| preliminary inquiries.

| o "A. CHECKING OF LEADS AND PRELIMINAR_'_Y INQUIRIES

{ "The lowest level of investigative activity is the 'prompt
| and extremely limited checking out of initial leads,' which should be
| undertaken whenever information is received of such a nature that .
. | some follow-up as to the possibility of criminal activity is
" | warranted. This limited activity should be conducted with an eye
| toward promptly determining whether further investigation (either a
| preliminary i mqmry ora full 1nvest1gat10n) should be conducted.

1 "The next level of investigative activity, a preliminary
| i mqmry, should be undertaken when there is information or an
| allegation which indicates the poss1b111ty of criminal activity and
| whose responsible handling requires some further scrutiny beyond
| checking initial leads. This authority allows FBI agents to respond
| to information that is ambiguous or incomplete. Even where the
| available information meets only this threshold, the range of
| available invéstigative techniques is broad. These Guidelines .
| categorically prohibit only mail opening and nonconsensual electronic
| surveillance at this stage. Other methods, including the development
|.of sources-and informants arid-uridercover activities and operations;
| are permitted in preliminary inquiries. The tools available to..
| develop information sufficient for the commencement ofa full :
| investigation, or determining that one is'not.merited - the purpose
| of a preliminary inquiry - should be fully employed consistent with
| these Guldehnes with a view toward preventmg terronst activities.

l , . "Whether it is appropriate to open a prelnmnary mqmry
| immediately, or instead to engage first in a limited checking out of .
| leads, depends on the circamstances presented. If, for example, an
| agent receives an alle gatlon that an individual or group has -
| advocated the commission of criminal violence, and no other facts are
| available, an appropriate first step would be checking out of leads
| to determine whether the individual, group, or members of the
| audience have the apparent ability or intent to carry out the
| advocated crime. A similar response would be appropriate on the
. |'basis of non-verbal conduct of an ambiguous character - for example,
| where a report is réceived that an individual has accumulated
- | explosives that could be used either in a legitimate business or to
| commit a terrorist act. Where the limited checking out of leads
| discloses a possibility or reasonable indication of criminal
| activity, a preliminary inquiry or full investigation may then be
| initiated. However, if the available information shows at the outset o
| that the threshold standard for a preliminary inquiry or full ' B
| investigation is satisfied, then the appropriate investigative

activity may be initiated immediately, without progressing through
| aotivity may Y Pros ° g FBI023936CBT
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| more limited investigative stages.

I . "The application of these Guidelines' standards for -
| inquiries merifs special attention in cases that involve efforts by -
| individuals or groups to obtain, for no apparent reason, biological,
| chemical, radiological, or nuclear materials whose use or possession
* | is constrained by such statutes as 18 U.S.C. 175, 229, or 831. For
| example, FBI agents are not required to possess inforrnation relating
| to an individual's intended criminal use of dangerous biological = -
"+ | agents or toxins prior to initiating investigativé activity. On the
| contrary, if an individual or group has attempted to obtain such .
- :| materials, or has indicated a desire to acquire them, and the reason
| is not apparent, investigative action, such as conducting a checking
| out of leads or initiating a preliminary inquiry, may be appropriate
| to determine whether there is a legitimate purpose for the possession
| of the materials by the individual or group. Likewise, where
| individuals or groups engage in efforts to acquire or show an -
| interest in acquiring, without apparent reason, toxic-chemicals or
| their precursors or radmlomcal or nuclear materials, investigative
| action to determine whether there is a legmmate purpose may: be
[ Justlﬁed ’ :

| "B. FULL INVESTIGATIONS -

| "These Guidelines prowde for two types of full
~ | mvestigations: general crimes investigations {(Part II"below) and "~
"| criminal intelligence investigations (Part III below). The choice of
| the type of investigation depends on the information and the
| investigative focus. A general crimes investigation may. be initiated
| where facts or circumstances reasonably indicate that a federal crime
| has been, is being, or will be committed. Preventing future criminal
| activity, as well as solving and prosecuting crimes that have already
| occurred, is an explicitly authorized objective of general crimes
| investigations. The 'reasonablé indication' threshold for
| undertaking such an investigation is substantially lower than
| probable cause. In addition, preparation to commit a criminal act
| can itself be a current criminal viélation under the conspiracy or L
.. | attempt provisions of federal criminal law or other provisions . R
| deﬁning preparatory crimes, such as 18 U.S.C. 373 (solicitation ofa (
| crime of violence) or 18 U.S.C. 2339A (including provision of ' o o,
| material support in preparat1on for a terrorist crime). Under these ' ‘
| Guidelines, a general crimes investigation is warranted where there
| is not yet a current substantive or preparatory crime, but where I .
- | facts or circumstances reasonably indicate that such a crime will ' :
| occur in the future.

- "The second type of full investigation authorized under
| these Guidelines is the criminal intelligence investigation. The .

| focus of criminal intelligence investigations is the group or

| enterprise, rather than just 1nd1v1dual participants and specific

| acts. The immediate purpose of such an investigation is to obtain -
. . FBI023937CBT
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| information concerniing the nature and structure of the enterprise -
| including information relating to the group's'membership, finances,
[ gcographxcal dimensions, past and future activities, and goals - with
| a view toward detecting, preventing, and prosecuting the enterprise's.
| criminal activities. Criminal intelligence investigations, usually .

" | of a long-term nature, may provide vital 1ntc111gence to help prevent
| terrorist acts.

| "Authonzed criminal intelligence investigations are of two
| types: racketeering enterprise investigations (Part III. A) and
| terrorism enterprise investigations (Part ITL. B). A racketeering
| enterprise investigation may be initiated when facts or circumstances
| reasonably 1nd1cate that two or more persons are engaged in a pattérn
| of racketeering activity as defined in the Racketeer Influenced and .
| Corrupt Organizations Act (RICO). However, the.-USA PATRIOT ACT
| (Pubhc Law 107-56) expanded the predicate acts for RICO to include
| the crimes most likely to be committed by terrorists'and their -
| supporters, as described in 18 U.S.C. 2332b(g)(5)(B). To maintain

| uniformity in the standards and procedures for criminal intelligence
| investigations relating to terrorism, investigations prermsed on
| racketeering activity involving offenses described in 18 U.S.C.
| 2332b(2)(5)(B) are subject to the provisions for terrorism enterprise

| investigations rather than those for racketeenno enterpnse

| mvestlgatlons :

S T A tenonsm entcrpnsc mvestlgatlon may be initiated When
2 facts or circumstances reasonably indicate that two or more persons.
.| are engaged in an enterprise for the purpose of: (1) furthering '

| political or social goals wholly or in part through activities that -

| involve force or violence and a federal crime, (2) engaging in

| terrorism as defined in 18 U.S.C. 2331(1) or (5) that involves a

| federal crime, or (3). committing any offense described in'18 U.S. C.

| 2332b(g)(5)(B). As noted above, criminal intelligénce investigations
| premised on a pattern of racketeermg activity involving an 18 U'S.C.
12332b(g)(5)(B) offense are also treated as terronsm enterpnse

| investigations.

| - "As with the other types of full investigations authorized
| by these Guidelines, any lawful investigative technique may be used -

| in terrorism enterprise investigations, including the development of -

| sources and informants and undercover activities and operations. The

| ‘reasonable indication' standard for commencing a terrorism

| enterprise investigation is the same as that for general crimes and

| racketeering enterprise investigations. As noted aboye, itis ... ..

| substantially lower than probable cause. ‘

| ' "In practical terms, the 'reasonable mdlcatlon standard
| for opening a criminal intelligence investigation of an enterpnse in

| the terrorism context could be satisfied in a number of ways. In

| some cases satisfaction of the standard will be apparent on the basis

| of direct evidence of an enterprise's involvement in ‘or planning for

G-nn P -V S W 2. N R T R -
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" | the commission of a federal offense involving the use of force or
| violence to further political or social goals, terrorism as defined
. |in 18 U.S.C. 2331(1) or (5), or a ctime described in 18 U.S.C.
| 2332b(g)(5)(B): For example, direct information may be available
'| about statements made in furtherance of an enterpnse s objectives
| which show a purpose of comrmttmg such crimes or securing their
[ commission by others. :

l ‘ "In other cases, the nature of the conduct engaged in by an
| enterprise will justify an inference that the standard is safisfied, :
| even if there are no known statements by participants that advocate
| or indicate planning for violence or other prohibited acts. For -
| example, such activities as attempting to obtain dangerous biological
| agents, toxic chemicals, or nuclear materials, or stockpiling
| explosives or weapons, with no discernible lawful purpose, may be
| sufficient to reasonably md1cate that an enterpnse aims to-engage -
| in terrorism.

I "Moreover, a group's activities and the statements of its
| members may properly be considered in conjunction with each other. A
| combination of statements and activities may justify a determination
| that the threshold standard for a terrorism enterprise investigation
| is satisfied, even if the statements alone or the activities alone

_ -] would not warrant such a determination.

.o " "While no particular faotor 01\,omb1nat10n of faciors 18
T requlred considerations that will generally be relevant to the

| determination whether the threshold standard for.a terrorism -

| enterprise investigation is satisfied include, as noted, a group's . -

| statements, its activities, and the nature of potential federal

| criminal law violations suggestéd by-its statements or activities. -

| Thus, where there are grounds for inquiry concerning a group, it may

| be helpful to gather information about these matters, and then to

| consider whether these factors, either: md1v1dua11y or in o

| combination, reasonably indicate that the group is pursuing terronst .

| activities or objectives as defined i in thé threshold standard. ' )
. | Firidings that would weigh in favor of such a conclusion include, for

| example, the followmg

(1) THREATS OR ADVOCACY OF VIOLENCE OR OTHER COVERED
| CRIMINAL ACTS: .

| ' Statements are made in relatmn to or in fmtherance of an
- .. | enterprise's political or social objectives that threaten or
| advocate the use of force or violence, or statements are
| made in furtherance of an enterprise that otherwise threaten
| or advocate criminal conduct within the scope of 18 U.S.C.
| 2331(1) or (5) or 2332b(g)(5)(B) Wh_‘lCh may concern such
| matters as (e.g.):

| o "(i) engaging in attacks involving or threatening massive loss of

———
T
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| life or injury, mass destruotlon or endangerment of the
| national security;

- | "(11) killing or injuring federal personnel destroymcr federal

| famh’ues or defymg lawful federal authority;

| - "(iii) killing, injuring or intimidating mdmdua]s because of

.| their status as United States nationals or persons, or
l because of their national ongm, race, color, re11g10n or
| sex; or :

A | "(iv) depriving individuals of any nghts seoured by the
| Constltutton or laws of the United States

Page 10 0f31 .

| "(2) APPARENT ABILITY OR INTENT TO CARRY OUT VIOLENCE OR

| OTHER COVERED ACTIVITIES:

| The enterpnse mamfests an apparent ab1hty or infent to
| carry out violence or other activities within the scope of
| 18 U S.C. 2331(1) or(5)or 2332b(g)(5)(B), e.g.

I o "(i) by acquiring, or taklncr steps towards aoqum.ng, b1olog1cal

| agents or toxins, toxic chemicals or the1r precursors,

| radiological or nuclear materials, explosives, or other

| destructive or dangerous materials (or plans or.formulas for

| such materiuls), ¥ weapons, under circumstances . where, by =" '*
| reason of the quantity or character of the items, the lawful '

[ purpose of the acquisition is not apparent;

|- "(ii) by the creation, mamtenanoe or support of an armed "
| paramilitary orgamzatlon , 4

| ’ (i) by pararmhtary training; or

‘ | o "(iv) by other conduct demonstrating an apparent ab111ty or intent

.| to injure or intimidate individuals, or to interfere with
/| the exercise of their constitutional or statutory

_| rights. .
| K "(3) POTENTIAL FEDERAL CRIME:

| ' The group's statements or activities suggest potential
| federal criminal violations that may be relevant in applying
|. the standard for initiating a terrorism enterprise. - o smm b
| investigation - such as crimes under the provisions of the
1 U.S. Code that set forth specially defined terrorism or
| support-of-terrorism offenses, or that relate to such
| matters as aircraft hijacking or destruction, attacks on
| transportation, communications, or energy facilities or
.| systems, biological or chemical weapons, nuclear or
| radiological materials, civil rights violations,

FBI023940CBT

. OIIn Rk P ata il A B ol 2a¥ ol U & V- N I

ACDUOREDIN 8285 p.10

Jb2

—
N




[

O-rn LS e G oY W L - B S B V- NN

- INIErVIEW 1N /MIOZ/MI0g_1niro_seclionl.nim . - Pagellot3l

A

| assassinations or other violence against federal officials
| or facilities, or explosives (e.g., the offenses listed in
| 18 U.S.C. 2332b(g)(5)(B) or appearing in such provisions as

| 18U.S.C. 111, 115, 231, 241, 245, or 247).

I "C. AUTHORIZED INVESTIGATIVE TECHNIQUES

|- "All lawful investigative techniques may be used in genera.l
| crimes, racketeering enterpnse and terrorism enterprise” |
| investigations. In prehmmary inquiries, these Guidelines bar the

* | use of mail openings and nonconsensual electronic surveillance -

| (including all techniques covered by chapter 119 of title 18, United

| States Code), but do not categorically prohibit the use of any other

| lawful investigative technique at that stage. As set forth in Part

| IV below, authorized methods in investigations include, among others,
[ use of confidential informants, undercover activities and operations,

. | nonconsensual electronic surveillance, pen registers and trap and

| trace devices, accessing stored wire and electronic communications
| and transactional records, consensual glectronic monitoring; and

| searches and seizures. All requirements for the use of such methods
| under the Constitution, applicable statutes, and Department

- | regulations or policies must, of course, be observed.

| "D. OTHER AUTHORIZED ACTIVITIES

]+ = "Curtent| counterterrorism priorities andtue advent of ‘the T

| Internet have raised a number of issues which did not exist in-any
| comparable form when the last general revision of these Guidelines -

| was carried out in 1989 - a time long preceding the September 11°

| attack’s disclosure of the full magnitu‘de of the terrorist threat to ,
| the United States, and a time in which the Internet was not available -
| in any developed form as a source of information for counterterrorism
| and other anti-crime purposes. Part VI of these Guidelines is .

- | designed to provide clear authorizations and statements of governing

| principles-for a number of important activities that affect these

| areas. Among other things, Part VI makes it clear that the

| authorized law enforcement activities of the FBI include: (i)

| operating and participating in counterterrorism information systems,
| such as the Foreign Terrorist Tracking Task Force (VI. A(D); (ii)

" | visiting places and events which are open to the public for the

.| purpose or detecting or preventing terrorist activities (VI. A(2);
|-(iii) carrying out general topical research, such as searching online
| under terms like 'anthrax' or 'smallpox’ to obtain publicly available
| informationabout agents that may be used in bioterrorism attacks
| (VL. B()); (iv) surfing the Internet as any member of the public
| might do to 1dent1fy, e.g pubhc websites, bulletin boards, and
* | chat rooms in which bomb making instructions, child pornography, or*
| stolen credit card information is openly traded or disseminated, and
| observing information open to public view in such forums to detect
| terrorist activities and other criminal activities (VL. B(2)); (V)
| preparing general reports and assessments relating to terrorism or

FBI023941CBT
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| other criminal activities in support of strategic planning and

| investigative operations (VL. B(3)); and (vi) providing investigative
| assistance to the Secret Service in support of its protectwe

| responsibilities (VI. B (4)).

"I. GENERAL PRINCIPLES (See MIOG, Part 1, 100-1.2.3 )

"Preliminary inquiries and investigations governed by
these Guidelines are.conducted for the purpose of preventing,
| detecting, or prosecuting violations of federal law. |The FBI shall
| fully utilize the methods authorized by these Guidelines to maxnmze
| the reahzatlon of these objectives.|

| . ["The conduct. of prehmmary inquiries and -
| investigations may present choices between the use of investigative -
| methods Which are more or less intrusive, considering such factors
| as the effect on the privacy of individuals and potential damage
| to reputation. Inquiries and mvestlgatlons shall be conducted with
| as little intrusion as the needs of the situation permit. It is ‘
| recogmzed however, that the choice of techniques is a matter of
| judgment. The FBI shall not hesitate to use any lawful techmques
| consistent with these Guidelines, even if i intrusive, where the
| intrusiveness is warranted in light of the seriousness of a crime
.| or the strength of the information mdlcatmg its commission or
| poteritial future commission. This point is to be partmularly L ‘ o
| observed'in thé investigation of terrorist crimes and in the -~ -0 0 e T T e e
. | investigation of enterprises that engage in terrorism.| All ST
preliminary inquiries shall be conducted pursuant fo the General
| Crimes Guidelines |(i.e., Part II of these Guidelines).| There is no
| separate provision for[prelunmary inquiriesjunder the Criminal
| Intelligence Gmdehnes|(1 e., Part III of these Guidelines) because
| preliminary inquiries under Part Il may be carried out not only to
| determine whether the grounds exist to commence a general crimes
| investigation under Part II, but alternatively or in addition to
| determine whether the grounds exist to commence a racketeering
| enterprise mvesugatlon or terrorism enterprise investigation under
| Part ITT| A preliminary inquiry shall be prompﬂy terminated when it
becomes apparent that a full investigation is not warranted. If, on
" the basis of information discovered in the course of a preliminary
- inquiry, an investigation is warranted, it may be conducted as a
general crimes investigation, or a criminal intelligence
investigation, or both. All such investigations, however, shall be
" based on a reasonable factual predicate and shall have a valid law
enforcement purpose. T e ke

"In its efforts to anticipate or prevent crime, the FBI
must at times initiate investigations in advance of criminal conduct.
It is important that such investigations not be based solely on : -
activities protected by the First Amendment or on the lawful exercise
of any other rights secured by the Constitution or laws of the United
 States. When, however, statements advocate criminal activity or
4 . FBI023942CBT
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indicate an apparent intent to engage in crime, particularly crimes of
violence, an investigation under these Guidelines may be warranted

unless it is apparent, from the circumstances or the context in which
the statements are made, that there is no prospect of harm.

"General crimes investigations and criminal intelligence
investigations shall be terminated when all logical leads have been
exhausted and no Iegltlmate law enforcement interest justifies their
continuance. ;

i "Nothing in these Guidelines|prohibits|the FBI from |
| |ascertaining the general scope and nature of criminal activity in
. | a particular location or sectorof the economy, orifrom collecting and

_maintaining pubhcly available information consistent with the anacy
Act. ‘ :

"L GENERAL CRIMES INVESTIGATIONS
"A. DEFINITIONS

"(1) 'Exigent circumstances' are circumstances
requiring action before authorization otherwise necessary under these
guidelines can reasonably be obtained, in order to protect life or
substantial property interests; to apprehend or identify a fleeing
offender; to prevent the hldmg, destruction or alteration of _ _
evidence; or to avoid othér sefious unpaxrment orfiindfance 6fan ... -
investigation. . '

. "(2) 'Sensitive criminal matter' is any alleged
criminal conduict involving corrupt action by a public official or
political candidate, the activities of a foreign government, the
activities of a religious organization or a primarily political
*organization or the related activities of any individual prominent in
such an organization, or the activities of the néws media; and any .
_othér matter which in the judgment of a Special Agent in Charge (SAC)-
| should be brought to the attention of the United| States|Attorney or
other appropriate official in the Department of Justice, as well as -
FBI Headquarters (FBIHQ). ’

B, PRELIM]NARY INQUIRTES

"(1) On some occasions the FBI may receive information or an
allegation not warranting a full investigation -- because there is not .
~yet a‘reasonable indication’ of criminal activities — but whose L - e st
- responsible handling requires some further scrutiny beyond the prompt - ‘
and extremely hnuted checking out of initial leads. In such
circumstances, though the factual predlcate for an investigation has
| not been met, the FBI may initiate an|'inquiry’ injresponse to the
allegation or mformatmn mdlcatlng the pOSS1b111ty of criminal
“activity.

FBI023943CBT
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"This authonty to conduct inquiries short of a full

investigation allows the government to respond in a measured way to

| ambiguous or incomplete]information with|as little intrusion as the .
needs of the situation permit. This-is especially important in such:

- areas as white-collar crime where no complainant is involved or when
an allegatlon or infoimation is received from a source of unknown

| reliability. |Such-inquiries are subject to the limitations on

| duration under paragraph (3) below and are carried out to obtain|the
information necessary fo make an informed judgement as to whether a
full investigation is warranted:

"A preliminary inquiry is not a required step when facts or - -
circumstances reasonably indicating criminal activity are already
available; in such cases, a full 1nvest1gat10n can be 1mmed1ately
opened.

. -"(2) The FBI supervisor authorizing an inquiry shall -
. assure that the allegation or other information which warranted the
inquiry has been recorded in writing. In sensitive criminal matters
. the United States Attorney or an appropnate Department of Justice
official shall be notified of the basis for an inquiry as soon as
practicable after the opening of the inquiry, and the fact of
notification shall be recorded in wntmv

| . "(3) Inquiries shall be completed w1th1n| 180|days after L .
untra’tlon of the first mvestlgatlve step. The-date of.the ) S s L
first 1nvest1gat1ve step isnot necessanly the same date on which the ,
first 1 mcomlng information or allegation was received. An extension

| of time in an inquiry for succeeding|90- daylpenods may be|granted.

| A?n| SAC may grant up to two extensions based on a statement of the -

| reasons why further investigative steps are. warranted when there is

| no 'reasonable indication' of criminal activity. All extensions

| following the second extension may only be granted by FBI Headquarters

| upon recelpt of a written request and such a statement of reasons.|

| N ) |The choice of investigative techniques in an inquiry js a
.| matter of judgment, which should take account of: (i) the objectives -
| of the inquiry and available investigative resources, (ii) the
| intrusiveness of a technique, considering such factors as the effect
*. | on the privacy of individuals and potential damage to reputation,
- | (iif) the seriousness of the possible crime, and (iv) the strength of
| the information indicating its existence of future commission. Where
| the conduct of an inquiry presents a choice between the use of more or
|less intrusive methods, the FBL.should consider whether the :
| information could be obtained in a timely and effective way by the
| less intrusive means. The FBI should not hesitate to use any lawful
| techniques consistent with these Guidelines in an inquiry, even if
| intrusive, where the intrusiveness is warranted in light of the
| seriousness of the possible crime or the strength of the information
| indicating its existence or future commission. This.point is to be
| particularly observed in,inquiries relating to possible terrorist -
o FBI023944CBT 4
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] "(5) |All lawful mvestwatwe tcchmques may be used in an
| inquiry except:| . :

| . (@) Mail openingsjand

| o "(b)| Nonconsensual electronic surveillance.or any -
| other investigative technique covered by|chapter 119 of title 18
] United States Code (18 U S.C. 2510-2522).). - :

" "(6) The following investigative ’Eech'hiques may be.
used in an inquiry witheut any prior authorization from a supervisory .
agent: )

(@) Examination 6£FB indices and files

: "(b) Examination of records avaﬂable to the pubhc
and other pubhc sources of information;, :

"(c) Examination of avaulable federal state and
local government records

"(d) << Intervzew>> of'the complamant prev1ously
| estabhshed mformants and]other sources of mfonnatlon )|

"(e) < Interwew>>' of the poten’ual subj ect'

Page 15 of31

"< Intervzew>> of persons who should reachly be able, '

to corroborate or deny the truth of the allegation, except this does .
not include pretext interviews or interviews of a potential subject's
employer or coworkers unless the mterv1ewee was the complamant

{ |and| T

"(g) Physical or photographic survﬁeillance ofany
person. : :

"The use of any other lawful mvesngatlve techmque
that is permitted in an inquiry shall meet the requirementsand -
| imitations of Part IV and, except in exigent circumstances lrcqulresl
| prior approval by a supervisory agent

"(7) Where a preliminary inquiry fails to disclose
— - Ssufficient information to justify an investigation; the FBI shall - T
terminate the inquiry and make a record of the closing. Ina ", :
sensitive criminal matter, the FBI shall notify the United States
-Attorney of the closing and record the fact of notification in
writing. Information on an inquiry which has been closed shall be
| available on request to a United States Attorney orfhis or her]
designee or an appropriate Department of Justice official.

FBI023945CBT
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- "(8) All requirements regarding inquiries shall .
apply to reopened inquiries. In sensitive criminal matters, the
United States Attorney or the appropriate Department of Justice
official shall be notified as soon as practicable after the reopemng

of an 1nqu1ry
"C, INVESTIGATIONS

"(1) A general crimes mvestroatron may-be initiated
by the FBI when facts or circumstances reasonably indicate that a
federal crime has been, is being, or will be committed. The
| investigation may be conducted to prevent, solvelor} prosecute such
cnmmal act1v1ty :

"The standard of* reasonable 1nd1cat10n is substantlally lower
than probable cause. In determining whether there is reasonable
-indication of a federal criminal violation, a Spec1a1 Agent may take
‘into account any facts or circumstances that a prudent investigator
would consider. However, the standard does require specific facts or -
| circumstances indicating a past, current or]future| violation. There
~ must be an objective, factual basis for initiating the mvest1gat1on
 amere hunch is insufficient. . :

"(2) Where a criminal act may.be committed in the
- | future, prepara’aon for that act|can be|a current criminal vielation
“[under the consplracy or attempt provisions of federal criminal|taw, - -
| or other provisions defining preparatory crimes, such as 18 U.S.C. 373
| (solicitation of a crime of vioience) or 18 U.S.C. 2339A (including
| provision of material support n prepara’non for a terrorist crime).
| The standard for opening an investigation is satisfied where there is
| not yet a current substantive or preparatory crime, but facts or
| circumstances reasonably indicate that such a crime will occur in the
| future] \

"(3) The FBIL supervisorauthorizing an investigation
shall assure that the facts.or circumstances meeting the standard of
- reasonable indication have been recorded in Writing

. "In sens1t1ve criminal matters, as defined in paragraph AQ2), the
Umted States Attorney or an appropriate Department of
| Justice|official, as well as FBIHQ,|shall be notified in writing of
the basis for an investigation as soon as practicable after
commencement of the 1nvest1gat10n

"(4) The Spemal Agent conductrng an investigation
_ shall maintain periodic written or oral contact with the appropriate
federal prosecutor, as circumstances require and as requested by the
" prosecutor. .

"When, during an investigation, a matter appears to

| arguably|to|warrant prosecution, the Special Agent shall present the
. . _ ‘ FBI023946CBT
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relevant facts to the appropriate federal prosecutor. In every
- sensitive criminal matter, the FBI shall notify the appropriate
federal prosecutor of the termination of an invéstigation within 30
days of such termination. Information on investigations which have
been closed shall be available on request to a United States Attorney
| orfhis or her|desiguee or an appr0pnate Department of Justice
official. .

" "(5) When a serious matter 1nvest1gated by the FBI
is referted to state or local authorities for- prosecution, the FBI,
insofar as resources permit, shall promptly advise the federal
~ prosecutor in writing if the state or local authorities decline
. prosecution or fail to commence prosecutive action within 120 days. )
. Where an FBI field office cannot provide this follow-up, the SAC shall :
so advise the federal prosecutor.

. (6) When credible mformatlon is received concerning serious
cnrmnal activity not within the FBI investigative jurisdiction, the
FBI field office shall promptly transmit the mformamon or refer the
complainant to the law enforcement agencies hav1ng jurisdiction, ,
except where disclosure would jeopardize an ongoing investigation,
-endanger the safety of an individual, disclose the identity of an
. informant, interferé with an informant's cooperation, or reveal

legally privileged information. If full disclosure is not made for
the reasons indicated, then whenever feasible the FBI field office ,
shall make at least limited disclosure t0"the law énforcemerit-agency ™ -
having jurisdiction, and full disclosure shall bé made as soon as the
need for restricting dissemination is no longer present. Where full
disclosure is not made to the appropriate law enforcement agencies
‘within 180 days, the FBI field office shall promptly notify FBI
Headquarters in writing of the facts and circumstances concerning the
criminal activity. The FBI shall make a periodic report to the Deputy
Attorney General on such nondisclosure and incomplete disclosures, 1n

|2 form smtable to protect the identity oﬂmformants [

"Whenever mformatlon is recelved concerning unauthonzed
| criminal activity by|a confidential informant,|it shall be handled S ‘
| injaccordance with the[Attomey General's Guldehneisegardmo theuse -
| of Confidential Informants.| -

"(7) All requiréments regarding investigations shall
apply to reopened investigations. In sensitive criminal matters, the
United States Attorney or the appropriate Department of Justice
- . official shall be notified in writing as soon as practicable after the . U
reopening of an investigation. «

. "IIL CRIMINAL INTELLIGENCE INVEéTIGATIONS_

"This section authorizes the FBI to conduct criminal
| intelligence investigations of certain|enterprises.| These

investigations differ from gen i investigations, authorized
g r from general crimes investigati ns,va Z - EBI023947CBT
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by Section II, in‘several important respects. As a general rule, an
investigation of a completed criminal act is.norrally confined to
determining who committed that act and with securing evidence to
establish the elements of the particular offense. It is, in this . .
respect, self-defining. An intelligence investigation of an ongoing -
criminal enterprise must determine the size and composition of the

_ group involved, its geographic dimensions; its past acts énd intended
criminal goals, and its capacity for harm. While a standard criminal

investigation terminates with the decision to prosecute or not to
- prosecute,-the investigation of a criminal enterprise does not

necessarily end, even though one or more of the participants may have ‘

been prosecuted.

"In addition, the organization provides a life and

~continuity of operation that are not normally found in a regular
criminal activity. As a consequence, these investigations may

| continue for several years. [Furthermore thelfocus of such
investigations 'may be less prec1se than that directed against more
conventional types of crime.' United States v. United States District
Court, 407 U.S, 297, 322 (1 972). Unlike the usual criminal case, !
there may be no completed offense to provide a framework for the
nvestigation. It often requires the fitting together of bits and
pieces of information, many meaningless by themselves, to determine.
whether a pattern of criminal activity exists. For this reason, the
investigation is broader-and less discriminate than usual, mvolvmg

- -'the inte nelduon (ol various sources and types of information." Id. .

"Members of groups or orgamzatlons actmg in concert to
. Violate the law present a grave threat to society. An 1nvest1gatlon
of organizational activity, however, may present special problems,
. particularly where it deals with politically. motivated acts. There
is 'often ... a.convergence of First and Fourth Amendment values,' in
| such matters that is 'not|presentlin cases of 'ordinary’ crime.' [Id.
| at 313.| Thus, special care must be exercised in sorting out protected
.activities from those which may.lead to violence or serious disruption
1 of society. As a consequence, the guidelines establish safeguards for
group investigations of special sensitivity, mcludmg tlghter
management controls and higher levels of review. :

194:3.7 )
"This section-focuses on investigations of organized
| crime. It is concerned withthelinvestigation of entire enterprises,
| rather thanljust|individual participants|and|specific-criminal acts,
and authorizes investigations to determine the structure and scope of
| the enterprise, as well as the relatlonshlp of thejmembers.| ‘

"1. Definition

Racketeering activity is any offense, including

rage 15 or 3l .
- N T

" A RACKETEERING ENTERPRISE INVESTIGATIONS (See MIOG Part 1, 92- 8

FB1023948CBT
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| |a]violation of state law, encompassed by the Recketeer Influenced
| and Corrupt Organizations Act|(RICO),|18 U.S.C. 1961(1).

"2. General-Authority

| : C lallA racketeermg enterpnse investigation .

- | may be initiated when facts or circumstances reasonably indicate that
| two or more persons are engaged in a pattern of racketeering activity -
| as defined in the RICO statute, 18 U:S.C. 1961(5). However, if the
| pattern of racketeering activity involves an offense or offenses
| described in 18 U.S.C. 2332b(g)(5)(B), the investigation shall be
| deemed a terrorism,_ enterprise 1nvest1gat10n and shall be subject to

| the standards and procedures of Subpart B of this Part in lieu of

| those set forth in this Subpart. The standard of 'reasonable

| indication' is identical to that governing the initiation of a general -
| crimes investigation under Part IL.|

1 "b. IAuthonty to conduct racketeermg
| enterprise 1nvest1gat10ns is in addition to general crimes
| investigative authority under Part IT, terrorism enterprise
| investigative authority under Subpart B of this Part, and activities
| under other Attorney General guidelines addressing such matters as
| investigations and information collection relating to international
| terrorism, foreign counterintelligence, or foreign intelligence.
| Information warranting initiation.of a racke’ceerm0 enterprise
T mvestlganon may be obtained during the course of a-génhéral crimes
| inquiry or investigation, a terrorism enterpnse investigation, or an
| investigation under other Attorney General guidelines. Conversely, a
| racketeermg enterpnse investigation may yield information warranting
|a general crimes inquiry or mvestlgatlon a terrorism enterprise
.| investigation, or an 1nvest1gat10n under. other Attomey General -
| guldelmes |

3. Purpose‘

The lmmedlate purpose ofa racketeenng
enterprise mvest1gat10n is to obtain information concerning the
. nature and structure of the enterprise, as specifically delineated in
| paragraphl4.[below, with a view to the longer range objective of
detection, prevention, and prosecution of the criminal activities of
| the enterprise.

"4, Scope
“"a. A racketeering enterprise investigation
properly initiated under these guidelines may collect such information

as:

(i) the members of the enterprise and

other persons likely to be knowingly acting-in the furtherance of
R FBI023949CBT
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racketeering activity, prov1ded that the information concerns such
persons' act1v1t1es on behalf of or in furtherance of the enterprise;

"(ii) the ﬁnances of the enterprise;

. "(iii) the geographical dimensions of the
enterprise; and ‘

"(iv) the past and future activities and
goals of the enterprise. . .

"b. In obtaining the foregomg information, any .
lawful investigative technique may be used, in accordance with the . : -
requlrements of Part IV. .

"5. Authonzation and Renewal

' . "a. A racketeering enterprise investigation may-

| be authorized by the|Special Agent in Charge, with notification to

| FBIHQ,|upon a written recommendation setting forth the facts and
| circumstances reasonably mdlcatmglthat the standard of pa:ragraph

| 2.a.1s satlsﬁed ] :

| "b. The FBI shall notify the Organized Cnme

| and Racketeering Section of the Criminal Division and any affected
| United States Attorney's office of the opening of a tacketeering
| enterprise investigation. On receipt of such notice, the Organized
| Crime and Racketeering Section shall immediately notify the Attorney
| General and the Deputy Attorney General. In all racketeering
| enterprise investigations, the,Chief of the Organized Crime and
| Racketeering Section may, as he or she deems necessary, request thé

- | FBI to provide a report on the status of the investigation.l g

- PN . . B e o

| |"c.| A racketeering enterprise mvestlgatmn

| may be nntlally authorized for a period of up tofa year.| An
investigation may be continued upon renewed authorization for

| additional periods each not to exceed|a year.| Renewal authorization

| shall be obtained from the|SAC with notification to FBIHQ. The FBI

| shall notify the Organized Crime and Racketeering Section of any

| renewal, and the Organized Crime and Racketeering Section shall

| immediately notify the Attorney General and the Deputy Attomey

| General. |

] |"d.} Tnvesugatlons shall be reviewed by the
. |SAC|on or before the expiration of the period for which the
investigation and each renewal thereof is authorized.

| ' |"e.| An investigation which has been terminated
may be reopened upon a showing of the same standard and pursuant to
the same procedures as required for initiation of an investigation.
. . L : FBI023950CBT
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| ~|"f. In addition to the authority.of Special

| Agents in Charge under this paragraph the Director of the FBI, and

| any Assistant Director or senior Headquarters official designated

| by the Director, may authorize, renew, review, and reopen racketeering
| enterprise investigations in conformity with the standards of this

_ lparagraphl
| . "B.|TERRORISM ENTERPRISEHNVESTIGATIONS (See MIOG Part 1,100-1.2 )

I "This sect1on focuses on investigations oﬂenterpnses that seek
| to fm’ther political or social goalslthrough activities that involve
| force or|violence, orthat otherwise aim to engage in terrorism or
| terrorism-related crimes. Like the section addressmglracketeermg
enterprise investigations, it is concerned with the investigation of
| entire enterprises, rather thanfjustjindividual participants and
specific criminal acts, and authorizes investigations to determine the
- structure and scope of the enterprise as well as the relationship of
the members.

"1. General Authority (See MIOG, Part 1,100-1.2.2 )

| . "a Alterrorism eriterptise|investigation
| may be initiatediwhen facts|or circumstances reasonably indicate
. that two or more persons.are engaged in an enterpnse for the purpose
| of: |()|furthering pohtlcal or.social goals wholly or in part =~ '
| through activities thaf iivolve force or violefice and a VIoIatlonlof
| federal criminal law, (ii) engaging in terrorism as defined in 18
| U.S.C. 2331(1) or (5) that involves a violation of federal criminal
| law, or (iii) committing any offense described in-18 U.S.C.
12332b(g)(5)(B). A terrorism enterprise mves’ugatlon may also be
| initiated when facts or circumstances reasonably indicate that two or
| more persons are engaged i in a pattern of racketeenng activity as
| defined in the RICO statute, 18 U.S.C 1961(5), that involvesan’ ~
| offense or offenses described in 18 U.S.C. 2332b(g)(5)(B).| The
standard of 'reasonable indication' is identical to that governing
~ the initiation of a general crimes investigation under Part II. In-
" determining whether an investigation should be conducted, the FBI
| shall consider all of the circumstances including: |(i)|the magnitude:
| of the threatened harm;|(ii)|the likelihood it will occur;|(iii)|the -
" | immediacy of the threat; and|(iv) any]danger to pr1vacylorlfree
expression posed by an investi gatlon

] "b. Au’chon’cy to conduct|terrorism enterprise]
| investigationsis injaddition to general crimes investigative U
| authority under Part I1, racketeering enterprise|investigative '
| authority under Subpart-A of this Part and activities under other
| Atforney General guidelines addressing such matters as investigations
| and information collection relating to international térrorism,
| foreign counterintelligence, . or foreign intelligence.| Information
.| warranting initiation of|a terrofism enterprise investigation/may be

| obtained|duringjthe course of a general crimes inquiry or FBI023951CRT
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" |.investigation, a racketeering enterprise investigation, or an
| investigationjunder other Attorney General guidelines.| Conversely, a
| [terrorism enterpriselinvestigation may yield information warranting a
general crimes inquiry or investigation, a racketeering enterprise
| investigation, or an investigationjunder other Attorney General
| guideliries.|

| “c. IMere speculation|that force or violence
nnght occur during the course of an otherwise peaceable demonstration
is not sufficient grounds for initiation of an investigation under
| this|Subpart, but where facts or circumstarices reasonably indicate -
| that 4 group or enterprise has engaged or aims to engage in
| activities mvolvmg force or violence or other criminal conduct
| described in paragraph 1.a. in a demonstration, an investigation
| may be initiated in conformity with the standards of that paragraph.|
For alternative authorities see Part II relating to General Crimes .
Investigations and the Attorney General's Guidelines on 'Reporting on
Civil Disorders and Demonstrations Involving a Federal Interest.
| This does not|limit|the collection of information about public
' demonstrations by enterprises that are under active mvestlcauon
O pursuant to paragraph/1.ajabove. '

", Purpose (See MIOG, Partl 100-21 )

. | "The 1mmed1ate purpose of alterronsm enterpnsel e ,
“investigation is to obtain information concerning the - e e
nature and structure of the enterpnse as specifically delineated - |
in paragraph 3. below, with a view to the longer range objectives of
detéction, prevention, and prosecution of the criminal activities of
the enterprise. -

"3. Scope (See MIOG Pan 1, 100-2 2 )

| "a. Alterronsm enterpnse|mvest1gat1on
initiated under these guidelines may collect such mforma’uon as:

' "(i) the members of the enterprise and
other persons likely to be knowingly acting in furtherance of its
criminal objectives, provided that the information concerns such .

| persons' act1v1t1es on behalﬂoﬂ or in furtherance of the enterprise;

"(ii) the fmances of the enterpnse

D (1) the geographical dimensions of the ente_rprisei

. "(iv) past and future activities and goals of the
. enterprise.

"b. In obtaining the foregoing information, any

| lawful investigative technique may be used in accordance with|the|
FBI023952CBT
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requirements of Part IV.
"4. Authorization and Renewal (See MIOG, Part 1, 100-2.3 )

fo "a, A[terronsm enterpnselmveshgahon

| may be authorized by the|Special Agent in Charge, with notification

| to FBIHQ,|upon a written recornmendation setting forth the facts or

~ circumstances reasonably indicating the existence of an enterprise, as

| described in|paragraph 1.a.| The FBI shall notify the Terrorism .

| and Violent Crime Section|of the|Criminal Division,|the Office of the

" | Intelligence Pohcy and Review, and affected United States Atiorney's -

| Officelof the opening of]a terrorism enterprise investigation. On '

| receipt of such notice, the Terrorism and Violent Crime Section shall

| immediately notify the Attorney General and the Deputy Attorney

| General. In all such investigations, the Chief of the Terrorism

| and Violent Crime Section/may, as helor she|deems necessary, request
the FBI to provide a repert on the status of the investigation..

N "b. Alterrorism enterpnse[mvestrgatron

| may be initially authonzed for a-period of up to|a year.| An

_ investigation may be.continued upon renewed authorization for

| additional periods each not to exceed|a year.| Renewal authorization .

| shall be obtained from the|SAC with notification to FBIHQ. The FBI -
| shall notify the Terroristi and Violent Crime Section and the Office

| of Intelligence Policy and Review of any renewal, and the Terroi‘ism

" -] and Violent Crittie Section shall immediately notify the Attorney“' R

| General and the Deputy A’rtorney General |

'| ‘ f "c. Investloatlons shall be rev1ewed by the| SAC[on or
| before the expiration|of theperiod for which the investigation and
each renewal thereof is authorized. -

[In Some cases, the enterpnse may meet the.
| threshold standard but be: temporarily inactive in the sense that it -
| has not engaged in recent acts of violence or other criminal '
| activities as described in paragraph 1.a., nor is there any
. | immediate threat of harm - yet the comp031t10n, goals and prior
| history of the group suggest the need for continuing federal interest.
| The investigation may be continued in such cases with whatever scope
]is warranted in light of these considerations.l

| |"d] An 1nvest1gat10n which has been terminated
may be reopened upon a showing of the same standard and pursuant to
the same procedures as required for initiation of an investigation.

l l"e In addition to the authority of Spec1a1

| Agents in Charge under this paraoraph, the Director of the FBI, and
| any Assistant Director or senior Headquarters official designated by
| the Director, may authorize, renew, review, and reopen terrorism

| enterprise investigations in conforrmty wrth the standards of this

| paragraph.|
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N "f The FBI shall report|to the Terrorism and

| Violent Crime Section of the Criminal Division and the Office of
| Intelligence Policy and Review the progress of a terrorism enterprise

. | investigationjnot later than 180 days afterlits initiation,Jand

the results at the end of each year the investigation continues. The
| Terrorism and Violent|Crime|Section shalllimmediately transmit copies
.| of these reports to the’ Attomey General and the Deputy Attomey
| General ]

MIV. INVESTIGATIVE TECHNIQUES (See MIOG Part 1, 100-2. 2 )

" "A. When conducting investigations under these guidelines
| the FBI may use any lawful investigative technique. |The choice of -
| investigative techniques is a matter of judgment, which should take
| account of: (i) the objectives of the investigation and available
| investigative resources, (ii) the intrusiveness of a technique,
| considering such factors as the effect on the privacy of individuals
| and potential damage to reputation, (iii) the seriousness of the
| crime, and (iv) the strength of the information indicating its
| existence or future commission. Where the conduct of an mvestlgatlon

| presents a choice between the use of more or less intrisive methods,)

the FBI should consider whether the information could be obtained in
| a timely and effective way bylthe|less intrusive means. [The FBI
| should not hesitate to use any lawful techniques consistent with these :

'|'Guidelines in an investigation, even if intrusive, where the . ~. . - = R S S

| intrusiveness is warranted in light of the seriousness of the crime or
| the strength of the information indicating its'existence or future

. | commission. This point is to be particularly observed i n-

| investigations relating to terrorlst activities.| -

. B, All requirements : for use of a technique set by '
statute, Department regulations and policies, and Attorney General
Guidelines must be complied with. The investigative techmques listed
below are subject to the noted restnctlons

e " "1.|Confidential informantsjmust be used in comphance with the

. O Vol

| Attorney General's Gu1de1mes|re0ardmg|the Use oﬂCon_ﬁdentlal
| Informants;| .

| "2. Undercover|activities and|operations must be
coriducted in compliance with the Attorney General's Gu1de1mes on F BI
Undercover Operations; .

| "3. IIn situations involvingjundisclosed participation in the

.activities of an organization by an undercover employee or cooperating

| private individual|any potential constitutional concerns relating to

| activities of the organization protected by the First Amendment must
'| be addressed through full compliance with all applicable provisions of

| the Attorney General's Guidelines on FBI Undercover Operations and the
| Attorney General's Guidelines Regarding the Use of Confidential

e S [ s T P, -
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| Informants;|

g, Nonconsensual electronic surveillance must be
conducted pursuant to the warrant procedures and requirements of
| |chapter 119 of title 18, United States Code (18 U.S.C. 2510, 2522);|

"5, Pen registers and trep and trace devices must be |
_installed and used pursuant to the procedures and reqmrements of
I |chapter 206 of tltle 18, United States Code (18 U. S. C 31213 127) |

"6, Access to stored wire-and electromc communications. and
‘ transactional records must be obtained pursuant to the procedures and
| requirements of|chapter 121 of title 18, United States Code (18 US.C.”
]2701 2712)[ ‘

, "7. Consensual electronic monitoring must be authorized
pursuant to Departmet policy. For consensual monitoring of -
conversations other than’ telephone conversations, advance .
authorization must be obtained in accordance with established
guidelines. This applies both to devices carried by the cooperating
participant and to devices installed on premises under the control of
| the participant. See|U.S. Attomeys' Manual 9-7.301 and 9-7.302.]
For consensual monitoring of telephone conversations, advance
. | authorization must be obtained from the SACJor Assistant Special
| Agent in Chargeland the appropriate{U.S. Attomey, Assistant Attorney . ‘ L
| Generdl; or Deputy Assistant Attornéy- Generaljexcept ifi exigent'  » "= ™ 0 T e
| [circumstances. An Assistant Attorney General or Deputy Assistant o L
| Attorney General who provides such authonzauon shall noufy the
) appropnate U.S. Attorney;| ' ) )

. "38. Searches and seizures must be conducted under
the authority of a valid warrant unless the search or seizure comes
within a _]HdlClally Tecognized exception to the warrant requ1rement

. See also, Attorney General's Guidelines on Methods of Obtaining "

| Documentary Materials Held by Thlrd[Partles, 28 CFR Part 59;"| (See
MIOG, Part 2, Section 28 .)

| ‘ ", |C1ass1fied investigative technologles must be
| used in compliance with the Procedures for the Use of Classified
| Investigative Technologles in Criminal Cases; andl

| . : [" 10 | Whenever an individual is known to be represented by counsel
-in a particular matter, the FBI shall follow applicable law and
Department procedure concerning contact with represented individuals
in the absence of prior notice to their counsel. The SAC or his
designee and the United States Attorney shall consult periodically on

| applicable Jaw and Department procedure. |Where issues arise -

| concerning the consistency of contacts with represented persons with’

.| applicable attorney conduct rules, the United States Attorney should
| consult with the Professional Responsibility Advisory Office.|

FBI023955CBT
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| " V. DISSEMINATION|AND MAINTENANCE|OF INFORMATION -

"A. The FBI may disseminate information during|the
| checking of leads, preliminary inquiries, and investigations conducted
| pursuant to these Guidelines to United States Attorneys, the Criminal
| Division, and other components, officials, and officers of the
| Department of Justice. The FBI may disseminate information durmg
| the checking of leads, preliminary inquiries, and|investigations -
conducted pursuant to these Guidelines to another Federal agency, or
to a State or local criminal justice agency when such information: -

o : |"1, falls within the investigative or'prdte'c_:tive

| jurisdiction orjmitigativelresponsibility of the agency;

| "2 may assist in preventing a crime or the use of
violence or any other conduct dangerous to human life;

| ‘ |"3.| is required to be furnished to another Federal
| agency by Executive Order 10450, as amended, dated Apnl 27, 1953 |or|

| "4 is required to be dlssemmated by statute
interagency agreement approved by the Attorney General, or

| Presidential Directive; and to other persons and agencies asjrequired

by 5U. S C.552oras otherw1se perrmtted by 5 US.C. 552a,|

“’I S |"B. The FBI shall mamtamadatabase that 1de‘1t1ﬁes all ’

| preliminary inquirjes and investigations conducted pursuant to these’
‘| Guidelines and that permits the prompt retrieval of information

| concermng the status (open or closed) and subjects of all such

| L mqumes and mvesugauons |

| "VL |COUNTERTERRORISM ACTIVITIES AND OTHER AUTI-IORIZAIIONS

o . "In order to carry out its central mission of preventmcr
" . | the commission of terrorist acts against the United States and its

e OI("

| people; the FBI must proactively draw on available sourcés of
| information to identify terrorist threats and activities. It cannot
| be content to wait-for leads to come in through the actions of others,
| but rather must be vigilant in detecting terrorist activities to the
| full extent permitted by law, with an eye towards early intervention
| and prevention of acts of terrorism before they occur. This Part .
. | accordingly identifies a number of authorized activities which further
| this end, and which can be carried out even in the absence of a

| checking-of feads, preliminary inquiry, or full investigation as e

| described in Parts I-III of these Guidelines. The authorizations

| include both activities that are specifically focused on terrorism, . .
| (Subpart A) and activities that are useful for law enforcement

| purposes in both terrorism and non-terrorism contexts (Subpart B).

| "A. COUNTERTERRORISM ACTIVITIES

=REN 02 /1R/05_PART 10
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I "]. Information Systems

| "The FBI is authorized to operate and participate in
| identification, tracking, and information systems for the purpose of

| identifying and locating terrorists, excluding or removing from the

| United States alien terrorists and alien supporters of terrorist

* | activity as authorized by law, assessing and responding to terrorist

~ | risks and threats, or otherwise detecting, prosecuting, or preventing

| terrorist activities. Systems within the scope of this paragraph may-

. | draw on and retain pertinent information from any source permitted by .

" | law, including information derived from past or ongoing investigative
- | activities; other information collected or provided by governmental

| entities, such as foreign intelligence information and lookout list

| information; pubhcly available information, whether obtained directly
| or through services or resources (whether nonprofit or-commercial)

| that compile or analyze such information; and information voluntarily
| provided by private entities. Any such system operated by the FBI
|-shall be reviewed periodically for compliance with all applicable

| statutory provisions, Department regulations and policies, and

| Attorney General Guldehnes

_| "2. Visiting Public Places and E.vents

| * . - "Forthe purpose of detecting or preventing .

| terronst activities, the FBI is authorized to visit any place and

*| atténd ariy.event that is opén tothe public, on the same terms and -
| conditions as members.of the public generally. No information

| obtained from such visits shall be retained unless it relates to

N potent1a1 cnmlnal or terronst actlv1ty :

| "B. OTHER AUTHORIZATIONS

- ' "In addltlon to the checking of leads, prehmmary
| inquiries, and investigations as descnbed in Parts I-IIT of these
| Guidelines, and counterterrorism activities as described in Part A -
| above, the authorized law enforcement activities of the FBI include |
| carrying out and retaining information resultmg from the following -
| activities:

| ' 1. General Topical Research -

| "The FBI is authorized to carry out general topical
[ research, including conducting online searches and accessing online
| sites and forums as part of such research on the same. terms and
| conditions ag members of the public generally. 'General topical
| research’ under this paragraph means research concerning subject areas
| that are relevant for the purpose of facilitating or supporting the
| discharge of investigative responsibilities. It does not include
| online searches for information by individuals' names or other
- | individual identifiers, except where such searches are incidental to .
| topical research, such as searching to locate writings on a topic .
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| by searching under the names of authors who write on the topic, or
| searching by the name of a party to a case in conducting legal
| research.

N . "2 Use of Online Resources Generally

| ' "F or the purpose of detecting or preventing terrorism
- | or other criminal activities, the FBI is authorized to conduct online

| search activity and to access online sites and forums-on the same

| terms and conditions as membets of the public-generally..

b "3. Reports and Assessments

| : : "The FBI is authorized to prepare general repoits and -
-| assessments concerning terrorism or other criminal activities for
| purposes of strategic plannmg or in support of mvestlgatwe
! act1v1t1es '

| "4, Cooperation with Secret Service

| "The FBI is authorized to provide investigative
|-assistance in support of the protective respon51b1l1tles of the Secret -
| Service, provided that all preliminary i mqumes or investigations are

| conducted in accordance w1th the provisions of these Gmdelmes

[+ . "C.PROTECTION OF PRIVACY-AND OTHERLIMITA’“IONS e
T B General antanons ' '

| "The law enforcement activities authonzed by this
| Part do not include maintaining files on individuals solely for the
| purpose of monitoring activities protected by the First Amendment or
| the Jawful exercise of any other rights secured by the Constitution or
- | laws of the United States. Rather, all such law enforcement :
" | activities must have a valid law enforcement purpose as described in
| this Part, and must be carried out in conformity with all applicable .
| statutes, Department regulations and policies, and Attorney General
[ Guidelines. In particular, the provisions of this Part do not -
'| supersede any otherwise applicable provision or requirement of the
" .. | Attorney General's Guidelines on FBI Undercover Operations or the
| Attorney General's Guidelines Regarding the Use of Confidential
| Informants. -

: = "2. Maintenance of Records Under the Privacy Act. . __ . S - '

- ' . "Under the Privacy Act, the permissibility of maintaining -
| records relating to certain activities of individuals depends in part
| on whether the collection of such information is 'pertinent to and
-| within the scope of an authorized law enforcement activity.' 5 U.S.C.
| 552a(e)(7). By its terms, the limitation of 5 U.S.C. 552a(e)(7) is
[ inapplicable to activities that do not involve the 'maintain?ing|' of
’ ) FBI023958CBT
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| a 'record’ within the meaning of the Privacy Act, or that occur

| pertinent to and within the scope of an authorized law enforcement

| activity. 'Authorized law enforcement activit?ies|' for purposes of

| the Privacy Act include carrying out and retaining information

| resulting from the checking of leads, preliminary inquiries, or

| investigations as described in Parts I-III of these Guidelines, or

| from activities described in Subpart A or B of this Part. Asnoted - .

| in paragraph 3. below, however, this is not an exhaustive enumeration ‘ -
| of 'authorized law.enforcement activit?ies|.' Questions about the '
| application of the Privacy Act to other activities should be addressed
‘| to the FBI Office of the General Counselor the Office of Informatlon
| and Privacy.

| "3. Construction of Part

[ . . "This Part does not limit any activities authonzed
| by or.carried out under other Parts of these Guidelines. The

| spemﬁcatlon of authorized law enforcement activities under this

| Part is not exhaustive, and does not limit other authorized law

| enforcement activities, such as those relating to foreign

| counterintelli gence or foreign intelligence.|

" VIL RESERVATION

"A. Nothmg in these, Gmdelmes shall limit the general
‘reviews ot audits’of napers files, contracts or otherrécordsin the v ,
: government's possession, or the performance of similar services at the o
" spec1ﬁc request of a Department or agency of the United States. Such | T
reviews, audits or similar services must be for the-purpose of -
detecting or preventing violations of federal law which are w1thm the
investigative respons1b111ty of the FBI

"B. Nothing in n these Gmdehneé is intended to limit the . ‘
" FBI's responsibilities to investigate certain apphcants and employees
under the federal personnel security program.

X "C. These Guiidelines are set forth solely for the purpose
of internal Department of Justice guidance. They are not intended to,
do not, and may not be relied upon to create any rights, substantive
or procedural, enforceable at law by any party in any manner, civil or
criminal, nor do they place any limitation on otherwise lawful - )
] investigative and|mitigative|prerogatives of the Department of
Just1ce ~
o ]"Effebtive 5/30/02 John Ashcroft
] Attorney General"l

**EﬂDte 07/23/200’7 MCRT# 1216 Div: D6CT Cav: SecCls:

| 1-4 [INVESTIGATIVE AUTI-IORITY AND THE FIRST AMENDMENT:|
| (1) [The First Amendment to the United States
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| Constitution guarantees the rights of free speech and peaceful

| assembly. Because of the importance of these rights in American .
| society, acts by law enforcement agencies that could possibly chill

| the exercise of these rights have Instoncally been reviewed by the

| legislative and judicial branches of government with cateful

| scrutiny. Experience has shown that investigations by law

| enforcement into individuals, or the members of assembled groups, who
| advocate political or social goals through violent means, as well as

- | investigations into the causes of civil or social disorder, have the

| greatest potential of exposure to such scrutiny. Therefore, it is

| important that these investigations be conducted according to strict

| guidelines and in a2 manner that respects the First Amendment nghts
| of all persons, including those under 1nvest1gat1on |

| (2) In particular, 1nvest1gat1ons that have this
| potential may only be initiated in strict compliance with the
| - Attorney General's Guidelines and other applicable Department and .
| FBIHQ directives. Information from pnvate or public sources of
| possible violations of federal laws, which give rise to such
| investigations, must be carefully documented and particularized as to
[ those persons suspected of such violations. Furthermore, the scope
| of each investigation must be carefully tailored to fit the
| circumstances giving rise to the inveéstigation; although
| expansion in the scope of an investigation may be undertaken if. *
| justified by a change in these circumstances: Finally, the duration
.| of the investigation must not be permitied ta extend beyondthe.point ™~ = - T
| at which its underlymOr justification no longer exists,| ‘ ) ' ’

| 3) IGenerally, an FBI investigation may employ any

| authorized investigative technique. In the case of those )
| investigations with the: potentlal to mfrmge upon First Amendment '
| rights, consideration must be given to using those techmques that

| are less intrusive and less likely to adversely affect the exercise

| of those rights. For example, infiltrating private meetings of

| targeted groups should only be undertaken if attendance at public

| meetings is hkely to produce critical 1nvest1gat1ve information.

1 (4) Furthermore the collection of mformatlon :

| concerning groups and individuals must be justified as reasonable and

| necessary for investigative purposes. Information concerning the -

|' exercise of First Amendment rights should be made a matter of record

| .only if it is pertinent to and within the scope of the authorized law

| enforcement activity. When public-source printed material concerning
.| the exercise of First Amendment rights is obtained and a decision.

| made to retain such material, a notation must-be placed on the

| material describing the reason(s) it was collected and retained. The

| notation must clearly indicate the specific investigative interest(s)

| which 1ed to the decision to retain the item.

| - (5) Finally, if an individual, group, or activity has
| been characterized in a certain manner by the originators of .
' t . e FBI023960CBT
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| information, collected in the course of an-investigation, FBI records,
| including transmitting documentation, should reflect that the
| .characterization was made by another party, not the FBI. However, if
| the characterization comports in whole or in part with the results of

| independent FBI investigation, the transmitting commumcatwn may so

| state,| -
**Efﬂ)te 04/05/2000 MCRT#: 986 D1v D9D6D5 Cav SecCls: ..
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