
• 
DEPARTMENT OF THE ARMY 
otJK:e of Ths Judge Advocate General 

2200 Army Pentagon 
Washington, DC 20310..2200 

(b) (1) 
(S) 

DAJA·CL 
. f't FEB 2007 

MEMORANDUM FOR RECORD 

SUBJECT: Case Disposition on Case Number 0027-0S.CID679--64999 

. 1. Case disposition is submitted on the following Soldiers: 

a. receiVed an Article 15. 

b. 
was tried at a General . He was sentenced to 60 days restricltion 
forfeiture of$150~ pay per month for four months. 

c .••• 
involvement In the case. 

Aviation Maintenance Troop, 3ro 
sn •• .,,.,.,.received an Article 15. \ · 

2. If you need additional information pertaining to the above cases, I can be reached at 
(703) 58S..6746. . 

Chief, Criminal Law Division 
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• 
DEPAR1MENT OF THE ARMY 

87TH MILITARY POLICE DETACHMENT (AIRBORNE)(FORW ARD) 
DIVISION SUPPORT ELEMENT (CID) 

AR RAMADI, IRAQ APO AE 09384 

7 Dec 05 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: CID REPORT OF INV~STIGATION- FINAL(C)/JOINT-SSI-0027:-03-
CID679-64999-5H1M/5C 1 U5M3'7SY2D215X5/9G 1/9G2F . · 

DRAFTER: SA·-· 
RELEASER: SA 

CLASSIFIED- SECRET//NOFORN 
. . .. 

I. DATES/TIMES/LOCATIONS OF OCCURRENCES: . 
(FOUO) 1. 26 NOV 2003/0920- 26 NOV 2003/0950; BLACKSMITH HOTEL, 

NEAR FORW OPERATING BASE (FOB) TIGER, IRAQ [GRID .. 

· (FOUO) 2. 24 NOV 2003/0001 ..:.. 24 NOV 2003/2359· BLACKSMITH HOTEL, 
NEAR FOB TIGER, IRAQ [GRID 

(FOUO) 3. 19 JAN 2004/1200-19 JAN 2004/1320; FOB TIGER, IRAQ. 

( 
\ 

}FOUO) 4. 27 APR 200411040- 27 APR 2004/1522; BATTALION CLASSROOM, 
1s BN, 5TH SFG (A), FORT CAMPBELL, KY42223 .. 

[5.20 MAY 04/0915-23 MAY. 04/1112;1 ,. I 
I 

(FOUO} 6. 8 JUL 2004/0902- 8 JUL 2004/1200; BATT ALI ON CLASSROOM, 1 sr 
BN, 5TH SFG (A), FORT CAMPBELL, KY 42223. . · 

(FOUO) 2. pATE/TIME REPORTED: 26 Nov 2003; 1350 

FROM:. 

DECLASIFY ON: 
6 December 2030 
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ACLU-RDI 5170 p.2



• 
0027-03-CID679-64999 

SA 

4. SUBJECT: I \ 
1- r. . . . . 1 [AGGRAVATED ASSAULT (UNFOUNDED)]. 

• [FALSE OFFICIAL STATEMENT (UNFOUNDED)] 

CW2; 
M; WHITE; 66TH MILITARY INTELLIGENCE 

ANY, FOB TIGER, IRAQ; CT; [MURDER], [DERELICTION OF DUTY] 

·CW3 
M; WHITE; 6 MILITARY INTELLIGENCE 

ANY, FOB TIGER, IRAQ; CT; [MURDER], [DERELICTION OFDUTY], 
[OBSTRUCTION OF JUSTICE] 

M; 66 MILITARY INTELLIGENCE 
TIGER IRAQ; CT; [MURDER], [DERELICTION OF PUTY] 

(FOU0)5.·. . .. . ;.SPC;~TE; 
AVIATION MAINTENANCE TROOP, SUPPORT SQUADRON, 3 ARMORfD . 
CALVARY REGIMENT, RIFLES BASE, IRAQ (FORT CARSON, CO); CT; . 
[MURDER], [DERELICTION OF DUTY] 

I I . I 
[AGGRAVATED ASSAULT (UNFOUNDED)], [FALSE OFFICIAL STATEMENT 
(UNFOUNDED)] · . 

I . . . . 
I I[AGGRA VA TED ASSAULT (UNFOUNDED)], [FALSE OFFICIAL 

STATEMENT (UNFOUNDED)] 

(FOUO) 8. 
~; . ODA53i,l. BATTALION,5 
GROUP (A), FORT CAMPBELL, KY 42223; DJ; [AGGRAVATED ASSAULT], 
[FALSE OFFICIAL STATEMENT] · . . 

9. HOLLE-yMAN, AARON NATHANIEL; (DECEASED); 
SSG; 26 NOV 1977; FLOWOOD, MS; M; WHITE; ODA 531, 1 sr 
BATTALION, · SPECIAL FORCES GROUP (A), FORT CAMPBELL, KY 42223; 
DJ; [AGORA VA TED ASSAULT], [FALSE OFFICIAL STATEMENT] 

000003 -~ 
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0027-03-CI0679-64999 

'-----'-----'~FALSE OFFI~IAL S I AI EMEN I] 

(FOUO)I 
'-=:=:-:-=:=:-':===-----lOTHERj'-

1
_. -----,---.....JLFALSE .OFFICIAL 

STATEMENT] 
~ 

5. VICTIM: (FOUO) 1. MOWHOUSH, ABED HAMED (DECEASED); FORMER 
MAJOR GENERAL; IRAQI ARMy; CAPTURE TAG #076; 1947; M; OTHER; IZ; . 
[NFI] [MURDER], [AGGRAVATED ASSAULT]. 

(FOUO) 2. U.S. GOVERNMENT [DERELICTION OF DUTY], [FALSE 
OFFiCIAL STATEMENT] . . , 

. (FOUO) 6. INVESTIGATIVE SUlvlMARY: 

(FOUO) THIS IS AN OPERATION IRAQI FREEDOM INVESTIGATION. 

(~vestigation was initiated upon notification from MAJ
-Provost Marshal, 82D Airborne Division, Champion Base, Iraq, of the 
death of a detainee who was in U.S. custody in the vicinity of AI Qaim, Iiaq. 

~vestigation did not developsufficie6t ·evidence to pr.-ov_e_,_~----.-..-------t 

I 

ffieortinse of aggravated assault or false official statement as 
allegation himself and though multiple witness interviews it w·""=a=s =un=c=-.-· e=ar=1 r==::..=c::;__--, 
struck MG MOWHOUSH with a length ofbiack hose during an interrogation. 

(FOUO) Investigation established probable cause to believe CW2 
committed the offense of murder when, on 26 Nov 03, he participated in binding MG 
MOWHOUSH in a sleeping bag during an interrogation as a means of eliciting 
cooperation. While bound in the sleeping bag, MG. MOWHOUSH died of asphyxiation. 
Investigation established probable cause to believe CW2 the 
offense of dereliction of duty wheh, on 24 Nov 03, he participated the use of an 
unauthorized interrogation technique during an interrogation ofMG MOWHOUSH. 

000004 
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(FOUO) Investigation established probable cause to believe CW3 
committed the offense of murder when, on 26 Nov 03,he participated in binding MG 

· MOWHOUSH in a sleeping bad during an interrogation as a means of eliciting 
cooperation. While bound in the sleeping bag, MG MOWHOUSH died of asphyxiation .. 
Investigation established probable cause to believe CW3 committed the 
offense of dereliction ofduty when, on 24 Nov 03, he participated in the use of an 
una!Jthorized interrogation technique during an interrogation ofMG MOwHOUSH. 
Further investigation established probable cause to believe CW3 
committed the offense of obstruction of justice after he instructed a subordinate to not 
reveal evidence to CID. 

(FOUO) Investigation established probable cause to believe SFC -:committed 
the offense ofmurder when,on26 Nov 03, he participated in binding MG MOWHOUSH 
in a sleeping bad during an interrogation as a means of eliciting cooperation. While 
bound in the sleeping bag, MG MOWHOUSH died ofasphyxiation. Investigation · 
established probable cause to believe SFC-committed the offense of·. 

· dereliction of duty when, on 24 Nov 03, he participated in the use of an unauthorized 
interrogation technique during an interrogation ofMG MOWHOUSH. 

· (FOUO) Investigation established probable cause to beli~ve SP~committed the 
offense of murder when, on 26 Nov 03, he participated in binding MG MOWHOUSB in 
a sleeping bad during an interrogati~n as a means of eliciting cooperati()n. While bound 
in the sleeping bag, MG MOWHOUSH died of asphyxiation. Investigation esta~lished 
probable cause to believe SPC~ominitted the offense of dereliction of duty 

· when, on 24 Nov 03, he participated irt the use of an unauthorized interrogation technique 
·during an interrogation ofMG MOWHOUSH. 

r--lrnvestigation did not develop suffici.· ent evidence to pros· . . . ommitted 
~;;~e of aggravated assault or false official statement as . . · · emed the 

allegation himself and though multiple witness interviews it was unc ear tfl . . . I 
repeatedly struck MG MOWHOUSH during an interrogation. 

I . 'jlnvestigation did not develop sufficient evid~nce to prove · 
committed the offense of aggravated assault or false official statem=en::<t~a:::l""--~ ....... -L, 

denied the allegation himself and though multiplewitness interviews it was unclear 1 

I . , . !repeatedly struck :('AG MOWHOUSH during an interrogation. 

(FOUO) Investigation established probable cause to believe CW2 ~ommitted 
the offense of aggravated assault when, on 24 Nov 03, he repeatedly struck MG 
M.<?WHO.· US~. durin an. inte~ogation. 1nvestigation establ~shed probable cause to 
beheve CW2--commttted the offense of false offictal statement when, on 12 Jul 
04, he admitted all of his previous statements to CID and his chain of command regarding 
MG MOWHOUSH were false. . 

000005 
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(FOUO) Investigation established probable cause to believe SSG HOLLEYMAN , 
committed the offense of ag~avated assault when, on 24 Nov 03, he repeatedly struck· 
MG MOWHOUSH during ari interrogation. Investigation established probable cause to 
believe SSG HOLLEYMAN committed the offense of false official statement when, on 9 
Jul 04, he admitted all of his previous statements to CID and his chain of coi1111iand 
regarding MG MOWHOUSH were false. 

· (FOUO) Investigation established probable cause to believe SSG committed the 
offense of false official statement when, on 10 Jul 04, he admitted all of his previous · 
statements to CID and his chain of command regarding MG MOWHOUSH were false. 

(FOUO) Investigation established ~robable cause to believ~ ·. · · ·· . fommitted the 
offense of false official statement \)~~hen, on 11 Aug 04, he rendered a verbal statement 
regarding his actions on 24 Nov 03, he knew to be false. 

~nvestigation established probable cause to believ~. . pop1mitted the· 
offense of false official statement when he provided multiple statements to the CIA-OIG 
he knew to be false. · 

(FOUO) Investigatio~ established probable cause to believ~ ~ommitted the 
offense of false offictal statement when, on 28 Nov 03Qrendered aver al statement . 

Onew to be false, 

STATUTES: 
Article 118, UCMJ: Murder 
Article i28, UCMJ: Aggravated Assault 
Article 107, UCMJ: False Official Statement 

· Article 92, UCMJ: Dereliction of Duty 
Article 134, UCMJ: Obstruction of Justice 
Title 18, Sec 1001: False Statement 
Title 18, Sec 113: Assault 

EXHIBITS/SUBSTANTIATION: 

Attached: 

. (FOUO) l. Agent's Investigation Report (AIR) ofSA-10 Jan 04, detailing the 
Basis for Investigation, coordination with the sznd Airborne Division, coordination with 
3rd Armored Cavalry Regiment, preliminary examination ofMG MOWHOUSH's 
remains, crime scene examination, suspect intetviews, witness interviews, review of the· 
capture file pertaining to MG MOWHOUSH, canvass interviews and preliminary autopsy 
results. · 

(FOUO) 2. Photographic packet comprised of 119 photographs. 

000006 
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(FOUO) 3. Compact disc 030027.679, containing original images of Exhibit 2. 
(USACRC copy only) 

(FOUO) 4. Crime Scene Sketch, 28 Nov 03, prepared by SA-

(FOUO) 5. Chronological Record of Medical Care, 26 Nov 03, detailing the treatment 
provided to MG MOWHOUSH. 

(FOUO) 6. Non Waiver Certificate pertaining to CW3 28 Nov 03 .. 

(FOUO) 7. Waiver Certificate and Sworn Statement ofCW2 Nov 03, 
wherein he detailed the events surrounding MG MOWHOUSH's death. 

(FOUO) 8. Sworn Statement of SFC-28 Nov 03, wherein he detailed the 
events surrounding MG MOWHOUSH's death. · · · 

(FOUO) 9. Waiver Certificate and Sworn Statement ofSP~28 Nov 03, 
wherein he detailed the events surrounding MG MOWHOUSH's death. 

(FOUO) 10. Canvass Interview Worksheets, 28 Nov 03, documenting canvass 
interviews of detention facility personnel. 

(FOUO) 11. Armed Forces Institute of Pathology Preliminary Autopsy Repol1_ ME03-
571, 2 Dec 03. · · 

(FOUO) 12. Sworn Statement ofSFC-30 Dec 03, wherein he detailed the 
events surrounding MG MOWHOUSH's death. · 

(FOUO) 13. AIR ofSA-17 Feb 04, detailing the review of applicable 
regulations, coordination with 51

h Special Forces Group, witness interviews, coordination 
with the CIA-OIG, final autopsy results and coordination with 3rd Armored Cavalry 
Regiment. · · 

(FOUO) 14. Operational Detachment B 530, Report of Text of Statements~ 27 Nov 03, 

iiiiiii:~~ CW~~ SS~, SSG HOLLEYMAN, CW3 

(S-NF) 15. Sworn Statement of CPT- 5 Feb 04, wherein he related 
· witnessing! ~eating a detainee. 

(FOUO) 16. Armed Forces Institute of Pathology Autopsy Examination Report, 
ME03-571, t8 Dec 03, !ncludihg compact disc containing autopsy photographs. 

(FOUO) 17. Affi. of SA-9 Feb 04, detailing the interview ofMSG-

.000007 
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Swotri Statement ofMSG-9 Feb 04, wherein he related witnessing 
p:.:.,<tuu MG MOWHOUSH dtning an interrogation on 24 · 

~~~~----------~ 

(FOUO) 19. Sketch ofBlackstnithHotel, prepared by MSG-9Feb 04. 

(FOUO) 20. AIR. of SA- 13 May 04, detailing coordination with 3rd Armored 

· .... • th. e re-in.te.rvi.ew ofCW .. ~ 3. .. . ..the re-interv.iew of CW2. · 
re-intervi~w of _s_F'C- th_e ~:iil~rview ofSP~the 

re-mtervfew ofSFC- there-interview ofSPC- there-interview of CPT· 
-the interview of coordination with 51

h Special Forces 
Group, there-interview of CW2 re-inteniiew of SSG HOLLEYMAN, the 

·. interview of SSG- and the ofthe CIA-OIG file. . 

(~OU~) 22 .. AIR of S.-16 J~ 04, detailing the review of CJA-OIG reports, 
the mte:rVIew o~ . . _Jnd the mt~rv1ew ofSFC- . 
. . 

(FOUO) 23. AIR of SA- 12 Jul 04, detailing the re-iriterview of CW2 
-there-interview SS~ and there-interview of SSG HOLLE~AN. 

(FOUO) 24. Waiver Certificate ofCW2~ Jul 04. · 

(FOUO) 25. Waiver Certificate of SSG-. 8 Jul 04. 

(FOUO) 26. Waiver CertificateofSSG HOLLEYMAN, 8 Jul 04. 

r---h7.· ~aiver Certificate and Sworn Statement of SSG HOLLEYMAN; 9 Jul 04~. 
w'n:erem-n{ admitted he andj . · . · [assaulted MG 
MOWHOUSH on 24 Nov 03, durin~ an interrogation. . 

I f8. Waiver c;ertificate and Sworn Statement of ss-= JuL 04, 
wnerem II adnutted bemg present whenj · . · ~assaulted MG 
MOWHOUSH. . · 

r--19. Waiver Certificate and Sworn Statement of=--12 Jul 04, 
.wkrem-nf admitted he ass~ulted ~G MO~OUSH withL_ ·. j I ~n 24 Nov 03, dunng anmterrogatwn. . . · · 

(FOUO) 30. AIR of SA_. 22 Sf: dotail:• there-interview of MS~ 
. coordinati~n ~ith ~IP; the interview o~ ; . ·. ~e re-interview ofSF~ 
and coordmatlon 'With 3rd Armored Cava ry eg1men . . · . . 

ooooos 

I 
I 
I 
I 

I 
1 
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(FOUO) 31. Polygraph Examination Report, 12 Jul 04, pertaining to CW2-

(FOUO) ~2. Polygraph Examination Report, 10 Jul 04, pertaining to SSG

(FOUO) 33. Polygraph Examination Report, 9 Jul 04, pertaining to SSG 
. HOLLEYMAN. . 

· (FOUO) 35. Rebuttal to General Letter ofReprimand, 11 Feb 04, submitted to 
Commander, 82nd Airborne Division. 

-36. AIR of S~, 12 Aug 04, detailing the discovery of an email in 
which CW3 ~vacated the use of physical contact (opert handed and back 
handed slapping) in interrogations. · · -7. Email message suspected to be authored by CW3 14 Aug 
03, in which he advocated the use of open handed slaps during interrogations. 

. . \ 
(FOUO) 38. AIR of SA 9Feb 05, detailing the interviews of SSG · 

-·SSG-, . . MAJ-andSFC- and 
coordination with the Defense Computer Forensics Laboratory. · 

(FOUO) 39. Waiver Certificate pertaining to MAJ-18 Nov 04. 

(FOU0)41. AIRofSA 
Armored Cavalry Regiment. 

24 Nov 04, detailing coordination with the 3rd 

. . . . 

(FOUO) 42. CID Form 87-R-E, Consent to Search, 24 Nov 04, authorizing the search 
of three servers collected as evidence from 3rd Armored Cavalry Regiment. 

(FOUO) 43. AIRofSA-·19-Aug 05, detailing coordination with the3rd 
Armored Cavalry Regiment.· 

. . . 

(FOUO) 44. AIR of SA-2 Nov 05, detailing coordination with DCFL, the 
receipt of compact discs (CD) containing copies four CID Report oflnvestigations (ROI) 

. and Staff Judge Advocate coordination's. 

000009 I 
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' ----

(FOUO) 46. AIR of SA-31· Aug 05, documenting the attempt to locate the 
remains of MG MOWOUSH. 

-47. AIR of SA-5 Dec 05, detailing the rec~ipt of DCFL report. 

. . 

(FOUO) 49.· DA Form 4137, Evidence/Property Custody Document, voucher numbers 
168-04 and 393-04. (USACIDC and file copies only) 

(FOUO) 50. DA Form 4137, Evidence/Property Custody Document, voucher number 
471-05. (USACIDC and file copies only) 

(FOUO) 51. CID Form 118-E-R, Disclosure Accounting Record(USACRC and file· 
copies only). 

Not Attached: 

· Retained in the evidence depository, 481
h MP Detachment (CID), Fort Carson, to: 

(FOUO) 52. Sleeping Bag, Item 1, Voucher# 168-04. 

(FOUO) 53. Electrical wire, Item 2, Voucher# 168-04. 

(FOUO) 54. Compaq Blade Server, Item 1, Voucher# 393-04. 

(FOUO) 55. Compaq Blade Server, Item 2,Voucher # 393-04. 

(FOUO) 56. Domain Server, Item 3, Voucher# 393-04. 

Retained in the files of the U.S. Army Crime Records Center, Fort Belvoir, VA: 

(FOUO) 57. Polygraph Authorization- 12 Jul 04. 

(FOUO) 58. Polygraph Examination Statement of Consent-· 12 Jul 04. 

(FOUO) 59.· Polygraph Authorization-), 9 Jul 04. 

(FOUO) 60. Polygraph Statement ofConsent-10 Jul 04. 

oooolo J 
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(FOUO) 61.' FourPolygraphCharts -10 Jul 04 . 

. (FOUO) 62. Polygraph Authorization (HOLLEYMAN), 9 Jul 04. 

(FOUO) 63. Polygraph Statement of Consent (HOLLEYMAN),9 Jul 04. 

Retained in the Evidence Depository, this office: · 

. -4. External Hard Drive, Item 1, Voucher# 471-05. 

~5. External Hard Drive, Item 2, Voucher# 471-05. 

(FOUO) The originals of Exhibits 1, 3 - 10, 12, 13, 15, 17 "' 30, 36, 38, 39, 40- 48, and 
51 are attached to the USACRC copy of this report. The originals of Exhibits 11. and 16 
are retained in thefiles ofthe Office of the Armed Forces Institute ofPathology, 1413 
Research Blvd, Bldg 102, Rockville, MD 20850. The original of Exhibit 14is retained in 
the files of 1st Battalion, 5111 Special Forces Group, Fort Campbell, KY. The originals of 
Exhibits 31-33 are retained in the files of the Polygraph Division, U.S. Army Crime 
Records Center, Fort Belvoir, VA. ·The originals of Exhibits 34 and 3 7 are retained in the 
files of the Headquarters 3rd Annored Calvary Regiment; Fort Carson, CO. The original 
ofExhibit35 is retained in the files of Headquarter, 82nd Airborne Division, Fort Bragg, · 
NC 28310. The original ofExhibit 49 is retained in the files ofthe evidence depository, 
48111 Military Police Detachment, (CID), Fort Carson, CO. The original ofExhib~t 50 is 
retained in the files of the evidence depository, this office. · 

(FOUO) STATUS: This is a Final (C) Report. This investigation is being terminated 
lAW paragraph 4-17a(4), CIDR 195-1 in that the supported SJA or prosecutor is of the 
opinion that sufficient evidence is available to prosecute the perpetrators for the 
offense(s), that additional investigation would produce only cumulative and unneeded 
evidence, and that the identification of additional offenders or offenses is unlikely. Leads 
remaining include the full ID and witness interviews of SFC-(NFI), CPT 

individuals attached to email traffic . 

. On 6 Oct 05, the Special Assistant to the US At~. d to rosecutCJ. . 
. . · .!On 140ct05,LTC......-,SJA,5 Spectal 

. Forces Group, Ft Campbell, KY reported SSGHOLLEYMAN, SSG~d CW2 
-received non-judicial punishment amounting to a letter ofreprimand, further 

SSG HOLLEYMAN was killed in action in Aug 04. Commander's Report of 
Disciplinary Action taken (DA Form 4833) is pending. I 

·I 
1 

b. )I b3/ Ll~flliiV ""·· "-' 
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Report Prepared By: Report Approved.By: 

DISTRIBUTION: 

1 - DIR, USACRC, Fort Belvoir, VA 22060 

1-THRU: . 
CDR, lOTH MP BN (CID)(ABN), Fort Bragg, NC 28310 
CDR, 3rd MP Group, USACIDC, Fort Gillem, GA 
TO: CDR, USACIDC (ATTN: ClOP-CO), Fort Belvoir, VA 

1- SJA (ATTN: MAJ- Fort Carson, CO 80913 

1 -File 
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• 
87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
10 JAN 2004 

DETAILS: 

(FOUO) BASIS FOR INVESTIGATION: At 1350, 26 Nov 03 this office was notified by the 
PMO, 82nd ABN DIV of the death of Major General Abed Hamed 
MOWHOUSH, a high profile detainee, while in US Custody. The 
initial report from the unit that was detaining the General related he died of natural causes while 
being interrogated. · 

. . . . . 

(FOUO)About 1407,26 Nov 03, SA~d this office, 
·. attended a G-3, 82nd ABN DIV briefing pertaining to MG MOWHOUSH's death. 

(FOUO)About 1500,26 Nov 03; coordinated with LTC SJA, 
82nd ABN DIV, and LTC G-3, 82nd ABN DIV, and informed them CID would 
be conducting an MG MOWHOUSH' s death. 

(FOUO) About 0050, 27 Nov 03, SA-coordinated with LTC-G-3, 82"d 
ABN DIV, Champion Base, Iraq who provided copies of digital photographs taken of MG 

· MOWHOUSH's remains. The photographs depicted several bruises on MG MOW{IOUSH's 
torso and lower extremities. (See compact disc for details) · 

(FOUO) About 0058, 27 Nov 03, SA~ordinated with LTC- SJA, 82nd 
ABN DIV, Champion Base, Iraq who provided a copy of the initial press release photo ofMG 
MOWHOUSH. It was be1ieved the photo was taken at the time; the MG turned himself in to US 
forces. (see compact disc for details) 

· (FOUO) About 0115, 27 Nov 03, SA-briefed SA. Forensic · 
Science Officer, IOthMP Bn.(CID) (ABN) (FWD), Baghdad International Airport (BIAP), Iraq, 
on the details ofthis investigation. 

(FOUO) About 1445, 27 Nov 03, SA-SA-and.SA- examined MG 
.- . . MOWHOUSH's remains. He was a Caucasian male. He had dark hair with some graying. He 

had a mu~tache .. He was grossly overweight. It appeared that rigor mortis had passed. Lividity 

Pagel of12 
DECLASIFY ON: 

15 JAN 2029 · 

I 

EXHIBIT .,. 

·, ·-· ,· ... 
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• 
87TH :MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679•64999 
10JAN2004 

DETAILS: 

was present and fixed in the lower arms and lower back. Congestion appeared to be present in 
the anns. The examination revealed numerous contusions on MG MOWHOUSH' s abdomen, 
legs, buttocks, chest, back and arms. Several abrasions were found on the back, arms and legs. 
Some ofthe contusions appeared to be made by along straight edged object. Other contusions 
appeared to be made by an object similar to the butt of a rifle: The contusions varied in color 
from red to dark purple. Zipties were present on each wrist, but were not connected. An 
identification band bearing the writing "3 ACR, 03-76" was found on the right wrist. Body 
fluids were being purged through the nasal cavity. There were no obvious signsofpetechial 
hemorrhage~ present in the eyes·or mouth. There were pinpoint abrasions present slightly above 
the right knee on the medial side. There was an abrasion present over the sternum. SA 

-exposed digital photographs of the injuries using a Fuji Finepix Camera .. (See. 
Photographic Log and CD ROM for details) · 

(FOUO) AGENT'S COMMENT: . SA~ coordinated with S 
- NCOIC, Affairs,. 54 QM Co, Fort Lee, VA, AI Asad, Iraq during the 

examination. SSG related MG MOWHOUSH's remains were photograp~ed about 
2030, 26 Nov 03 by CPT No one else examined the remains. SSG-
related he received the from . · , 3rd Armored Cavalry Regiment 
(ACR), Fort Carson, CO (FCCO), at 1 26 Nov 03. . 

~out 1555, S 
-.SJA,CPT 

Regimental Commander, 
remains .. 

. SA-andSA-b~ · 
Battle.Captain, andLTC-Deputy 

ACR, on the results ofthe examination ofMG MOWHOUSH's 

2030, 27 Nov 03, SA-SA-and SA ~riefed COL 
. Co~mander 3~CO, on the results of the examin_ation ~fMG. 

· s remams. COL-related MG MOWHOUSH was mtervtewed by MI 
assets~ 3rd ACR, a Special Fo. rces A team and the Central Intelligence Agency. (CIA) .. 
COL _....,tated both the Special Force · . . · · • . 

. ~~·--~·----------------~--~ 

SPECIAL AGENT,
Page 2 of 12 

EXHIBIT ---
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87™ 1\ill...ITARY POLICE DETACHMENT (CID) (ABN), 3D :MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
10 JAN 2004 

DETAILS: 

Central 

r'""A ..... G .... E ..... NT......._'...,_S_,C""O ..... MME.u.u~N~T.,_,:--"'-Th!!!e~c~o2rr!..!:e~ct!:....:c~la~s~si~fi~c~at~ion level was determined to be Secret. 0 
,__/ _______ ..:.._. ·-· __:·..:....._· _· ·_. ___Jpot CENTCOM. . . 

S~~ and S~ met with CW3 
Co, 3 Squadron, 3rd ACR; FCCO. CW3 

began a tour of · . He identified interview room 6 as the site ofMG 
MOWHOUSH's death. He then made the comment that he was interrogating MG 
MOWHOUSH at the time of his death, and had been advised by counsel not to answer questions. 
At that time, SA-advised CW3 . else should be our point of 
contact, as he had sought legal counsel. · · · . . 

(FOUO) AGENT'S COMMENT: At the time CW3 began the tour\}>fthe 
detention facility, CID was not aware of his role as the interrogator ofMG MOWHOUSH at the 
time of his death. 

(FOUO) About 0800, 28 Nov 03, 1LT~6th MI Co (NFI), provided SA-SA 
- and SA-with a walk through of the detention facility. · 

(FOUO) About 0825, 28 Nov 03, SA-and SA 
examination oflnterrogation Room 6, Building 3A, 

(FOUO) Characteristics of the Scene: a Detention Facility operated 
by 3 rd ACR, vicinity of Grid 3 A was a one story, brick building 
containing several interrogation rooms MI Co TOC. Room 6 was located in the 
approximate center of the west side of building 3A. The room was 9'8" wide by9; 11" deep. 
The ceiling was 9'2" high.· The exterior entranceway to the room was located in the southwest 

SPECIAL AGENT- .• 
Page 3ofl2 

EXHIBIT 1 
---:-

. . . . . 000015 
bl, b3; lJ,,w,,..., . ACLU-RDI 5170 p.15



./ 

- .... - .... ..&._ 

. 87TH MILITARY POLICE DETACI:Il\ffiNT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 .QJ-CID679-64999 
10 JAN 2004 

DETAILS: 

·. comer of the west wall. There was no door present. The fOOrr\ had a tile floor, and the walls 
were tiled about two thirds up from the floor. There was window in the east wall that was 
covered with plywood. There was an entranceway in the north wall that was covered with 
plywood. There was aU shaped green bar attached to the north wall three feet above,the floor, 
The bar was approximately one inch in diameter, and approximately three feet long. 

(FOUO) Condition of the Scene: There was a halogen work light in the northwest comer of the 
room. There was an old style green sleeping bag on the floor at the base of the light. The 
outside ofthe sleeping bag was covered with mud. Underneath the sleeping bag, was a length of 
white electrical wire. ·There were two MRE boxes present" in the room that appeared to have 
been used as seats. There was one unfired 7.62mm rifle round on the floor, near the door. 

~cene Documentation: SA ..-,repared a Crime Scene Sketch of Room 6. SA 
-xposed digital photQgraplis"'r'RRom 6 utilizing a Nikon Coolpix 995 Digital Card 

Camera. (See Sketch, Photographic Log and CD ROM for details) · 

(FOUO) Collection of Crime Scene Evidence: SA~ollected the sleeping b~ and the 
electrical wire as documented on DA Fonn 4137, Evidence/Property Custody Document 
(EPCD), document number 521-03. The unfired round was not collected, as unfired small arms. 
ammunition was frequently seen on the ground in the area, and there was no evidence of gunshot 
injuries on MOWHOUSH' s remains. · · 
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S?Tll MILITARY POLicE DETACHMENT (CJD) (ABN), 39-MILITARY POLICE GROUP 
(C.ID), USACIDC, FORT BRAGG, NC 283 10 

AGENT'S INVESTIGATION REPORT 
0027-0J..;CID679-.64999 
~OJAN2004 

DETAILS: 

·,, .· 

. light set in the room. The lights were on. SSG~d ~ot assist in the efforts to revive the 
detainee:· · 

(FOUO) About oino~ iS Nov 03,-SA-i?ter\ri.ewed s~~-$G~ 
related about . · the boldtng pens area with CPT~eil ~ 
SFC MI Co, attached to 3i'd ACR, briefed them that he 

. vv:as int~rrogati~~ a prisoner ~at stated ~e was not~ll-. The pr~--· lSl st control of 
. hiS baddy functtons and was unresponsive. SGT --and CPT_....... went to 

interrogation room 6. They arrived about 0920- and found the patient lying on his back, with his 
-head near the door and his fi>et near the far _wall. The patient was unresponsive. was .not · . . 
. breathing and did not have a pulse .. The detainee•s eyes were open. The pupils were dilated and . 
ilXed. The.re were no weapons in the room.· There was a large light in the cdmer. · SGT : 
-did not know who the detainee was.. of the personnel in the room mentioned 
any d~the interro~~tion. CPT . ._ ~nd CPT---·_ .... _ . . while 
S<;J-T.......,.,ent to retrieve · medtcal equtpment; When SGT 
returned to the room, he· with the assistance ofPFC-
CPT ~d CPT During CPR they used a bag valve With maximum 
setting for the oxygen, two tanks. They attempted to insert an intravenous line in the 
f~m:oral an_d anacubi~ut were unsuccessful: A medevac helicopter. was called, b~t. · · 
dtd not amve. CPT~ pronounced the patlent dead at 0950, 28 Nov 03. The pattent 
was weiuing a shirt, a t-shirt and a man dress. The dress was pulled up· during CPR SGT · . 
-observed old sores on the patient's ankles, but did notice any other external injuries. 
· A. J-tube and an intubation tube were left on the body. He had. not rec~ved any reports of unruly 
. pijsoners or injuries to prisoners during his time at the detention facility. . 

~About 0842, 28 Nov C>3, SA .... interviewed CPT . who statedSFC 
_.._notified her that a detainee was :unconscious and unresponsive in interrogation room 
6. She arrived at room 6 at . 11. she arrived, the detainee was on his. back, with his head 
rn-n;rArn the door. CW3 performing chest compressions on the detainee. CW3. 

told CPT detainee had been unconscious for five or six 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP · 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
10 JAN 2004 

DETAILS: 

· minutes. told her that prior to passing out, the detainee lost bladder control. CPT 
the detainee did not have a pulse, and was not breathing. At 0918, the 

,...,,.,,,.,u was intubated by CPT ~n the second attempt, and was given oxygen with a 
bag valve mask. Multiple attempts to insert an IV into the right anacubical artery and the right 
femoral artery w. ere unsuccessful. At 0950, a rea~Ied no sp. ontaneous breathing, 
no pulse, no corneal reflex and no gag reflex. CP~ pronounced the detainee dead 
at that time. While attempting to insert the IV into the.~ CPT- ·· 
noticed severa.l.contusions on the detainee's legs. CPT-stated~ · 
furnishings in the room. There was set of in the room that·was on. She did not notice 
any weapons in the room. CPT stated the detainee had not received any prior 
medical treatment from her staff. s. in-processing medical did not 
reveal any preexisting medical conditions or medication use .. CPT stated the 
detainee was wearing a gray man dress and undergarment. CPT provided SA 

-with a SF 600, Chronological Record ofMedical Care, to the detainee. (see 
SF 600) . . 

(FOUO) About 0900, 28 Nov 03, S 
stated about 0906, 26 Nov 03, SFC 
told him to go set 

. . ( 

interviewed CPT-- GPT
informed her that someone had collapsed. She 

arrived on scene, at room 1. The 
detainee on his head toward the door. CW3 

and SGT ~er~ present in ~he r~om. CW3 was 
corl(luctitlg chest compresstons. The detamee was bemg gtven rescue a mask. 
She intubated the detainee on the second attempt. Several attempts to insert an IV into the right 
femoral and ~ai art .. eries were unsuccessful. .·After. 3 0 minutes of resuscitative 
efforts, CPT_.._ pronounced the detainee dead at 0950. CPT the 
patient was an obese Caucasian male, who did not reveal any conditions or 
use of medication during the in processing medical screening. 
contusions ort the detainee's legs during attempts to insert the IV. 
was a set of lights in the room, and maybe a box. She did not see any chatrs 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . . 

AGENrS INVESTIGATION REPORT. 
0027-03-CID679-64999 
IOJAN2004 

DETAIT...S: · 

(FOUO) About 0910,28 Nov 03,S~dvised CW3 ofhisrights. CW3 
his right to counsel. (See Non-waiver Certificate for details) 

. . 

~bout 0922, 28 Nov 03, SA -advised CW2 
66 :MI Company, 3rd ACR, AI Asad, Iraq, of his rights. CW2 his rights, 
and rendered a sworn statement~ CW2- was pait team that 
interrogated MG MOWHOUSH 26 Nov 03. While CW2 in the 
interrogation, CW3 placed MG MOWHOUSH a sleeping bag and then laid 
him on the floor. While being questioned MG MOWHOUSH became unresponsive and medical 
personnel were summoned. When questioned about who else had interviewed MG 
MOWHOUSH, CW2 -stated between 24 and 48 hours prior to the interview 
mentioned above, members of a Special Forces -interviewed MG MOWHOUSH. 

I ·. . . !were present with the Special Forces Team. CW2 nrAI>Ant-

wfien MG MOWHbUSH brought from the cage and released to~~~~~.i._--'------1, 
r-------~"'-"'-'· stated MG MOWHOUSH reco 

MOWHOUSH was visibly . 
I . ·. · I took MG MOWHOUSH to an room, he heard screams 
MOWHOUSH screaming, and what he thought were the sounds of a person being struck with a 
hard object. (See Rights Waiver Certificate and Sworn Statement for details) 

(FOUO) About 0928, 28 Nov 03, S~interviewed SFC -who stated he was 
~ssigned to the interroga~ interviewed MG MOWHOUSH on 26 Nov 
03. During the interrogation, CW3 ._...placed MG MOWHOUSH in a sleeping bag, 
and then laid him on'the floor. While in the sleeping bag, MG MOWHOUSH became · · 
unresponsive, at which time medical personnel were summoned. (See Sworn Statement for 
details) 
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H fvfiLITARY POLICE DETACHMENT (CID) {ABN), 3D :MILITARY POLICE GROuP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
·10 JAN2004 

DETAILS: 

AGENT'S COMMENT: SFC ~as not advised of his legal rights, as he was not 
suspected of any criminal wrongdoing at the time ofthe interview. 

~0) About 1013, 28 Nov 03, SA-nterviewed 
-Aviation Maintenance (A VIM) Trp, Spt Sqd, 3rd ACR, Asad, Iraq. . stated 

he was the guard that escorted MG MOWHOUSH to interrogation room 6 on 26 Nov 03. SPC 
- stated he was present for the . and assi in placing MG MOWHOUSH in 

the sleeping bag under the direction of CW3 

(FOUO)About 1032, 28 Nov 03, SA-co9rdinated with SF~ who provided 
the 66th MI Company Interrogation Log, which was used to document when detainees were 
interrogated, where they were interrogated and by whom.· A review of the documents 
MG MOWHOUSH was signed out only one time since his capture to CW3 
0815,26 Nov 03. The time was crossed out and changed to 0715 bySFC 
that was the correct time. There were no comments or return date listed on the and the 

. recommendation was to hold the detainee.· SFC -stated the sign out time iQdicatedthe 
detainee's capture file was signed out; not the time the interrogation was started. The log was 
return,ed to SFC- · . · ·. 

(FOUO) Agent's Comment: There was no way to copy the log and the detention facility needed 
the log for their records. All pertinent information was noted by S~t the time of the 
log review. 

(FOUO) About 1055,28 Nov 03, SA-coordinated with lLT 
ACR, Al Asad, Iraq, and briefed him on the results of the interview of 

-advised SA-to advise SPC-ofhis legal rights 
· statement if a waiverwas given. 

-About 1107,28 Nov 03, SA 
and rendered a sworn statement. 

advised SPC-of his iights, which he waived 
stated he was present during the interview of MG 
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• 
87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT.BRAGG, NC 28310 . 

·AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 

· 10 JAN 2004 

DETAil.$: 

· MOWHOUSH on 26 Nov 03, and assisted in MG MOWHOUSH in the sleeping bag and 
lying him down. SPC-stated CW3 on MGMOWHOUSH's chest, 
and began asking him questions. When CW3 up, SPC-noticed MG 
MOWHOUSH was not breathing. After a few seconds, MG MOWHOUSH took a deep breath. 
At that point MG MOWHOUSH was rolled over and CW3 sat on MG · . 
MOWHOUSH's back. At that point, SPCiliiiiiieft the room. When he came back, medical 
personnel were present at the room. When questioned about others who had interviewed MG 
MOWHOUSH, SP~ st~ted 24 to 48 hours prior to the interrogation on 26 Nov 03, MG 
MOWHOUSH was interrogated by Special Forces. SP~ was the guard that escorted . 

· MG MOWHOUSH to the interrogation. While waiting to escort MG MOWHOUSH back to the 
cage, SP~ heard MG MOWHOUSH screaming and the sounds of a person being struck 
with a hard object coming from the room MG MOWHOUSH was being interrogated in. SPC 

-stated the sounds lasted for approximately 10 to 15 minutes. (See Sworn Statement for 
details) 

(FOUO) About 1120,28 Nov 03, SA-reviewed the Capture File pertainill$ to MG 
MOWHOUSH. The file included a very limited data sheet, which contained only his name, tribe 
and year of birth. The file contained two Sworn Stateme~ capture ofMG 
MOWHOUSH The first statement was written by CPT~ IlliT, 1st Sqd, 3RD 
ACR It stated MG MOWHOUSH came to FOB Tiger to attempt to secure the release of • 
... on lONov 03. MG MOWHOUSH was detained as_a suspected leader ofanti-coalitiori 
effirrts in AI Qaim. The second statement was written by . llliT, 1st Sqd, 3rd 
ACR. It also stated MG MOWHOUSH came to F:OB Tiger in an attempt to secure the release of 
~n 10 Nov 03. He was detained as a suspected leader ofanti-coalition.forces in AI · 
Qaim, and had been on the 3rd ACR Black List since Aug 03. . ·· 

(FOUO) About 1150, 28 Nov 03, SA- interviewed SGT . . 
~6th MI Co, 3rd ACR, . stated his o~h MG was 

shortly after his capture. · . . assisted CW3 ........ during an interrogation 
at-The interrogation lasted less than one hour, and MG MOWHOUSH did not 
. . 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP . 
(CID), USACIDC, FORT BRAGG, NC 28310. . 

AGENT'S INVESTIGATIONREPORJ 
0027 -03-CID679-64999 
10 JAN 2004 

DETAILS: 

display any visible signs of distress or injury. MG MOWHOUSH displayed a: cocky smile 
during the interrogation. He stated during the interview MG MOWHOUSH was made to kneel 
and not allowed to rest ·his buttocks on his lower legs. T~al conta~t between CW3 
~d MG MOWHOUSH was when CW3 ....-was try1ng to make a. 
point and pokedMG MOWHOUSH in the chest several times. The only other person present 

j durin, the interrogation was'-------------,---------:---"-~..:.___J 

(FOUO}About 1210, 28.Nov 03, SA~intervi~ed SPC . . 
-Aviation Maintenance Troop, 3 ACR, who stated he was the night guard for Pen 8, the 

pen MG MOWHOUSH was kept in. He described MG MOWHOUSHas quiet. The last two 
days MG MOWHOUSH was there, he complained that he was very, very sick. SPC
asked MG MOWHOUSH if he wanted medical attention, but he did not respond. The medical 

· staff made rounds every morning, but MG MOWHOUSH never asked for them. MG 
MOWHOUSH was kept on sleep deprivation and was never allowed to sleep at the direction of 
the interrogators. \ 

(FOUO) About 1350,28 Nov 03, SA~interviewed SPC 
... Aviation Maintenance Troop, 3 ACR, who stated he helped MG MOWHOUSH back to 
l'i'fS""Pen after an interview between 1300-1600, 24 Nov 03. MG MOWHOUSH could not walk 
on his own and l<?oked very tired. SPC ~id not hear MG MOWHOUSH being hit at 
any time. · · 

(FOUO) Between 1218 and 1340, 28 Nov 03, SA -conducted canvass interviews ofthe 
guards on both the day and night shifts. MG MQWH()U'SH was a quiet prisoner who did not 
cause any problems. None ofthe guards ever had to restrain him and none of the guards ever hit 
MG MOWHOUSH. MG MOWHOUSH always seemed. tired and could not do physical training. 
Most of.the guards knew MG MOWHOUSH was on sleep deprivation. (See canvass interview 
sheets for details.) · 
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87TH :MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 ·03 -CID679-64999 
10 JAN 2004 

DETAILS: 

(FOUO) About 1240, 28 Nov 03, SA~anvass interviewed personnel from the 223rd 
MI, Mobile Interrogation team who stated they had no contact with MG MOWHOUSH. (See 
canvass interview sheets for details.) · 

(FOUO) About 1252, 28 Nov 03, SA- interviewed SFC . 
661h MI Co, Al Asad, who stated he stepped into the interrogation ofMG MOWHOUSH on 
26 Nov 03. When stepped into the. MG MOWHOUSH was lying on. the floor 
in the sleeping bag. · heard MG MOWHOUSH to get up, but he 
did not cemply. CW3 CW2 . were also in the room. SFC--
stated he was in the room for 10 to 15 seconds and left. Ten to 15 minutes later SFC
observed medical personnel heading to the room MG MOWHOUSH was in, and heard someone 
say MG MOWHOUSH might be dead . 

.. About 1305, 28 Nov 03, SA-interviewed 
mvolved in interviews with MG MOWHOUSH on two occ:lisiorur---L-----:---=====L~I 
c=J;t~first time was shortl.y after his. 
-was the interrogator both times. was after MG 
MOWHOtJSH was transferred there was no physical .. 
contact between the interrogation team MG . nor was there any physical 
stressors laced on MG MOWHOUSH during either interviewO-vas involved with. II 1 

. tated in both interv.ie':s t.her~ we. r. ~ oth.er personnel present but~ [did nol re~r . 
w om. tated dunng an mtervtew ofMG MOWHOUSH by · ODA, on 24 
or 25 Nov 03 eard MG MOWHOUSH being slapped. . · · · · ·. 

re-Jtnte:rvtl~W~~a CW2 -· who clarified 
a better vantage point and 

atMG 
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87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03~CID679-64999 
10 JAN2004 

DETAILS: 

in the room, but the guard was not in the room at the time MG MOWHOUSH became . 
. unresponsive. CW2 ~as unsure who tied the cord around MG MOWHOUSH. 
CW~tated that he did not remember MG MOWHOUSH taking a dramatic last 
breath, but, he did remember th~ r_ealized the prisone.r was not breathing, they took the 
sleeping ~ag off. of him. CW2~id~on~ kic. k MG MOWHOUSH and at 
no t1me d1d he kick MG MOWHOUSH. CW2_._ d1d not remember SFC-
entering the room. · 

(FOUO) About 0900, 4 Dec 03, SA-received a copy of the Preliminary Autopsy 
Report pertaining to MG MOWHOUSH. A review of the report revealed determination Of the 
cause and manner of death are pending the results ofhistology, toxicology and this investigation. 

~n.uuu~ 1300, 30Dec 03, SA-interviewed SFC 
41st Military Intelligence Company, Utah Guard, who rendered a sworn 

statement, wherein he related he ~ad seen CW3 . . CW2 -strike . 
MOWHOUSH. (See Sworn Statement for 

(FOUO) At 1350, 10 Jan 04, SA -briefed LTC .. and CPT-on the 
information to date. LTC- stated he would review the information and provide his legaJ 
~ng to the assaults committed byCW2~d CW3 
----//LAST ENTRY/// . . 
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TITLE BLOCK: 

SEQ: 0027-03-CID679-64~ 
OFFENSE: Undetermined Death 

DEPICTING: Interrog11tion Room 6 · 
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AUTHORITY: Title 10, Uilited States Code, Section 3012(g) 

PRINCIPAL PURPOSE: 
ROUTINE USES: 

To provide commanders and law enforcement offiCials with means by which infonnation may be accurately identified. 
Your Social Security Number is used as an additionaValtemate means of identification to facilltate filing and retrieval. 
Disclosure Social Security Number is 

The investigator whose name appears below told me that he/she is with the United States Army Crimina! Investigation Command 
· · · and wanted to question ·me about the following offense(s) of which I am 

suspected/accused: M ~ It ( 
Before he/she asked me any questions about the offense(s), however, he/she made it clear to me that I have the following rights: 
I. I do not have to answer any questions or say anything. 
2. Anything I say or do can be used as evidence against me in a criminal trial. 
3. (For personnel subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after questioning and to have alawyer 
present with me during questioning. This lawyer can be a civilian lawyer I arrange for at no expense to the Government or a military lawyer detailed 
for me at no expense to me or both. . 

-or-

(For civilians not subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after questioning and to have a lawyer 
present with me during questioning. I understand that this lawyer can be one that I arrange for at my own expense, or if I cannot afford a lawyer and 
want one, a la\vyer will be appointed for ,me before any questioning begins. 

4. If I am now willing to discuss the offense(s) under investigation, with or without a lawyer present, I have the right to sto~ answering questions at 
any time, or speak privately with a lawyer before answering further, even if I sign the waiver below.. · . · . 

5. COMMENTS (Continue on reverse side) 

willing to discuss the offense(s) under investigation and make a statement without to a 

I do not want to be 

fOR OFFICIAL USE ONLY 
EXHIBIT ·tp 
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AUTHORITY: Title 10, United States Code, Section 3012(g) 
PRINCIPAL PURPOSE: 
ROUTINE USES: 

To provide commanders and law enforcement officials with means by which information may be accurately identified. 
Your Social Security Number is used as an additional/alternate means of identification to facilitate filing and retrieval .. 
Disclosure of Social Number is vnnmc11rv. 

asked me any questions about the offense(s), however, he/she made it clear to me that I have the following rights: 
L I do not have to answer any questions or say anythin~ · 
2. Anything I say or do can be used as evidence against~criminal trial .. 
3. (For personnel subject to the UCMJ) I have the right to talk privately to a,.. before, during, and after questioning and to have a lawyer. 
present with me during questioning. This lawyer can be a civilian lawyer l arrange for at no expense to the Government or a military lawyer detailed 
for me at no expense to me or bo~ · . 

-or-

(For civilians not subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after questioning and to have a lawyer 
present with me during questioning. I understand that this lawyer can be one that I arrange for at my own expense, or if I cannot afford a lawyer and 
want one, a lawyer will be appointed for me before any questioning begins .. 

4. If I am now willing to discuss the offense(s) under investigation, with or with.out a lawyer presen~the right to sto~?, answering questions at 
any time, or speak privately with a lawyer before answering further, even if I sign the waiver below._ : 

5. (Continue on reverse side) Q : 114 "" yult 

I do not want to be 

LAW ENFORCEMENT SENSITIVE 
FOR OfFlClAL USE ONLY EXHIBIT 7 
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SWORN STATEMENT 
. For use of this form; sea AR 190-45; the proponent agency is ODCSOPS 

PRIVACY ACT 

AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22, 1943 (SSNJ, 

PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which infor~ation may be accurat~ly 

ROUTINE USES: Your social security number is used as an additional/alternate means of identification to facilitate filing and retrieval. 

Q: 511 
' (y.j~ 

Disclosure of number is 

() 8.30 

(J '6 '10 

G: wAo /I.Jtr!.to J~Nr-vti'w'i'll !l6ro~t:trAr:u~1! 

/1 : (' w) a r~l .J ~ c: "'[A.,_y iu. ~1 J,lfl? ; nh.- vit-tuiHJ' 4, ~~ 

f!tror -1-c .m/ ~r.-,"vt..! 6wl I o.nl,y jootd' ;t.f' IHH,. ;J.,(.o.J aJ. of¥~ 

~·. wl,e.,l t/o y()/11 fi'J'f'._, iJAr"l? y~11 541' )rt w~ J pvl- M.to "'s/'f',../1;,( j,47t 

! Jle tV<r.J 51t~t~~f;#j VI/. 7/,~ f)'l!'/'/111f. j,a.f ~Iff /l4ct'u/ 01/f'r A15 A,~~ ~utrl 

l/lro~n/ !J,j bod)'. e:l. t'6rd Nllj NrA/;7~ Are-ttl?/ 1/1~ /;t;~y hJ K~t"/ 1-l..t' J3c'7 .:M. 

ij/s )]~~/ W'iJt'DJitrf"d. J.J~ &-t!JI-' n .. ;. L~l;/tl/rtwn dJ,I !&tJ JC/o~y t;n/ r~//..,.<1 ,c~""' 
I . 

1ns f,Jc;11~e/. /-(J A/.s lu.cl(- ttJ11/ tUJ:-1'/ jUt'il-.-i;lf.r, -rJ,_ 1 '~ &V~$ t4ot 1/.t? r:.qJJ. -r
1

.Js?"" 

fJri$ fret 17/fv'f h. I h(JP,_t vs .. / tJ n }'IJ#t . . ~ /3J't) /,A.M .J ~--~ ll(l;if .tH?t:/ &P51-rJ'I!"',-,~ 

CjtttJrJ-tl;~s JJJAI/~ /11 ~~~ )t> bf'c4,11f' ttJ4;r-.P;,,Jqp$/~~, t.-J~ 

eufcif 

ADDITIONAL PAGES MU$TCONTAIN THE HEADING "STATEMENT __ 

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER 
MUST BE BE INDICATED. 

DA FORM 2823, DEC 1998 
EXHIBIT 9 USAPA V1.00 
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------ -----~ --·----

9. STATEMENT (Continued) 

Ql -:J:.5 th~f" & ,JI~fld~nl ,MZ. :fr4ctltlftA" { 

A; J d/o 110.; -t'HOe>J· :f d.JH JN"T ~,., oti~Nf4/~r; Bt?l· .J;I,~<vl' s~M -rt..,. .:j/..-1"/'A/ 

ba j u 5"~"/ ht~fNf> .. - . 

~ f)/~ ti»f6J?e )/1 A8J:P /n Yt>u, 1-'~.soNt:/ 

;f}O .• . .· 

Q! 0/e/ ;9&Io .5/ty Af' W4.!1 lutrt t>r HPf ;:;.,1/;y w~l/! 
: /lP ./1/ he f StSy if tvtl .1 hHrr. 7 I.;S/ ltJ l(t'd J,t, A~t<J' lt<l' 1'(.)4 :S ,/o,#r 4 .n~ A<P 54 

11
1'/of fo jt>,j ~ kl UJ4S A _j 1-a;r/,:;,-/ 1"-tl'ff'4H~~ .CN.# ),,~~. -

Q: D/d yuu /'l()hcf' 4o/ .~.rlj """'~' th1 J,;,., ? ·: . .PO.-
' tlo tv J.~ ,o/ IV H J., / ~ t.,/ tJJ1 I ~P 7¥"-:Jtl!/ { 

' PI'')' ~NtljY - ·. 
D/tl At? ~~~~~f')fr;/J ~~~-ff //()f Ntltt tt.~lp /<:J b/I"A/~, /I~ by? 
Z: c/o J!!Pl I( now 

1 
bul hi d11/ ltot .5~ .I t~d ,;, E ...u;/-1i ~lAP 

5fC t:/,'/ h~-1" :)A/" /tlftr_- ( 
. , J,k 1 ~ II • , J 

,,ow t6 .. plwt"l".f f6111J U/l I'·O/<JI!J/111!' 411/ J .f' a rn nt! d'/ ~t e ~~~tf l 
!-1() ..#IAI.I'It$,. -

' Otl/ jiJv O"' 4n/oiiiP t>/.1e e/o tfP;e btJI=tJrt' /1.1!" n"'t/;is 4ntw~ t 
fAJp re~J/F/ ;,,;,; t'JIPI . .:!'' )?,; s,~i:IP 4m:l /ttS/..1"/ o/1 )ts eNc4'"' .. ~ C~d3 

t/1'/ /l"'~ted' 

Oo ,/oJA /rlld 11J t~/ CJ./Ilj' tJIA>R, Jt'~j/'f w Jo /HI'fr III~CAJ«/ /} 8.:;;-J)? 
(~.5 • I I 0/1 lP ar .2s 

,A}OII .::l3 ·-;: knbAJ Jtf 1045 ln~,v/.,(..llrt/ by /Nttj'l-t IUAo /ri1(J<4 J1;;., ~,.~..M ttl' .fl.",- ,;:,..4:'.5 

ol~t~, tt~n /r.ne. 1/P l-OH 5c&ri-tl OF 1/.Nr:> /""'PI~ J: kM~ ttiiH't'.t rt., lP-1?/.r"s~/04 
1~~~ ;76;'1/J tv~S W4HP dun'n; f-),/, l/11.,,. ~ir"td., I- t:/1"¢' Ju:d '5"'~ l"f !Ju.t- 1 Atlil;o/ 

tf; /187/J w~$ Fr.""ryiNA('/ c,,/ tlllh~irici'~'/ by ;l..,f~ /"'"//.,; C(,l'?..,.r k.]4:S .sc.:;,.,../ 
t/.¥ t1>6VII/ l;JMof# .111 It",;?/,...,.. vli-4 h/At. .7 J.A r 4..)~ s IJ.e I M/ rT":rS/(JJ-1 X 

I .Crr:>,f-1 ); /111. 

PAGE ).._ OF L/ PAGES 

PAGE 2, DA FORM 2823, DEC 1998 LAW ENFORCF.M~NT SENSITIVEEXHIBIT ?· 
FOR OFFlC1AL USE .ONLY . · · . . 

USAPA V1.00 
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PAGE IS NOT NEEDED, PLEASE L PAGE OF THIS FORM. 

STATEMENT TAKEN AT VI ( J/Q.;,~ Jl DATED ).If .AJCJv 0 3 

9. STATEMENT {Continued} 

.~::LI ____:__ _______ -:;-__ _____. 
c~ 1)(> f'ba kntJw ~~~""' b)' 1'/11/l'ft' ~ 

A~ ...uo .. 
()~ IJ.)'It&d "lyjl., of wPaf'o"'~ dt"dnoty A.,.pe l 
II~ A· 'I~ ;t1P s $ And ,ftr l/ 7 r)'fJo" .w,...t;)'~A-'".

C(! /.Jet.U ltJJ?j t/ /&f f /.I' 111 ,lt'r V!I'W (~ $:f t 
J; do l?tJr /rndW.~ 

;k. l.cJ . I() l?j ?!,;; f I. p btfl~ ;,;,/S It;$ It 
/J: '): do i?Cf JrMw }: Wl'd ()Jt~ 1 ";, f/.f" /J,.flyfi'lf" .for .of J:I"'4.J P/M'H*'S.-

0~ IP/i:/ y~tt 5~~ CIJ?,I" /J?jt-tn;,s 0.14 A6TrJ? 

»o · ;./~ tu~J W~tt; r ,;,, a lt>Hf jtJpJ 11 0 ,. ftf.r;~, dl"'r:''!i$-. .. ,. . 
lhtl flt' IDJHf'la//1 0~ 117/W~s I?¥' s~l'/o/ sor~ f . 
6'f w.11,. a 11err t:?Nr w~~ 1- """""' ""HIIf tltltt ... MjY$ 1.,,.1r,.e/ v;n t!'n..., ,c .. ,.k-6/t#. ,4,rk,.. 

'f/.~ I Jh~n'li'w AP 4tt>' ~l't"/'f .« ~;tf/o Mhl' fl'nd-e.r 4fl~r //;1'/. .,(..d.ltiAf ri'Fffe:;r~l~ \ 

1-LtJvfJ. ;lp «.>~d otlttl~JJ.4~l1 4n,:;/w.;.s t!!fi"lt..u;,?'s- · '5~r~,?.9h~ ./o ~"'~'Jt aut/;f"" ..,,. 

5;!l~J1~ ttl'/i:01t~JI'./.-

' l:b yo 1.{ /rhoru "-> ~,v 'f/, t's • :lvtVi.M J,~.; ,t ..1 ~ t:tJ? 
-:;:. q' til Itt? f. $t't? ir So 1/a 7. do ho 1- evM If noJ.J ,'·.tC ;";I #t;;i~"/1"/. ..Z 5/.....?/_6., 

h~r/ (A)tal- ~o~r;t/~ /1irt' ,t?87tJ 6t/ltf Jt-,·f. -

.Do yov /rJ1tHU r.>l' 4,1?.1' dl/t.Pr SrrO$Ori Df'l;,j·l'#r ~If ....ldZ.()l 

' ·1/e w~~ bfl;/J~ ~~~f'~ ·~;:Jnlr"/. !It? tut: ~ 4Jai(.PA wJl t'ilt' '/"' J..o .-£tJ 3.:t .4?//J~If<!r 

d;t(' or ftuo '"fthl~, ;i:!- AJ•s AY'4Af fo ~o;;,t..,., It,;., v;J. ile .!<J4$" c:tl$c 

t!f Aa-y .1 WI.,;;} /~~In, ~ h.;~ ~.;~.41 4Hs ks~ /t
4

.q . 4.,. lfo.r.l'?e:;~ 

PAGES 
INITiALS OF PERSON MAKING STATEMENT 

PAGE 3 OF 

PAGE 2, DA FORM 2823, DEC 1998 ? USAPA V1.00 

\ 
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STATEMENT OF TAKEN AT 2 ~ _)-)Ov C.. 3 DATED 1// c?~tth _:r (!-

9. STATEMENT (Continued} 

AFFIDAVIT 

'--..._..,r-r------·, HAVE READ OR HAVE H.AD READ TO ME THIS STATEMENT 
I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE 

BY ME. THE STATEMENT IS TRUE. I HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTIOM OF EACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT FR WITHOUT .. . ·-.. . : . 

' THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL IN 

g g ment) 

WITNESSES: Subscribed and sworn to before me, a person authorized by law to 

.administer oaths, this~ day of ·. ,AJOI/ , 2oa1 3 

ORGANIZATION OR ADDRESS 

(Typed Name Person~· ==~;;j·iD.;t;J __ _ 
l}!i'l' I ~u (4)(~ Ut'A-?.f. . 

ORGANIZATION OR ADDRESS (Authority To Administer Oaths} 

INITIALS OF PERSON MAKING STATEMENT 

PAGE 3, DA FORM 2823, DEC 1998 
EXHIBIT. 7- USAPA V1.00 
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SWORN STATEMENT 
For use of this form, see AR 190-46; the proponent agency is ODCSOPS 

PRIVACY ACT STATEMENT 
Title 10 USC Section 301; Title 5 USC Section 2961; E.O. 9397 dated November 22, 1943 (SSN}. AUTHORITY: . . . 

PRINCIPAL PURPOSE: To provide commanders and law enforcement officials ·with means by which information may be acpurately 

ROUTINE USES: Your social security number is used as an additional/alternate means of identification to facilitate fit'ing and retrieval. 

R 

7. GRADE/STATUS 

SFc.. 

L------• WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH: 

1 ... -l,...f~-/D- ,,.-.,.,.;t- • .._ 2..'- 'fol'u"b__.. ::tul .C ~ -~o"-.._ ,..._of~-A-lo.., o~ 

o'- Abut /t./4'-ul..Y"\A~!.~ ./!o .. -.v C-c. ... ,-1. l ..... -fl..&. r~i-•'. ~ ........ , .. l:. w~s CA.Ud ,'c..t/o. 

t"'/#0- (, .. ,. Ct..sl.- ·~Golleti.C.. t..~ .... ~.,J.J... ... tk.e- c., .. ~,__l.. .....,QJ" 

.... 1~; ,~s-c.~~ r- ... t...c_ ,... •• "- .. r.'J w•'T~ c.w3 , Cw.2.-·...J 

. _, s.e. Jf, X -t:~-.,r lc..'kJ-. ...,,..L oll.&So'S-+oeL_ 1'~.o. 1,.."'•N•''''J ~c.... C.-e....,~ ./!, ,_ 

.,,-r.~e:...-..w~ IS Hvj,ctu,., D"'~'"':J -vl.....e. t''--t e;-~o.:flo- ..f;ol...e... D<t.-t,.,;"'-'1!<.... &oJ-.....r' 

p\~~ : .... ~(L bj• p..._ oLl j"'-L~'- sf~'?'~J bV ,;...j..,·q._ f'II"'DII;,jJ_ 4:.r-..CiorN 

~t,..._.-t l $ orerwl'v-tc.Hv<. ... """"- v--.J ..._..._eo-tl ... -t ... bl«_, L ptr.so._j)). ve.~t~•u/.. 

..fl....~-t ..,L.oL. ~ .... ,_.£_,.. .,, ... fto.J ~ .a--e ~-wtc.ee.L 1.:.~ eL..,_ t,;,iJ iJo..:.... & .......... ~ ...... 

4 ~A ...f:ML-SlA.oleL_ 1'"'-"t;,.-.jd-/'1)...,.. A.-t lo\..0 ~i""-t.. c..o-.s 4-l... ~ ~"'-~ b<&.-fe._ 

-tot .,,·c..e.s i..k.t- -£:o llo\.J' .......-L. L..t ,._ ~ .... C-A.."'-s-l.. tt'-;7 lt,.tl; ~ tv..v-._. 11:<-

f.'-'J a-<.~ ~h.L.. ~~ l' c l«... C....A.S 'tl..c._ It ?h.A.~~f Lt~ •( 

Ll..e...-4 " -.-d. o.J lc.~. -t-L..L a..~._._,._l ,•( ~of: ..._..._.f -f:.,..IA.4. J../<-. ~ ~ -6J...~ 

a.,. ,.,. ~ ,• .(.. , L.o ... (..,L k •• ..... -t-~ c;trc.J. • Tlc..- c w l 

+4~ /J.c.rl.U. ... t:--.J.., ·s.., · c .. _ 
At-"L re';j· ~- SA(t.l_ "61...e.., tJ...i..;.,._f,•~.._ a~ 

.s L.. ""'it be J' -t,. DJ ; N ..... .._j .h-.,""- -I:Lo.e..... (...S ltA. ( • :t: 
~- ,(e,_~,'"-f..t.. I..JII..S ...-. llu O!fc.- 0 ._-fO L..1 s cl.-e. s ~ tt.....J.. c 4J L... 

~~ I~ of I.. ... -f. +I..... e.... C-;,... e.-c.( t.-,t( 
S l..l+ £..:. J.....&f/J ( (oJ'..f:; bDc..JL{ CD ,._'4-tJ 

!o :1 eke-~ 

G STATEMENT 
PAGES 

. . 

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER 
MUST.BE BE INDICATED. 

DA FORM 2823, DEC. 1998 

J 

USAPA Vl.OO 

~-~-·~ 
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STATEMENT OF DATED 2e>o } J/ * 
9. STATEMENT (Continued) 

C.w ~ .t(!.c .. :t- '-*-- -tv ,o ~ c.;<t -8/...e. Do c...c; ... , X- ,._,._ -u. of'l...c.. 

A:d. ~-lo..-1/c,..._ .. t-tL CV4.t ~lel -1/...~ -6-U-.. Ooc.:l.tJv wt>.J J.,w,_ ,•.....:.. rk.. 

1-p...-oc.ess,·J -4;e.t4-. I- ,...."""'- -fL.,rL- '-~ S'L..~ Ctt11wuf '-'«- -ec.· Rm-

a~ p l...:J r.'c."-L /b lu..":"' -+~c...~IIJ" 

..f4 -t.. I "'-41 'f'LII{_ "'"' As -+ u 

Q:

A~-
Q: v~ol c.'-~ 0\ht. cJ..,.N .. rs ~k 

\'V\14. MbW \~DV._s \-\- ~ 

:.. /lfo . 

.. w"'-f do 
dl·~ c1? 

CPR... X. 

• '. 

kA!!.. 3 A.~ tA-p Lv~ c.u ,' /{ -6o ( t' 1/t!. AJ. -f'(~ 
~~~~~~~~~_2~~~~------, 

INITIALS OF PERSON MAKING STATEMENT 
PAGE 5l OF PAGES 

PAGE 2, DA FORM 2823, DEC 1998 USAPAVl.DO 
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; . 

-c..u) c,.;, ') -

PAGE IS NOT NEEDED. PLEASE . PAGE OF THIS FORM. 

STATEMENT ~-
TAKEN AT ~k~ ~A \.f6bl DATED ~()3\.\ ~&-

g, STATEMENT {Continued) 

a~ Oo yw ~,\11~ ~dtu VV.At\.f }~~.oV! \,{. t.Jt.J 1'"\ rev.·ewe~C ~:tt \'~ CvJ)cJJy? 

f}L :C 6e.-f•''C.IIL -t-L.,..-t. l.t_ w-y 1'"'--tt-rrtlt..w.-ul... 0"'-C~ o- -t-Lo.J;c.e q, ~ 

sT t\.C c.. "- ,., ~,_..· II ...t_ ,~ V.:.. o -l. ~ -eo b tt.. f ""- c. rt -f. I u1_ -e&.c. "'f } CA.f. 

~ {.Jho CcJ/\dcJc.~e.£ 
A: C(4) .3 

a·.~ 

A: O""L)- o~e.. fi...S t...~ c:va.:..s ~d lo~ok... -4 -tl...L .,l<.-t-etA."'f,'o,_ c.'iftl· 
L . k..O•.f,'c.'(..J. , +f...,..o.f... 4-/...t_ de_-t.AlC...ot.C. wA.S . ~.......,~ .. ~ f'e.V~~~,, . 

-..) r.~~ 'C. 1h• J b..&.. 'iD l....u ~ t.. S'e I:. ,....._ d..tH .. ,i, ""- -@ lt..S J' ,' ,S"f; 

~0'-'./'"' ~~~ 
. . . 

7Z...c.. e.._<~,.~ -e ,• - oL. 1: rp .:J4 t4 ""''--~ 

.,. ~"""CA"'"--:JII.el. L:.-. A-i:. ~'-e.. ptJl,_of' '-' .fi/{ -b •I...<. :Jr"~~ t:Jo.~. 

~~· tA 1 '' X. CC\.~4 J :t:: c.a.-'+ 1 J:: ctJ .e.. ! " :Z:: -adJ... 4..._ -T-1-A...~ I... e.. 

wo..5 j o'•-::J o.£o b«.. Q..lr-,'JL_.p ~~ ~c..lp--uf.. L:..._ -60 t....,•s '-e<:t. 

I e.""-JLA...-c.J.. -~:~.,.. ~ .~ t....":r b.l4.~1c~-t (...J,....~~~ iit.-TJ~ v,_ 
/i._J_ --1"'-.A.'-t ~L. W 4.S o.{r-f)/....'t, 7't.../J "'-' a.4 "",.•.e;•~ -tF(.e 

2-Y~'- ~:~-1 N,v~~~ .. c..t:-. ~....._~ ./9ao ~. J / ~ 

· 'Do yc>.J \t\w"- ~~\t'A> cls(. \, o.tld. . · ~~ .dote~Vl , 
,A/o. Ill G_,t.,b CD!= Sfl?'f"FIV1F.vJ. 

OF PERSON MAKING STATEMENT 
PAGE 3 OF PAGES 

PAGE 2. DA FORM 2823, DEC 1998 USAPA VI.OQ 

b) l b), 
---- oooo <i 3 
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STATEMENT 

9. STATEMENT (Continued/ 

AFFIDAVIT 

--:-,..-------• HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT 
i:NDS ON I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE 

BY ME. THE STATEMENT IS TRUE. I HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTIOM OFEACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT AFiD, WITHOUT ~-· _ •• 111!1, .. ........ 

THREAT.OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFU . ~ 
~ .. r: • • atement/ 

WITNESSES: 

ORGANIZATION OR ADDRESS 

ORGANIZATION OR ADDRESS 

INITIALS OF PERSON MAKING STATEMENT 
PAGE lf OF PAGES 

USAPA Vl.OO PAGE 3, DA FORM 2823, DEC 1998 
USE ONL"f:XH!JUT g 

Wl,1(, 
000044 

l 
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.· 

~ARNJNG PROCEDURE/WAIVER 
-'llflllllllft this form, see AR 1 'so-30; the proponent 

E 

DATA REQUIRED BY THE PRIVACY ACT 

AUTHORITY: Title 10, United States Code, Section 30 12fgl 
PRINCIPAL PURPOSE: 
ROUTINE USES: . 
DISCLOSURE: 

To provide commanders and law enforcement officials with means by which information may be accurately identifi~d. 
Your Social Security Number Is used as an additional/alternate means of identification to facilitate fiiing and retrieval. 
Disclosure of your Social Security Number is voluntary. · 

1. 

c~~. co 

arne appears below told me !hat helshe is with the United States Army · Cc \. ¥1)"""-4 \ 

Before he/she asked me any questions about the oflenselsl, however, heishe made it clear to me that I have the fallowing rights: 

I, 1 do not ha_va to answer anv question or say anything. 

2. Anything I say or do can be used as evidence against me in 1 criminal trial. 

3; (For pttnonnel subjtJt:t othe UCMJ I have the right to talk p;ivataly to a lawyer before, during. and after questioning and to have a lawyer present with me 

during questioning. This lawyer can be a civilian lawyer _I arrange for at no expense to the Government or a military lawyer detailed for me at no expense to me, 

or both. 

·or· 

(For civilia-ns not subject to the UCMJI I have the right to talk privately to a lawyer before. during, and alter questioning and to have a lawyer present with 

me during questionin11. I understand that this lawyer can be one that I arrange for at my own expense; or if I cannot afford a. lawyer and want one, a Iawver 

will be appo\nted lor me before any questioning begins. 

4. Ill em now willing to discun the olfenaefsl under investigelion, with or without alewver present. I have 11 right to stop answering questions at any time, or 

speak privately with a lawyer before answering lunher, eve~ -ill sign the waiver below. \ . 

S. COMMENTS (Continue on reve13e side/ 

I understand my righti 11 stated above. I am now wnring to discuss tha olfense(sl under Investigation and make 1 atatamlnt without talking to a lawyer first and 
without having 1 lawyer present with me. 

la._ NAME (Type or Print) 

b. ORGANIZATION OR ADDRESS AND PHONE 

2a. NAME (Type or Print) 

b. ORGANIZATION OR ADDRESS AND PHONE 6. ORGAtiiZATION OF IN}IESTIGATOR 
8 7 C:. M-P ID-e... \-C. c..ul:)) 
~r\- ;vc 

0 I do not want to be questioned or say anything 

USAPA 2,01 

l 
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!V!UKL JJOC l.JJ : . 14 '/ o 019 

SWORN STATEMENT 
For use of 'this form, see AR 190-45; the proponent agency is ODCSOPS · .. 

PRIVACY ACT STATEMENT 

AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22, 1943 ($SNJ. 

PRINCIPAL PURPOSE: To provide commanders and Jaw enforcement officials with means by which information may be accurately 

Your social security number is used as an additional/alternate means of facilitate filing arid retrieval. 

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STA TAKEN AT __ DATED __ 

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER 
MUST BE BE INDICATED. 

USAPA Vl.OO 

f-,<. 9 
. 000046 

DA FORM 2823, DEC 1 998 
L... 
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STATEMENT 

.MOK! lJOCllJ: 1476019 

-c:>'>- C;b '-' /- t.t(O, 

1--~- TAKEN AT ~ATED pev·~ H ::t B 
J;'t"~ t-

~-o si.A~c.. An- . oJ,oer~- .2 

LJ~ ~lk4 Arm. ow..r 

PAGE ;;._ . OF l{ PAGES 

PAGE 2, DA FORM 2823, DEr; 1998 · . . . J..AW ENFORC SENSITIVE EXHIBIT 1 USAPA Vl.OO 

FOR OfFICIAL USE ONLY . . . 00QQ;j'7 ,,,-.c.; ACLU-RDI 5170 p.40



MUM~ UOC~U: 1476019 
00~"7- o3- C.lb'=o<? ~ _(s.t.( "i 'tzJ("'II 

PAGE IS NOT NEEDED, PLEASE PAGE OF THIS FORM. ! 

STATEMENT 

9. STATEMENT (Continued/ 

TAKEN AT ~ATED /).oP.?tt ~&' 
Xn:.t-

\'UV\~ ovel"'". t~-..,..J.. ~~ O..of'll.~ \-.c~-r \-\..~~ 
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AFFIDAVIT 

~~---• HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT 
·--_ __.___. I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE 

BY ME. THE STATEMENT IS TRUE •. I HAVE INITIA ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT 
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, 

WITNESSES: 

ORGANIZATION OR ADDRESS 

ORGANIZATION OR ADDRESS . 

INITIALS OF PERSON MAKING STA 

PAGE 3, DA FORM 2823, DEC 1998 

sworn to before me, a person authorized by law to 

admin!steroaths,thisJP'6 dayof )J~~ .~oo3 .· 

(Authority To Administer Oaths) 

PAGES. 

··-·----~ 

ACLU-RDI 5170 p.42



cr 
~ 
:J 
'"' 

0 
0 
c-_) . 

0 
0'. 
0 

JJ 1?1-tr- , L,? :r 

CANVASS INTERVIEW WORKSHEET 

TIMEANDDATEBEGAN: ). t ..Vo.1o3 _ J)j~ 

NAME&SSN 

II 

Jl 

/~ 

EXHIBIT: {4:? FOR OFFICIAL USE ONLY . 

:··.·:···;·:::·:··.· .· ·. ·.·. 

. '""i:llf."'!::\"-"'• •.;'·"'ti"' ---, .· ~ . • ·:~ .. H~.:.~~~, ... ;:s,::,;)~r~·"~:f . 1~-~ar~- · · · ·-· ,. .. ,,._ · 
CASE# oe>J..?~ co;) -c..I/)~I!I'?~&:,VCtiM~ -. 

. ~ _, •.. 

l~W 
PHONE NUMBER·;_ 

··:!f:'} .~. 

-. 
'• 

·' ···I 

PAGEl OF';:? PAGES 

' 

' :s 
0 
::tl 
H 

b 
0 
() 

H 
b 

i-1 
~ 
-..] 
CJ) 

0 
i-1 
\0 

ACLU-RDI 5170 p.43



.. . 

. - . ..a· 
.C' 

0 
0 
0 
0 
C.Jl 
"""';,. 

f)IJ.JI 'JA;,C r 

CANVASS .INTERVIEW WORKSHEET 

TIME AND DATE BEGAN: {J-~ 0 ;Lt 1J Dv 0'3 

NAME&SSN UNIT AND/OR ADDRESS 

EXHIBIT: l<b FOR OFFICIAL USE ONLY 

.. -.. ----· .. ·----

··., ;,~~~'""' ··~'"·~~·~""· I 
.··t. . .,tbit~-~"> -~~~~~~,,~·. 

CASE# ~o'J..-1-o'l .cJL)~'i?· <=.l(Ola,tij'\~ 

'l~i: 

3/C,f. 

3H!l 

3;?-ef. 

PHONE NUMBER ·, 
~-~~f. _:··.~ 

p, 1> pr - Nt• 

f. WJ'f~ 

PAGE:::{ OF3_PAGES 

I 

I 
3: 
0 
::0 
H 

t:J 
0 
(l 

H 
t:1 

J-1 
II:<> 
...J 
0\ 
0 
J-1 
1.0 

ACLU-RDI 5170 p.44



Exhibit(s) 11 

Page(s) 5J..1 5".:? referred to: 

CDR USAMEDCOM 
ATTN: FOIA Office, STOP 76 

·1216 Stanley RD 2D FL 
FT. Sam Houston, TX 78234-5049 

ACLU-RDI 5170 p.45



.. 

EXHIBIT 

For use or this form, see A 

' 

- .... ~ .. - . . - . . 

MORI DociD: 1476019 

GRADE/STATUS 

sr:c./E""? 

TAKEN AT_._ OATED_CONTINUEO." ADDITIONAL PAGES MUST 
THE BOTTOM OF EACH ADDITIONAL P 
INITIALED AS "PAGE · OF PA 
LINED OUT AND THESTA TEtViEiiJT WI 

' . RSON MAKING THESTA TEMENT AND BE 
!ZED, THE BACK OF PAGE 1 WILL BE ' 

DA FORM 2823 
1 JUL 72 

OF ANOTHER COPY OF THIS FORM. . ~- .... ' ... 

. b G b 3 I bfl ~t;·E USED~._tfu_o_ .. 4_. --

1 
ACLU-RDI 5170 p.46



MORI DociD: 1476019 
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MORI DociD: 1476019 

0027·os·CID679·6~999 
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MORI DociD: 1476019 

FILE NUMBER: 
DATED NUED: 

0027·o3·CIC679-64g 

\ 

WHICH BEGINS THE CONTENTS OF THE ENTIRE STATEMENT MADE BY ME. 
THE STATEMENT IS TRUE. I HAVE INITIALED ALL ECTIONS AND HAVE INITIALED THE BOITOM OF EACH PAGE CONTAINING THE 
STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT THREAT OF PUNISHMENT, 
AND WITHOUT COERCiON, UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT. .· ·. 

Statement) 
WITNESSES: 

ORGANIZATION OR ADDRESS 

{Authority To Administer Oaths) 

OF _!j__ PAGES 

EXHIBIT 

""·--rc. ACLU-RDI 5170 p.49



MORI DociD: 1476019 

• • 
87THMIT.JTARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG; NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
17 Feb 04 

DETAILS: 

(FOUO) About 1420,.13 Jan 04, SA--eviewed AR 190-8, Enemy Prisoners ofWar, 
Retained Personnel, Civilian Internees and Other Detainees. The review revealed three citations 
pertinent to this investigation. They appear in their entirety below. 

(FOUO) Paragraph 1-5.a(4): The inhumane treatment ofEPW, CI, RP is prohibited and is not 
justified by the stress of combat or with deep provocation. Inhumane treatment is a serious and 
punishable violation under intemation~llaw and the Uniform Code ofMilitaryJustice (UCMJ}. 

(FOUO) Paragraph 2-l.a(l)(d): Prisoners may be interrogated in the combat zone. The use of 
physical or mental torture or any coercion to compel prisoners to provide information is 
prohibited. Prisoners. may voluntarily cooperate with PSYOP personnel in the development, · 
evaluation, or dissemination ofPSYOP messages or products. Prisoners may not be threatened, 
insulted, or exposed to unpleasant or disparate treatment of any kind because of their refusal to 
answer questions. Interrogations will normally be performed by intelligence or 
counterintelligence personnel. · 

i 

(FOUO) Paragraph 3-J.e(3): No EPW orRP will be handcuffed or tied, except to e~ure safe 
custody or when prescribed by a responsible medical officer as needed to control a medical case 
requiring restraint. 

(FOUO) About 1120, 19 Jan 04, S~oordinated with CPT . . . Cdr, 
ODA 531, 1st Bn, 51h_§F~rt Campbell, KY (FOB Tiger, Iraq), and briefed h1m on this 
investigation. CPT--elated personnel from ODA 531 had very limited interaction 
with MG MOWHOUSH. He further stated a few of his soldiers provided written statements to 
the chain of command after the incident, and that the statements were likely in the possession of 
MAJ-he Companx Commander. · 

(S-NF) About 1200, 19 Jan 04, SAWnterviewed CW2 
Assi.stant Det Cdr,- 1st Bnj 5 SFG(A), Fort Campbell, KY (FOB Tiger, Iraq), who 

SPECIAL AGENT, -
Page 1 of5 

DErFROM: 

DECLASIFY ON: 
17 FEBRUARY 2029 

EXHIBIT fS1 

000058 
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MORI DociD: 1476019 

• • 
87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D ~ITAR Y POLICE GROuP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
17 Feb 04 

DETAILS: 

related he did have contact with MG MOWHOUSH about three or four days prior to his death. 
CW2--elated he was at the forward detention facility conducting an interview of 
another detainee (NFI) when he noticed MG MOWHOUSH was being interviewed by someone 
else. He could not remember if it was a group conversation outside of the 
interrogation room, it was decided to continue the interrogation. 
CW2~ent into the interrogation 
MOWHOUSH was in the room in a comer. When room, 
MG MOWHOUSH laid on his side. one or two questions. At that point, 
MG MOWHOUSH reached out with was leading the 

CW2-
the scissor lock 

broke the scissor lock by kneeling and pulling away. the interrogation 
was terminated at that point and MG MOWHOUSH was . . holding cage. CW2 

-could not remember the exact date of the incident, but stated it occurred one to two 
to MG MOWHOUSH's son bein transferred to the forward detention facility. CW2 

there were perating in th~e~ar~e~a~at:_:t~h~e~~~~-----, 
s death. He knew eac o t em y 1rst name only. 

SPECIAL AGENT,-
Page 2 ofS · 

EXHIBIT l3, 

b), b0 ,. ~ L. ·'·" 1· 'oooos9 
I~~~ 
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MORI DbciD: 1476019 

.... -. 
87rH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATIONREPORT 
0027 -03-CID679-64999 
17 Feb 04 

. DETAILS: 

MOWHOUSH was being interrogated byj· /an older guy in glasses (probably 
SFC ~·and the chief (CW3 £). SSG HOLLEYMAN was in the room for 
approximately five minutes and could not remember what was being discussed. He did not see 
any weapons or a sleeping bag in the room. While he was in the room, MG MOWHOUSH was 
seated on an MRE box. 

(FOUO) About 1320, 19 Jan 04, SA . interviewed SSG . 
... -1st Bn, 5th SFG{A)~ Fort Campbell, KY- Iraq), who related he did 
not have any contact with MG MOWHOUSH. He further related he had not observed any 
interrogations conducted by 3rd ACR personnel. · · . . . . · · 

(FOUO) About 1615 19 Jan 04, SA oordinated with MAJ . .· 
Commander,ililllillllst Bn, 5th SFG(A), -Iraq, who provided the text ofwritten 
statements made by members of his unit in regards to their contact with MG MOWHOUSH. 
The statements were made by MSG SSG411··· 
· SSG Aaron N. HOLLEYMAN and CW3 each assigQ.ed to 5th 

SFG(A). (See attached text of statements for details) · 

AGENT'S COM!vffiNT: MAJ-related the original copies ofthe statements had . 
been destroyed, but the text in transcripts was exact trans'cription, to include grammar and 
spelling errors. · · · · 

(FOUO)About 1730,19 Jan04, SA interviewed CW3,==~=:~:~ 
..... C Co, 1st Bn,' 5th SFG(A),- Iraq. CWJi stated he had no 
personal contact with MG MOWHOUSH and was not present for any interrogations ofMG 
MOWHOUSH. . 

I ~bout 1000, 30 Jan 04, SA a a received an email message from! r I pmce ofthe Inspector General (OIG), Centralintelligence Agency (CIA). 

SPECIAL AGENT, .. 
Page 3 of5 

-- - -

. - - ·-· -

EXHIBIT l ~ 

o-oooao 
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MORI DociD: 1476019 

• 
87TH MILITARY POLICE DETACHMENT (CID) (ABN}, 3D :MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 ~03~CID679~64999 
17Feb 04 

DETAILS: 

.· · · · · who related MSG- and CPT 
~ Defac!lllient Commander, I" Bn, 5~ SFG(A),~ ~ -' walked in on the interrogation and put a stop to it. 

1400, 30 Jan 04, SA-and SA- interviewed 
~~~~~~~~~~~~~D~etention Facility on 24 Nov 03. 

him at the detention facility. 

there might have been some 

AGENT, ... 
Page 4 ofS 

EXHIBIT /3. 
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MORI DociD: 1476019 

• ----· 
87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D :MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATIONREPORT 
0027-03-CID679-64999 
17 Feb 04 

DETAILS: 

I t\bout 2015, 5 Feb 04, SA e-interviewed CPT who rendered a sworn 
statement, detailing how he witnessed the beating of a detainee (NFI) by 
(See Sworn Statement for details) .__ _____ __. 

(FOUO) About 1100, 12 Feb 04, SA received a copy of the Final AutopsyReport 
pertaining to this investigation. A review of the report revealed the cause of death was 
determined to be Asphyxia due to smothering and chest compression. The manner of death was 
determined to be homicide. (See Autopsy Report for details.) · 

r-lA.bout 1300,12 Feb 04, SA eceived the results ofthe interviewofMSG~~~ 
~ed at Fort Campbell, ~Y. A review o~the report revealed MSG identified/ · I 

I . pg a Witness to the beatmg ofMG MOWHOUSHI . · j(See 
AIR of SA Sworn Statement ofMSG . and Sketch for details.) · 

(FOUO) About 1820, 12 Feb 04, SA coordinated with SFC Interpreter . 
Coordinator, 3 ACR. SFC did not recall/ jwork,!ng for 3rd 
ACR at any time. .__ _______ __J 

(FOU~O~A~bOQ!U!!_t}1_145~0~,_l17_7~F~eb~0~4~,_§S~A~~~c~oo~r~di~·n~at~e~d~w~it~h~M~A~J~~~~'j who related his 
bile at AI Qa'im. 

SP~CIAL AGENT, .•• 
Page 5 of5 

. . . c., 
b 1~. b~ b2.b'-1 EXHIBIT I~ 

-"'----
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EXHIBIT 14 

Page(s) {f3-~p~ referred to: 

FOIA Office 
Fort Campbell, KY 
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Title 10 USC Section 301; Title 5 USC Section 2951: E.O. 9397 dated November 22, 1943 (SSN). 

To provide commanders and Jaw enforcement officials with means by which inforrm~tlon may be accurately 

Your seclal security number is. used as an additional/alternate mean's of lde!1Wic8tion to facilitate filing. and retrieval. 

number Is 

ADDRESS 
SFG(A)~ Fort Campbell, KY 

who he 
had a wooden club he UseiatO:mtlllClie1:ain1ee. 
determined the situation was out 
iDterrogation. · · 
Q: What s~d the beating? . . . . .-------. 
A: The detainee was sitting in a chair. He screamed an answer to a questiOn. and jumped up from tbC chair., ~ushed the 
detainee into a comer of the room, and started to hit him. · . · . . · · 
Q; Did the detainee hit any of the interrogators first? . 
A: He might have. . . 
Q: Did the beating go beyond simply bringing the detainee back umh:r control? · . · . 
f\.; Yes. It lasted less than one minute, but it seemed to go beyond just restraining the detainee. He continued to talk, but he was 
not pu~any physical resistance. · · · 
Q: Di~L_Jtrike the detainee? 
A: Yes. Q.. · 
Q: How did . trike the detainee? · · · 
A: He sla . was maybe two or three times. . 
Q: Do you know who the detainee was? . . · 
A: No~do ow it was not MOWHOUSH. ·. · . . 
Q: Di e any effo~ to restrain thec=:f'ho were striking the detainee? 
A: Not t saw. ·. . 
Q: Did all!. !trike the detailiee'! · . 
A: They were an around biiD. I don't think all of them struck him. · 
Q: Do you lcnow whic~ad the rubber hose? . 

< 
\ 

A: ·No. · . · · . 
Q: Do. you remember wbicc=Jtad the club? . . . . . . 
k~ . . . . . . .. 
Q: Didr--1se either of the objects to strike the detainee? . . · 
A: He ~ve. I did not see. . · . ere in a tight ring around the detainee in the comer and it was hard to 
tell who was doing · 
Q: Were any oth sent at the detention facility .that day? 
A: A guy named 
Q: ·Did you witn.nr..-.......-i.;. 
A: No. . 

milker. 

PAGE 1 OF _3_ P~GES 

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT __ TAKEN AT __ DATED 

THE BOTTOM OF EACH ADD/T.IONAL PAGE . 
BE BE INDICATED. 

DA FORM 2823, 1998 USAPAV1.00 

ACLU-RDI 5170 p.56



.._...., . ._.LJJ; .1.'::1:/0V.L::J 

.. 

STATEMENT OF 

Q' ~i'.iyouw.c""""'wj
7
"j~ 1 ·. 

8 
Q ... · . . . . .. · 

A: . That night I approached I Crua rum aoont the incident with · I told I thought the incident bad gotten out of 
control. c::::Jgreedwith me. ld me he was not going to allow de · detainees any more as a result oftbis · 
incident. · . . · . 
Q: Describe the wooden club you saw used to strike the detiiriee .. 
A: It was about 18" long and about the diameter of a broom handle. It reminded me on a police night stick .. 
Q: Describe the rubber bose. . 
A: It was probably two to three feet long. It was black. I don't really remember anytbjng else about because I didn.'t get a close 
lookatit. . · · · . . . . 
Q: Was anyone else in the inte=tion room besides! . (the detainee and yoursel.f1 · . · · . 
A: There was an interpreter.j . II don't know who_ he was. There were some other guys in the room stariding back 
a little. I am not sure who they . . · · , 
Q~ Is there anything you would like to add to this statement? · · \.. · . . 
A: There was a stand type light that was directed at the detainee and the TV was on in the room. I don't. remember what was on 
theTV. . . 
Q: Is there anything else add to this statement? 
A: No.I! fEND OF STA 

INITIALS OF PERSON MAKING STA 
PAGE 2 OF · 3 PAGES 

. EXHIBIT r
1 
16 USAPA v,.oo 

w..~. JUOOJG 

PAGE 2, DA FORM 2823, DI;C 1998 
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STATEMENT OF 

9. STATEMENT {Continued) 

< 
\ 

AFFIDAVIT· 

I, ......... _...;__ ___ --:-::----..:__, HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT 
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE_3_. I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE 
BY ME. THE STATEMENT IS TRUE. I HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD. WITHOUT 
THREAT OF PUNISHMENT, AND WITHOUT COERCION; UNLAWFUL INFLUENCE; 

WITNESSES: Subscribed and sworn to before me, a person authorized by law to 

day .of February , 2004 
at 

ORGANIZATION OR ADDRESS 

SA ffype.jof Pers;n Administering Oath) 

ART 136(b)4. UCMJ 
ORGANIZATION OR ADDRESS (Authority To Administer Oaths) 

INITIALS OF PERSON MAKING STATEMENT 
PAGE 3 OF 3 PAGES . 

·PAGE 3. DA FORM 2823. DEC 1998 

99 
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Exhibit( s) 16 

Page(s) to6-1fe referred to: 

CDR USAMEDCOM 
ATTN: FOIA Office, STOP 76 

1216 Stanley RD 2D FL 
FT. Sam Houston, TX 78234-5049 
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· AG~N~~8~~8iia~"i~c>"i:iiE;~i~------------o-~l"z1~7~~~-e-~t-t}-6;t-9-~-6-4..9-9. 9-

oos9-04-CIP033-
CID Regulation 195-1 

PAGE 1 OF 1 PAGES 
. . ' . ----------------.-------------·-----------------------------·--------.---------------:--------------------

this office, and· 

ce o , 
.Langley, VA 22101interviewed MSG 
-- 1st Sattalion (BN), 5th Special Forces Group. (Airborne) 

(SFG(A}), Fort Campbell, Kentucky (FCKY) 42223, pertaining to 
·his_knowledge of the death of Major General (MG) MOWHO£JSH,· Iraqi 
National Detainee. MSG -provided a Sworn Statement · . · 
detailing his knowledge of events prior MG MOWHOUSH' death and · 
provided a sketch of the· 3rd Armor. Cavalry Regiment Detainee.· 
Facility. (See Sworn Statement and Sketch for Details)///LAST 
ENTRY/// .. 

J. 

EXHIBIT ( '? 
. ' -

---------------------------------------------------------------------------------------------~-----------------------. - . -

Signature: 

CID Form 94 
I FEB 77 

ORGANIZATION 

J 1st l\.1P DET (CID). 
Ft Campbell, KY 42223 

· Date: ~ f(..6 ,_..,.. ___ , ____ , ______ , ____ , ____ , ___ , ____ , _______ -'-·----------------
FOR OFFICIAL USE ONLY 

ooo-""· ' t./ 'l'? 
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1 51 Battalion 5th KY 42223 

WANT TO MAKE THE FOLLOWING STATEMENT UNDER 

OATH: ·. . 
I have been the 82 NCOIC for 151 BN, 5th SFG(A) since August 2002. I volunteered to deploy with A Comp;my 1/Sih SFG(A) to 
Al Qaim, Iraq in September 03. The unit arrived in arrived in the AI Qaim, Iraq area somtitrie during the third week of Oct 03. 

the 0900 24 November along with a split team from , and 
our base in AI Qa1m. We arrived at the 3rd Armored Calvary 
· about 0930. From 0930 tintil about 1530 hrs, I conducted field 

interrogations of Iraqi detainees. About our started to get ready to depart the facility when I walked by one of the 
interrogation rooms. In the interrogation room I saw General (Gen) MOWHOUSSH being interrogated by several 3rd ACR 
interrogators. From the interrogators, I got the sense the the interrogation of Gen MOWHOUSH was not going well, the General 
was not being ccooperative. At some poin . . ntered the room and started 
to interrogate the General. e 0 use a OS . e m erroga on me 0 on the General. . From my 
translator! was told that mterrogators ew a great deal about the background of the General. However the 
General still denied any o e ac s giVen by the interrogators .. I was not told what was the information the General was 
confronted with. After two to three minutes of interrogation.! · · · 6tartedto hit the General. The hits were open hand 
slaps and punches to the upper part of the body. The general was.also struck about three to four time.s with a soft piece 

1-mtm!:Q!.t~fely 36 inches long imd approximately one inch wide.· The punching lasted about 1 to 1 112 minutes; afterward 
and the General was led away to the detainee holding facility. The last thing I heard was that the ,...,~-~~~=,---~• 

made to do exercise in order to make him cooperate. I left with the same personnel I arrived right after the incident. 
The next time I saw the General was one to two days later. While working at the detention facility on 25 Nov 03, I observed the 
General· exercise inside the detainee holding area. ·That was last time I saw Gen MOWHOUSH. 

Q: 
A: 
Q: Who were the people 
A: CW2 n~-~--

were with you at the 3'd ACR detention facility on 24 Nov 03? 
•••••••• were with me. . 
were with at the 3rd ACR detention facility on 24 Nov03? 

names. 
"-'-......=='=~=~~!Lt.. .. _people that w~re with you at the 3'd ACR detention facility on 24 Nov 03? 
A: Yes the translators assigned to our unit ere 
there. · · ~----~~-.-.--~--------------------------~----------~ 

Q: The two men you saw siapping and hitting Gen MOWHOUSH, can you describe them? 
A: Yes, 

PAGE 1 OF PAGES 

ADDITIONAL PAGES MUST CONTAIN THE HEADING _. TAKEN AT_DATl:D_CONTINUED." 
THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITiALS OF THE PERSON MAKING THE STATEMENT AND BE INITIALED 
AS "PAGE_OF_PAGES." WHEN ADDITIONAL PAGES ARE UTiliZED, THE BACK OF PAGE 1 WILL BE LINED OUT AND THE 

STATEMENT WILL BE CONCLUDED ON THE REVERSE SIDE OF ANOTHER COPY OF THIS FORM.· 

DA FOR 2823. JUL 72 

bl 1 b3i bt--rc. 
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tapes covered and I don't know the translator's name. · 
Q: Where were thq : ~lapping the General? 

ale?~Oif-~33 

0027·os·CIC679~64999 

A: They were slapping from the chest up, to include his head. 
Q: Where were thej . . pitting (Closed Hand) the General? 
A: From the neck down to his wa1st. · . 
Q: Where was General MOWHOUSH hit with the piece of rubber? 
A: Over both shoulders and down his back, the strikes were coming from over top ofhim. 
Q: What was the General wearing?. · 
A: It was called a Dishdasha, a mans dress and shoes. 
Q: How was the General positioned in the room? 
A: He was standing. . . . . . . 
Q: Who was in the interrorgation room when thej . · /were punching, slapping, and hitting Gen MOWHOUSH with the . 
piece of rubber? · 
A: I think the Chief and several others from 3rd ACR were there,[ land ~yselfwere there. 
Q: Did anyone try to stop thej r 
A: No, everything seemed to be under control, it appeared there was a method to what they were doing. 
Q: How long did all of this take? 
A: About 5 minutes at the most. 
Q: The ere they assigned to any unit that you were aware of! 
A: Theywere 
Q: Were you ever orme o e u es o n 
A: No, the only guidlines we were aware of were the time limits we could detain an individual before they. were to be sent to a 
detention facility, and the priorities for classifying a detainee. . · · 
Q: After 24 Nov 03, did you hear anyone talking about more interviews or interrorgations th'king place with Gen MOWHOUSH? · 
k~ . 
Q: The day you saw Gen MOWHOUSH in the detainee holding area, 25 Nov 03, did he appear to be injured in anyway? 

"~~ ~~·the best of your knowledge did I . · J ever interr~gate Gen MOWHOUSH after 24 Nov 03? 
A: No, none o~or myself interrogated Gen MOWHOUSH after 24 Nov 03? ( 

· Q: How did yo~ General had died? · 
A: I was told by someone in the 3rd ACR detention facility, I don't remember the name, on 26 Nov 03,when I arrivved that day 
toconduct more interrogations. I was told he had collapsed in one of interrogation rooms while during an interrogation. The body had 
already been moved by the time I arrived there. 
Q: Were you told who was conducting the interrogation? 
A: No. 
Q: Did you ever learn who was conducting the intemogation? . 
A: No. 
Q: Is this statement in your own words and typed by SA
A: Yes. 
Q: How have you been treated here today? 

.A: Fine. 
Q: Is this statement honest and truthful to the best of your knowledge? 
A: Yes. 
Q: Do you have anything else to add to this statement at this time? 
A: NoJ/!END OF STA 

f,,-/,e./$ 0 rf Pe-r~oi1- ;l1.o.k.·~ Skle..~ 

FOR OFFICIAl USE ONlY 
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STATEMENT ((:ontinued) 

0027-og-cro679-64 999 

I, HAVE READ OR HAD READ TO ME THIS STATEMENT WHICH BEGINS ON PAGE 1 AND ENDS ON 
CONTENTS OF THE ENTIRE STATEMENT MADE BY ME. THE STATEMENTIS TRUE. I HAVE 

INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTIOM OF EACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OR BENEFIT OR REWARD, WITHOUT 
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL 

WITNESSES: 

ORGANIZATION OR ADDRESS 

ORGANIZATION OR ADDRESS 

INITIALS OF PERSON MAKING STATEMENT 

Subscribed and sworn to before me, a person authorized by Law to 
administer oaths, this lli!illl. day of Februay, 2004 

at==-'-:i.:'===: 
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87TH :MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
13 May 04 

DETAll..S: 

(FOUO) About0900, 13 Apr 04, ,,nc•-
--andLTC···· 
status of this investigation. 

with LTC 

(S-NF) About 1030, 13 Apr 04, SA . I _ . _ lint~rviewed CW3· . 
...... CW3 _ initiated the contact saymg he wan~ed to make a verbal . 
statement concerning incidents he witnessed on 24 Nov 03. He stated he fully understood his 
legal rights and did not want to discuss or answer questions about his own actions of the events 
of26 Nov 03. He specifically wanted to make a statement concerning contact between! I 
employees and MG MOWHOUSH. CW3 he was in an interrogation with 
MG MOWHOUSH about 0900, 24 Nov 03. interpreting for him. After five or 

- ten minutes of interrogation, 

. i three orces into the room.'-:;;=:----------' 

~~~~~;kn;e~w~one of the Special Forces soldiers as .. A guy who spoke Arabic told 
CW3 o move his people out of the roorri. CW3 stay~d in the 
room to compare any information provided by M rma ion he had 
previously provided. CW3 - stated egan to 
question MG MOWHOUSH in Arabic: CW3 stated he followed the 
interro ation from translation by a SF soldier who spoke Arabic. CW3 stated 

urmg e interrogattan, 
was standing up with his hands zip-tied m ont. About 45 minutes in to the 

interrogation,! _ - . . ftarted beatingMGMOWHOUSH. CW3 
1 :tated two p1eces of black rubber hose were used to beat MG MOWHOUSH. 

Orte was a long thin rubber hose. The other was like a section of radiator hose. CW3 

SPECIAL AGENT,._ -
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DECLASIFY ON: 
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• 
87TH 1vllLITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 .. 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999. 
13 May 04 · 

DETAILS: 

stated the long thin hose was stiffened with a piece of mosquito net pole that had 
inside. CW3 ~tated the · lasted about five minutes and 

consisted of blows to the legs, feet and torso. CW3 stated MG MOWHOUSH 
was also kicked during the bea~e beating, . fell to the floor and 
was trying to roll away. CW3 ~ stated the stopped when word arrived 
in the interrogation room that the 3r . · · had arrived at the 
detention facility. after soldiers left the 
detention facility. CW3 . was to walk back to the 
holding area under his own power, and he did not see any blood or open injuries caused by the 
beating. He said MG MOWHOUSH had been · ailments during his captivity, but 
did not think they were anything serious. CW3 24 Nov 03 was the only 
time ~terrogated MG MOWHOUSH. . 

(S-NF) About 1220, 13 Apr 04, SA-1. . . . · · .li?terviewed CW2 
- CW2-stated he w1tnessed part of the mterrogatwn ofMG 
MOWHOUSH conducted by~on 24 Nov 03. He saw/r----. --./ 
punch and slap MG. He state~roaching and went to see who was 
arriving. He returned to t~tion room and stood outside. While outside of the 
interrogation room CW2 ..... heard questions being screamed at MG MOWHOUSH in 
Arabic. He also heard what he thought was the sound of some being beaten and he heard MG · 
MOWHOUSH screaming in pain. He thought the beating and screaming lasted for 15 to 20 
minutes. Thirty minutes to one hour later he witnessed four soldiers carrying MG 
MOWHOUSH back to the holding area. 

(S-NF) About 1405, SA interviewed SFC ..... SFC 
--ated he se the technique of interrogation on 

· ~t he could not specific details or which detainees were involved. He 
reiterated the information he previously provided pertaining to MOWHO:USH. 

SPECIAL AGENT,
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• 
87TH MILITARY POLICE DETACIDvffiNT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 .. 

AGENT'S INVESTIGATION REPORT . 
. 0027-03-CID679-64999 

13 May 04 

DETAILS: 

••. About 0800, 14 Apr 04, SPC 
••• SPC tated his at overseeing the 
holding area occupied by MG MOWHOUSH. He stated MG MOWHOUSH ate sparingly, 
complained of being ill and haddifficulty walking. He had heard of sleeping bags being tised 
during interrogation, but had not witnessed their lise. He also stated he heard of some instances 
ofMRE boxes being thrown at detainees. He could not remember the names of the detainees or 
who told him about the incidents. SPC was not aware.__-::--:-----;--=-___:_---.---:---,~ 
l · . . jat the detention facility. He observed what he called mental changes in MG 
MOWHOOSH about thee days prior to his death. MG MOWHOUSH stopped getting up in the . 
morning. He did not notice any injuries on MG MOWHOUSH, but did state that MG 
MOWHOUSH's hands were always swollen from the presence of the zip-ties. 

,=·About 1010, 14 Apr 04, SA I fnterviewed SFC 
• , SFC was at the forward detention facility from 21 Nov to 2 Dec 03. He stated he 
knew.-interviewed MG MOWHOUSH. He witnessed~ in the . 
interrogation room with MG MOWHOUSH. He could .not remember the date, but lplew the 
interrogation took place during daylight hours. He did not see anyone strike MG MOWHOUSH. 
SFC . . . . tated he saw two or three detainees that were taken outside of the detention facility 
by-come back with black eyes, but he was unable to provide more specific information, 

(~QUO) About 1055, 14 Apr 04, SA I . · · · finterviewed SPC 
- SPC _.stated about two to three days prior to hts death; he helped three 
other soldiers carry MG MOWHOUSH back to the holding a:rea after an interrogation. He did 
not observe any injuries on MG MOWHOUSH and stated he thought MG MOWHOUSH was 
tired. He was sure SPC was on ofthe ·soldiers, but he did not remember who the other 
two soldiers were. · 

(FOUO) About 1530, 14 Apr 04, SA~· ~~~--------jpriefed COL 
···~n the status of this investigation. 

Page 3 of8 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN); 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
13 May 04 

DETA1l,S: 
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• 
87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
13 May 04 

DETAU.S: 

had seen others do during interrogations. CPT _ 
0

-·· _)heard that some ofj ~ere 
· involved with an interrogation ofMG MOWHOUSH on 24 Nov 03 and that CW3 
•••••. was present during the interrogation. He did not know which'· -----., ere 
involved in the interrogation: Someone in 3rd ACR informed him that .. ere . 
involved with a rough interrogation ofMG MOWHOUSH, but he was una e to provide further 
details. CPT _ _ had heard the "sleeping bag" technique was in use at the detention 
facility and had seen the sleeping bag in the facility, but had not seen it used during an 
interrogation. · 

(FOUO) About 1600,26 Apr 04, SA tl . . . . .)interviewed SPC 
C Co, 1-Sm SFG(A), Fort Campbell, KY 42223. 

SPC stated he did not witness any interrogations ofMG MOWHOUSH. 

(-About 0945, 27 Apr 04, SAl j pnterviewed MAJ 
•••• MAJ remembered hearing! f.vere involved in an . 
interrogation ofMG MOWHOUSH during which! ~truck MG MOWHpUSH. The 

· incident occurred two days prior to the death ofMG MOWHOUSH. He had a meeting with his· 
commanders (CPT and CPT ) to make sure they understood that a similar 
incident should not happen in thefuture. MAJ stated it was his understanding that 
personnel from 3rd ACR asked tha~ . · ~e brought into the interrogation ofMG 
MOWHOUSH because he was resisting the techriiques being used by 3.rd ACR.j . . I 
were involved in the incident. He could not provide further details. MAJ 1 later 
heard MG MOWHOUSH died of a heart attack, and he was concerned people might attempt to 
pin the death onl ~ecause they were easy targets. . . . 

(-About 1040, 27 Apr 04, SA interviewed CW2 
••• CW2 · provided further details concerning the incident described in his 
statement to the chain of command and his previous statement to this office. By his current 

· recollection, he believed the incident occurred about four or five days prior to MG 

SPECIAL AGENT, .. 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
. (CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
13 May 04 

DETAILS: 

MOWHOUSH's death. He stated he was at the detention facility when CW3 
approached him. CW3 told him MG MOWHOUSH had clammed up. They 
decided to. put a bunch people in the room, includin~ · 5 were close by; and 
see ifthe could shake MG MOWHOUSH up. CW2 ~ated lso went into the 
room. MG MOWHOUSH was in one comer of the room, standing, with his hands zip-tied in 
front. CW2 -stated MG MOWHOUSH slid to the floor when the questioning began. 
People started to crowd around MG MOWHOUSH when he (MOWH~. US · shot his legs out 
and locked them at the ankle around one o~ . ~egs. CW2-stated the 
people in the room used their hands to force MG MOWHOUSH' s legs apart. MG 
MOWHOUSH was then taken back to the holding area. On the way out, MG MOWHOUSH 
walked past CO·L- who was at the facility. MG MOWHOUSH ~as walking under his 
own power. CW2-next saw MG MOWHOUSH on the day of hts.death. He stated 
MGMOWHOUSH looked fatigue, but was walking under his own power. · 

(FOUO) About 1400, 27 Apr 04, SA- ~nterviewed SSG 
HOLLEYMAN. SSG HOLLEYMAN could not provide any further information bexond what 
he previously stated to this office. · 

~ut, 152~4, SA~ . . . · . pn~erviewed ~PT 
- CPT_...., stat&i'hedfd not have any spectftc mformatton regardtng the 
death ofMG MOWHOUSH .. He heard that three or four days prior to this death several people 
had been called into one of the interrogations ofMGMOWHOUSH to act as witnesses. He did . 
not know the details surrounding that event or whospecifically was involved. The only other · · 
thing CPT-knew about MG MOWHOUSH was the initial guidance fromc=:Jvas to 
treat him well. · 

~ 28 Apr 04, SA- . · · · . .· ~nterviewed SSG 
. -·A Co, ·1-5th SFG(A), Fort Campbell, KY 42223. SS~described 

the one incident of his having contact with MG MOWHOUSH. He stated he walking down the 

EXHIBIT ~ tJ 
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87TH MILITARY POLICE DETAC:8:M:ENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORI: 
0027 -03-CID679-64999 
13 May 04 

DETAILS: 

hallway with/ · · . . Fhen he passed a room in which MG MOWHOUSH 
was being interrogated. He stated there wereJ lin the room with three or four 
regular army soldiers. There were others in the room as weli, but he was not sure how many or 
where they were from. He stat~dj · . . . . · . . [tried to ge~ MG MOWHOUSH 

. away from where he was standmg agru.nst the wan. some sOimers. from 3 d ACR grabbed MG 
MOWHOUSH by the arms and attempted to lead him toward a chair. MG MOWHOUSH 
resisted by falling to the floor.J . . . ]moved. forwar~ to pick M~ MOWHOUSH up. . 
When they were close enough, MG MOWHOUSH tned to kick them. SSG stated MG 
MOWHOUSH was trying to kick anyone within his reach. ·At least one person was kicked hard 
because SSG · emembered someone yelling out The people in the room got control of 
MG MOWHOUSH, and he was led back to the holding area. SSG . stated he was in the 
room with MOWHOUSH for 10-15 minutes and that no one hit MOWHOUSH while he was 
present. SSG remembered there was a piece ofblack hose at the detention facility. He 
said it was used by some people (NFI) for intimidation. He stated the foam was something that 
was found at the detention facility. He described it as the insulation used on water pipes. He did 

·not remember seeing apiece of the foam that had been stiffened with a stick. SSG rode 
to the detention facility that day with CW2 . SSG HOLLEYMAN,I.. · . [SSG 
••llspeculated MG MOWHOUSH was beaten up by other detainees, but did not have any 
direct information to support his theory. 

-On 13 May 04, SA eviewed CIA IG file! . fhich documented the 
investigative efforts of the CIA IGto that date. The review of the file revealed the · 
information to this On 28 Nov 03 

........ J ... ~, ... in an interro·gation ofMG · on 24 
Nov 03. The contact betwee~. · · .. jand MG MOWHOUSH is 
consistent with what CPT described in his written statement. However, in his written 

· statement, CPT . asserts that he observed[ · l strike a different det~nee. In 

SPECIAL AGENT,£ 
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87TH :rvrr:LITARY POLICE DETACHMENT (CID)(ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679.,64999 
13 May04 

DETAll..S: 

ther--lt clearly states that CPT~oldl fere involved in a 10-15 
mi~ysical confrontation with MG MOWHOUSH. The incident! . jOOnsistent 
with the incident described by~th. the exception of the ~nvolvem:nt of MG ·. . 
MOWHOUSH. Th~em~at thts was the only occas10n on whtc~ ·I 
participated in an interrogation ofMG MOWHOUSH, and it was sent with the qualifier from 

L-----l~hat it was difficult to articulate what exactly happened because he was not there. 

. I 1AGENT'S COM1v'IENT:I l ~_LI'i~~~~~----~~~~--------~__J· 
11 1 

I 
L------~~--~-------_j~//LAST EN'lRY//f·. 
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. 87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARYPOLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

· AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
23May04 
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• 
87TH 1\fiLITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 · 
23 May04 
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• 
87TH MITJTARYPOLICEDETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
23 May04 
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. . 87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), tJSACIDC, FORT BRAGG, NC 2831 0 

. AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
23 May 04 

EXHIBIT;·~ 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN}, 3D MILITARY POLICE GROUP . 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679.:64999 
23 May04 
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• 
87TH :MILITARY POLICE DETACB1viENT (CID) (ABN), 3D MJLITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
.. 0027-03-CID679-64999 

.16 Jun 04 

DETAILS: 

PagelofS 
DECLASIFY ON: 

16 JUNE 2029 
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87TH I\IITLITARY POLICE DETACHMENT (CID) (ABN), 3D :MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 .Q3.;.CJD679-64999 
16 Jun 04 

DETAILS: 
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• 
87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
16 Jun 04 · 

DETAILS: 

He was 
room, the detainee 

was while seated on an box. SFC-tated several times the 
detainee was kflocked from the MRE box by blows. The detainee would then be hit a few times 
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• • 
87TH MILITARY POLICE DETACHMENT (CID) (ABN), JD WLITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
16 Jun 04 

DETAILS: 

while on the floor then placed back on the MRE box in a seated position. SFC stated 
I· . · fas hitting the detainee with along black object. He 
thought the object was hollow,· hke something you would put around electrical wire or pipe. He 
stated! ~as swinging the object With two hands, like someone splitting logs with an axe. 

1 · f¥as hitting the detainee with a tan object about 12 inches long by 3 inches wide. SFC 
. . _ . bought !hit the detainee between _15 and 20 times. He described the beating as 

a brawl and said it ~cult to tell who else was doing what hitting and how much they were 
hitting. SFC stated the interrogators were using the good cop, bad cop technique ori 
th~ detainee. During this tim~as sitting ?ear the door of the room. After three or four - · 
mmutes, CPT stopp'ecrthe interrogatiOn, rounded up all members o~ . [and the 
attached! _ pnd left the-forward detention facility. Prior to CPT 1 no 
one made any attem t to sto the interrogation. That night, CPT instructed SFC 
..... to talk to and tell them to never strike a detainee again during an 
interrogation. old SFC they were instructed to use 
physical force in t e mterrogat10n y personnel. They were not able to identify the person 
that gave them the instructions. He describedj rs being "~care~ shitles.,s.': SF~ 

was sure! tould not have used physical force man I_ntetrogatlon Without 
being instructed to do so. SFC • thought MOWHOUSH died the next day or two days 
after this incident. SFC did not se~ · . . jinterrogate MOWHOUSH, but 
heard they were involved in one or two interrogations. He thought the interrogated · 
MOWHOUSH on the same day as the incident he described, and tha ay have been 
involved in the interrogation ofiMOjOUSH. CPT told SFC he voiced 
concerns over what they saw to . · SFC · related he was _the person who gaven 

I _ · _ . . . - 1 SFC heard of a sleeping bag being use~ 
interrogations, but he never witnessed an interrogation where the sleeping bag was used. 

bout 1430, 16 Jun 04, SFC 
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• 
87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D I\.1ILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

. AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
16Jun 04 

DETAILS: 

identified/ · . . · ... · ·. I He stated they werej 
involved m strik'tng the detamee m the mc1dent ne wuftessed. .__ ____ ___j 

AGENT'S COMMENT: Thq !are contained in the CIA OIG file related to this 
investigation./ I /LAST ENTRY.~/m//-----1 
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87™ M1LITARY POLICE DETACHMENT (CID) (ABN), 3D l\.1ILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

_ AGENT'S INVESTIGATION REPORT 
0027 -03-CID679~64999 
12 Jut 04 

DETAILS: 

(FOUO) About 0902, 8 Jut 04, SA_ _ dvised CW2 . _ _ __ of his rights, which he 
waived in writing. CW2 __ . _ _ maintained the truthfulness of his previous statements, and 
denied he ever witnessed anyone strike MOWHOUSH as a means of eliciting information. (See 
Rights Waiver Certificate for details) 

(FOUO) About 1026, 8 Jut 04, SA 1 advised SSG d ... ___ 1 of his rights, which he waived 
in Writing. SSG _ ... maintained the truthfulness ofhis previous statements, and denied he 
ever witnessed anyone strike MOWHOUSH as a means of eliciting information. (See Rights 
Waiver Certificate for details) · · 

(FOUO) About 1059, 8 Jut 04,-SA; _ _ advised SSG HOLLEYMAN of his rights, which he 
waived. SSG HOLLEYMAN maintained the truthfulness of his previous statements, and denied 
he ever witnessed anyone strike MOWHOUSH as a means of eliciting information. (See 
Rights Waiver certificate for details) · 

[ __ . J About 1018, 9 Jul 04, SA ......... _. _ _. _____ __ _ l~OOth MP Bn (C:il~); advised 
SSG HOLLEYMAN of his rights. SSG HOLLEYMAN waived his rights in writing and 
rendered a sworn statement. SSG HOLLEYMAN admitted his previous statements were false. 
He further stated he was present wheq · . ~truck MOWHOUSH 
during an interrogation as a means of eliciting mformatiOn. Dunng that interrogation, 
MOWHOUSH kicked at an interrogator, at which SSG HOLLEYMAN, and the other personnel 
present, converged on MOWHOUSH. SSG HOLLEYMAN stated he punched MOWHOUSH in 
the midsection between two and six times while MOWHOUSH was on the floor of the 
interrogation room. (See Rights Waiver Certificate and Sworn Statement for details) 

fl j I About 1330, 10 Jul 04, SAJ _ advised SSG of his rights. SSG 3 5 
waived-his rights in writing and rendered a sworn statement. SSG admitted his 
previous statements were false. He further stated he was present whenj · 

c:::J.tsed physical force in an interrogation ofMOWHOUSH as a meahin~snorr l"leiTTtC'111t'"lln::tgr--_.:___J 

FROM: 

DECLASIFY ON: 
12JULY2029 

EXHIBIT ;l? 
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87™ MILITARY POLICE DETACHMENT (CID) (ABN), 3D MlLITARY POLICE GROUP· 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
12 Jul 04 

DETAILS: 

information. SSG-described how MOWHOUSH kicked at an .interrogator d~ 
interrogation causing the personnel in the room to converge on MOWHOUSH. SSG-
stated MOWHOUSH was struck repeatedly at this time, but denied he hit MOWHOUSH. SSG 
~tated he was not able to reach MOWHOUSH because ofthenumber ofpeo.ple already 
around and on top ofhim. (See Rights Waiver Certificate and Sworn Statement for details) 

0900, 12 Jul 04, SA~vised CW2-of his r~2 
waived his rights in writing and rendered a sworn statement. CW2 .._ 

~~~~hi~s~p~re~v~ious statements were false. He further stated he was present when! . 1 

I . Jxsed physical force as a means ofeticiting information during an interrogation 
of'MOWHOUSH. During that interrogation, MOWHOUSH kicked at an interrogator. CW2 

· by moving toward MOWHOUSH and pushing him to the floor. CW2 
d MOWHOUSH on the floor as other people in the room converged. He stated he 

., ... .,, ..... ~--· MOWHOUSH with his closed fist and hit MOWHOUSH with the heel of his hand, but 
was not sure how many times. (See Rights Waiver Certificate and Sworn Statement for 
details)//ILAST ENTRY/// \ 

SPECIAL AGENT,
Page 2 of2 

EXHIBIT~~-. 

ooo1 or: 
.· .L 
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R . . . 

For use of this form, see AR 190·30; the proponent aooncy Is OOCSOPS 

DAYA·REQUIRED BY THE-PRIVACY ACT 

AUTHORITY: Title 10, United States Code, Section 3012(g} 

PRINCIPAL PURPOSE: 
ROUTINE USES: 

To provide commanders and law enforcement officials with means by Which infOrmation may be accurately identified. 
Your Social Security Number is used as an additionaV~Iemate means or identification to facilitate filing and-retrieval. 

DISCLOSURE: Disclosure of your Soci81 Security Number is voluntary. 

FILE NO. 

T~tA-.:;6'?, .__ b '~ 
following offense(s) o whtch I am. 

suspecl~accu~:_l~~~~~~~~~~~~~~--~~~~_J~~~C!~~~~~~--~~~~~~~~~------~----
Before he/she asked me any questions about the oflense(s), however, he/she made it clear to me that I have 1 

t. .· 1 do not have to answer any questions .or say_ anything. 

·2. Anything I say or do can be used as evidence against me in li criminal trial. 

3. · (l"or personnel subject to tha UCMJ) I have the right to talk privately to a lawyer before, during. and alter questioning and to heva a lawyer present with me 

during questioning. This iawyer can be a civilian lawyer I arrange lor at no expense to the GOvernment or a military lawyer detailed for me at no expense to me, 

or both. 

·or·· 

(For civilians not subject to the UCMJ) I have the right to talk privately to a lawyer before. during, ami alter questioning and to have a lawyer present with me· 

during questioning. I understand that this lawyer can be one that I arrange lor at my- own expense, or if I cannot alford a lawyer and want one, a lawyer will be 

appointed for me before any questioning ~ins. 

4. " II I am now willing to discuss the oflense(s) under investigation, with or without a lawyer present, I have a right to stop answering que~ions at anv time. or speak · 

priVately with a lawyer before answering further, even i1 I .sign the waiver below. 

5. COMMENTS (Continue ori reverse side) 

I understand my rights as staled above. I am now willing to discuss the oftense(s) under inv,estit!Jal~on 
without having a lawyer present with me. 

b. ORGANIZATION OR ADDRESS AND PHONE 

000102 
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1. WARNING ·Inform the suspecllllccused ol: 

a. Your official position. 

b. Nature of ollense(s). 

c. The fact that ho/she is a suspectlaccused. 

2. RIGHTS • Advise the suspectlaccused of· his/her rights as follows: 

"Before I ask you ariy questions, you must understand your rights.· 

a. "You do not have to answer my questions or say anything." 

b. "Anything you say or do can be used as evidence against you in a 

criminal trial. • 

c. (For personnel subject to the UCMJ) "You have the right to tolk 

privately to a lawyer before, during, and alter questioning and to 

have a lawyer present wl!h you during quast.ioning. This lawyer 

THE 

"Do you understand your rights?" 

(If the suspect/accused says 'no." determine what is not understood, and if 

necessary repeat the appropriate rights advisement. II the suspect/accused 

says "yes. • ask the following question.) 

"Have you ever requested a lawyer altar being read your rights?" 

(If the SIJllpeclfaccused says. 'yes, • lind out when and where. It the request 

was recent (I.e., fewer thllil 30 day:; 8.f/O), obtain legal advice on whether to 

continue the interrogation. II the suspeclfaccused says "no, • or II the prior . . 

request was not r8cent, ask himlhar the following question.) 
·, 
' 

SPECIAL 

WHEN SUSPECT/ACCUSED REFUSES TO SiGN WAIVER CERTIFICATE: II 

the auspecllaccused orally waives ~is/her rights but reluses to sign the waiver 

certificate, you may proceed with the questioning. Make notations on the 

waiver certificate to the affect that he/she has stated that he/she understands 

his/her rights, does not want a lawyer. wants to discuss the ollense(s) under 

investigation, and refuses to sign the waiver certificate. 

IF WAIVER CERTIFICATE CANNOT BE COMPLETED IMMEDIATELY: In all 

cases the waiver certificate must be completed as soon as possible. Every 

effort should be made to complete the waiver certificate before any 

questioning ·begins. lithe waiver certificate cannot be completed at once, as 

In the case of street Interrogation, completion may be temporarily postponed. 

Noles should be kept on the circumstances. 

PRIOR INCRIMINATING STATEMENTS: 

1. lithe suspecllaccused has made spontaneous incriminating. . 

Slataments betore baing properly advised ol his/her rights he/she should 

be told that such statements do not obligate himlhar to answer l\lllher 

questions. 

COMMENTS (Continued) 

can be a civilian you arrange lor at no expense to the Government or a military 

lawyer detailed lor you at no eKpense to you, or both. • 

• or. 

(For civilians not subjoct to the UCMJ) You have the right to talk privately to a 

lawyer before. during, and after questioning and to have a lawyer present with 

you during Questioning. This lawyer can be one you arrange lor at your own 

expense. or II you cannot alford a lawyer and want one, a lawyer will be 

appointed for you before any questioning begins.· 

d. "II you are. now willing to discuss the offense(s) under investigation, 

with or without a lawyer present, you have a right to stop answering 

questions at any time, or speak privately with a lawyer before 

answering further, evan· if y<iu sign a waiver certllicate." 

Make certain the susj)ectiaccused luUy understands hi&lher rights. 

"Do you wanfa lawyer at this time?" 

· (If the suspecl/accused says "yes, • stop the questioning until he/she has a 

lawyer. II the suspecl/accused says "no," ask him/her the lollowing quesllon.) 

• At this time; are you willing to discuss the. ollense(s) under investigation and 

make a statement without talking io a lawyer and without having a lawyer 

present with you?" (If the suspacllaccused says •·no," stop the interview and 
. . 

have him/her read and sign the non-waiver section of the waiver certificate 

on the other side of this form. If the suspect/accused says "ye.s," have 

him/her road and sign the waiver section of the waiver certifidate on the 

other side of this form.) 

2. II the suspecVaccused was questioned as such either without being 

advised of hiS/her rights or some question exists as to the propriety of the 

first statement, the accused must be so advised. The office of the serving 

Staff Judge Advocate should be·contacted lor assistance in dralling the 

proper rights advisal. 

NOTE: 111 or 2 applies, the fact that the suspect/accused was advised 

accordingly should be noted in the comment section on the.waiver 

. cerlilicat~ and initialed by the suspect/accused. 

WHEN SUSPECT/ACCUSED DISPLAYS INDECISION ON EXERCISING HIS OR 

HER RIGHTS DURING THE INTERROGATION PROCESS: If during the 

interrogation, tha suspect displays indecision about requesting counsel (for 

eKBmple, "Maybe I should gel a lawyer."), further quastloning must cease 

immediately. At that point. you may question the suspectlaccused only 

concerning whether he or she desires to waive counsel. The questioning may 

not be utilized to discourage a suspeCt/accused from exercising his/her rights. 

(For example, do not make such comments as "II you didn't do anything wrong, 

you shouldn't.need an attorney.") 

LAW ENFORCEr.~S::NT SENSITIVE 
F_OR OffiCiAL USE ONLY 

~IBIT- .. ~)... 
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RIGHTS WARNING PROCEDURE/WAIVER CERTIFICATE 
For use olthis form, see AR 190·30; the proponent agency is OOCSCPS .O:S .J.,,.,,.,.,-.c 

DATA REQUIRED BY THE PRIVACY ACT 

AUTHORITY: Title 10, United States Code, Section 3012(g) 
PRINCIPAL PURPOSE: 

ROUTINE USES: 
DISCLOSURE:. 

To provide commanders and law enforcement officials with means by which information may be accurately identifted. 
Your Social Security Number is used as an addilionsValtemate means of identification to facilitate lifing and retrieval. 
Disclosure of your Social Security Number is voluntary. 

4. FILE NO. 

suspeci!Kllaccused: -l:::!:~~==-~l:E.~~C:::~~~L__:~~!!l.-~.::..:.!...:§~~.....!:::::=:X.!_l~~_£.::::'!~~~~:=:::~S:::::2 ___ _..:.. __ _ 
Before he/she askad me any questions about the offense(s), however, he/she made it cl~ar to me that I have ttie following rights: 

1. I do not have to answer any questions or say any!hing. 

2. Anything I say or do can b8 used as evidence against me in a criminal tri1il. 

3. (For personnel subject to the UCMJ) I have the right to talk privately to a lawyer before. during, and after questioning and to have .a lawyer present with me 

during questioning. This lawyer can be a civilian lawyer I arrange tor at no expense to the Government or a military lawyer detailed for me at no .expense to me, 

or both. 

4. 

·or· 

(For civilians not sub{ectto the UCMJ) I have the right to talk privately to a lawyer before, during, ·and after questioning and to have a lawyer present with me 

during questioning. I understand that this lawyer con be one that I arrang.e tor at my own e>ipense, or it I cannot alford a lawyer and want one, a lawyer will be 

appointed for me before any questioning begins. 
. . \. . ; . 

It I am now. willing to discuss the olfense(s) under investigation, with or without a lawyer present, I have a right to stop answering questions at any time. or speak 

privately with a lawyer before answe;ing lurther, even it I sign the waiver below. 

5. COMMENTS (Conlinue on reverse $ide) 

I understand my rights as stated above. I am now willing to discu~>S the offense(s) unc!Or investigation and make a statement without talking to a lawyer tirsi and 
.without having a lawyer present with me. . . · 

C) tc- 1 GilA, 

2a. 

b. ORGANIZATION OR ADDRESS AND PHONE 

0 I do not want to be questioned or say anything. 
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1. WARNING· Inform the suspecllilcdussd of: 

a. Your official position. 

b. Nature or offense(s). 

c. The fact that he/she Is a suspect/accused. 

2; RIGHTS • Advise the suspect/accused ol his/her rights as follows: 

."Before I ask you any questions. you must understand your rights." 

a. "You do not have to answer my questions or say any1hing." 

b. • Any1hing you say or do can be used as evidence against you in a 

criminal trltil. • 

c. (For persoimef. subject to the UCMJ) "You have the right to talk 

privately to a lawyer before, during, and after questioning and to 

have a lawyer present with you during questioning. This lawyer 

"Do you understand your rights?" 

(II the suspect/accused says •no. • determine what is 'not undi,rstood, and if 

necessarv repeat lha appropriate rights advisement. II the suspect/accused 

says "1'95. • ask tha following quasllon.) 

"Have you ever requBSied a lawyer after being read your rights?" 

(II the suspactlaccussd says •yes." lind out whan and where. Jf the request 

was reoent (i.e., fewer than 30 days ago), obtain legal advice on whether to 

continue tha inte.rrogalion. If the suspect/accused says "no,· or if the prii11 

request was not r9cent, ask himltiar the following question.) 

\ 

THE 

SPECIAL 

WHEN SUSPECT/ACCUSED ~EFUSES TO SIGN WAIVER CERTIFICATE: If 

the si.ISpeciilaccused orally waives his/her rights but reluses to sign the waiver 

certificate, you may proceed with the questioning. Make notations on the 

waiver cerlilicate to the eflect lhet he/she has stated that he/she understands 

his/her righis, doeil not want a lawyer, wants to discuss the oflense(s) under 

investigation, and refuses to sign the waiver certificate. 

IF WAIVER CERTIFICATE CANNOT BE COMPLETED IMMEDIATELY: In all ' 

casas the waiiiBf certificate must be completed as soon. as possible. Every 

effort should be made to complete the waiver certificate before any 

questioning begins. II the waiver certificate cannot be completed el once, as 

In the case of. street interrogation, completion may be temporarily post~. 

Notes should be kept on the clrcumstances. 

PRIOR INCRIMINATlNG STATEMENTS: 

1. If the suspect/accused has made spontaneous incriminating· 

statements before being properly advised of his/her rights he/she should 

be tOld that such statements do not obligate him/her to answer f11rther 

quesilons. · 

COMMENTS (Continued) 

can be a civilian you arrange lor at no expanse to the Government or a military 

lawyer data lied for you at no expense to you, or both." 

·or· 

(For civilians not subject to the UCMJ} You t:tave the right to lalk·privately to a 

lawyer betore, during, and after questioning and to have a lawyer presant with 

you during questioning. This lawyer can be one you arrange for at your own 

expense, or if you cannot afford a lawyer and want one, a lawyer will be 

appointed for you before any questioning begins. • 

d. "If you are now willing to discuss the olfensejs) under investig,.tion, 

with or wilhoul a l11wyer present, you have a right to stop answering 

questions at any time, or speak privately with e lawyer before 

answering further, even if you sign a waiver certificate. • 

Make certain the suspect/accused tully understands his/her rights. 

"Do you want a lawyer at this time?" 

(li the suspectiaccused says "yes, • stop the questioning until he/she has·a 

lawyer. It the suspecUaccusad says "no." ask him/her the following question.) 

"At this time, are you willing to discuss the olfense(s) under investigation and 

make a statement without talking to a iawyer and without having a lawyer 

present with you?" (ff the suspactlaccused says "no." stop the lnte!View and 

have himlher read ancl sign the non-waiver section of the waiver certificate 

on the other .side of this form. If the suspeel/accused says "yes." have 

him/her reacl and sign the waiver section of lhe waiver certificate on the 

other side of this form.) 

2. It the suspect/accused was questioned es such either without being 

advised of his/her rights or some question exists as to the propriety of the 

first statement, the accused must be so advised. The otrice of lhe serving . 

Stall Judge Ad.vocate should be contacted for assistance in drafting the 

proper rights advisal. 

NOTE: If 1 or 2 applies, the fact that the suspect/accused was advised 

accordingly should be noted in the comment section on the waiver 

certificate and initialed by the suspeel/accused. 

WHEN SUSPECT/ACCUSED DISPLAYS INDECISION ON EXERCISING HIS OR 

HER RIGHTS DuRING THE INTERROGATION PROCESS: If during the 

interrogation, the suspect displays indecision about requesting counsel (ior 

examplo;!, "Maybe I should get a lawyer."), further questioning must cease 

immediately. At that point, you may question the suspect/accused only 

concerning whether ha or she desires to waive counsel. The questioning.may 

not be utilized to discourage a suspeciiaccused lrom exercising his/her rights. 

·· (For example. do not make such comments as "If you didn't do anything wrong,' 

· you shouldn't need an attorney. "l 

LAW ENFORCEMENT SENSITIVE. 
.fOR OfflCjAL USE ONLY 

............. ·-
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lNG PROCEDURE/WAIVER 
Fo.r use of this form, see AR 190·30; the proponent agency Is OOCSOPS 

DATA REGI,JIREO BY THE PRIVACY ACT · L . , , . 
~a7-o'3-Cl0 G,77-C.~~'' 

AUTHORITY: Tille 10, United States Code, Section 3012(g) 

PRINCIPAl. PURPOSE: 
ROUTINE USES: 

To provide commanders and law enloreemenl offiCials with means by which information may be accurately identified. 
Your Social Security Number is used as an addilionaYa1temale means of idenliriCation to facilitate filing and relrieval. 

Before he/she asked me any questions about the oflense{s), howev_er, he/she made it clear to me that I have the following rights: 

1. t do not have to answer any questions or say anything. 

2. Anything I say or do can be used as evidence against me in a criminal trial. 

3. {For personnel subjoct to lh9 UCMJ) I have the right to talk privately to a lawyer before, during, and alter questioning and to have a lawyer J)r(!Simt with me 

during questioning. This lawyer can be a civilian lawyer I arrange for at no e~pense to the Government or a military lawyer detailed for me at no expense to me, 

or both. 

·or· 

{For civilians not subjoct to the UCMJ) I have the right to talk privaiely to a lawyer before, during, and alter questioning and to have a lawyer present with me 

during questioning. I understand that this lawyer can be one that I arrange for at my o.wn eKpense, or it I cannot aflord a lawyer and want one, a lawyer will be 

appointed for me before any-questioning begins. 

4. Ill am now willing to discuss the oflense(s) under investigation, with or without a lawyer present, I have a right to stop answering questiDns at any lime; or speak 

. privately with a lawyer before answering further. even it I _sign the waiver below. 

5. COMMENTS {Continue on reverse side) 

I understand my rights as stated above. I am now willing to discuss the ottense(s) un.der investigation and make a statement without talking to a lawyer first and 
without having a lawYer present with me. · · 

7a. NAME (Type or Print) 

b. ORGANI~TION OR ADDRESS AND PHONE 

2a. NAME (Type or Print) 

b. ORGANIZATION 01'1 ADDRESS AND PHONE 

0 . I do not want to be questioned or say anything. 

_.J·EXHIBIT 
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1. WARNING· Inform the &Uspect/accused of: 

a. Your official posilion. 

b. Nature of ollense(s). 

c. The fact that he/she is a suspect/accused. 

2. . RIGHTS • Advise the suspect/accused of his/her rights as follows: 

"Before I ask you any questions, you must understand your rights." 

a. "You do not ha~e to answer my questions or say anything.· 

b.· • Anything you say or dO can be used as evidence against you in a 

criminal trial. • 

c. (For personnel subject to the UCMJ) "You have the right to talk 

privately to a lawyer before, during, and after questioning and to 

ha)'e a lawyer present with you during. questioning. This lawyer 

"Do you understand your rights?" 

(II the suspect/accused says "no," determine what is not understood. and il. 

necessary repeat the appropriate rights advisement. If the suspect/accused 

says "yes, • ask the following question.) 

"Have you aver requested a lawyer alter being read your rights?" 

(II the suspect/accused says "yes.· lind out. when and where. If the request 

was recent (/.a., fawar lhan 30 days ago), obtain legal advice on whether to 

continue the interrogation. If the suspect/accused says "no, .. or il the prior 

request was not recent, ask him/her the following question.) 
\ , 

THE 

SPECIAL 

WHEN SUSPECT/ACCUSED REFUSES TO SIGN WAIVER CERTIFICATE: II 

the suspect/accused orally wai~es his/tier rights but refuses to sign the waiver 

certificate. you may proceed with the questioning. Make notations on the 

wai~er certificate to the effect that he/she has stated that he/she understands 

his/her rights, dlies not want a lawyer, wants to discuss the olfense(s) under 

investigation, and refuses to sign the waiver certificate. 

IF WAIVER CERTIFICATE CANNOT'BE COMPLETED IMMEDIATELY: In all 

cases the waiver cartllicate must be completed as soon as possible. Every 

should be made to cQmplete the waiver certificate before any 

questioning begins. II the waiver certificate cannot be completed at once, as 

In the case of street interrogation, completion may be temporarily postponed. 

Notes should be kept on the circumstances. 

PRIOR INCRIMINATING STATEMENTS: 

1. lithe suspect/accused has made spontaneous incrimi~ating 

statements before being properly advised of his/her rights he/she should 

be told that such statements do not obligate him/her to answer I!Jrther· 

questions. 

COMMENTS (Continued) 

can be e civilian you arrange lor at no expense to the Govern mont or a military 

lawyer detailed lor you at no expense to you, or both. • 

·or· 

(For civilians nol subjeclto rhe UCMJ) You have the right to talk privately to a 

lawyer before, during, and after questioning and to have a lawyer present with 

. you during questioning. This lawyer can be one you arrange lor at your own 

expense, or if you cannot aflbrd a lawyer and want one. a lawyer will be 

appointed lor you before any questioning begins.· 

d. "II you are now willing to discuss the <Jflense(s) under irivesti(;Biion, 

with or without a lawyer present, you have a right to stop ·answering: 

questions at any time, or speak privately with a la.wyer before 

answering further. even. if you sign a waiver certificate. • 

Make certain the suspect/accused fully understands his/her righis. 

"Do you want a lawye( at this time?" 

(If the suspect/accused says "yes." stop the questioning until he/she has a 

lawyer. It the suspect/accused says "no, • ask him/her the following question.f 

"At this lime. are you willing to discuss the ollense(s) undefinvestigalion and 

make a statement without talking to a lawyer and without~ having 8 lawyer 

present with you?" (ff the suspecllaccused says ~no," slop lhe interview and 

havo him/her read and sign the non-waiver section of the waiver cerlificate 

on lhe other side of this form. If the suspocl/acc;usad says "yes, • have 

him/her read and sign tho waiver section of the waiver certificate on the 

other side of lhis form.) 

2. II the suspecVaccused was questioned as such either without being 

ad~ised of his/her nghts or some question exists as to the propriety ol the 

first statement, the accused must be so advised. The office of the serving 

Staff Judge Advocate should be contacted lor assistance in drarting the 

proper rights advisal. 

NOTE: II 1 or 2 applies, the fact that the suspect/accused was ad~ised 

accordingly should be noted in the comment section on the waiver 

certificate and initialed by the suspect/accused. 

WHEN SUSPECT/ACCUSED DISPLAYS INDECISION ON EXERCISING HIS OR 

HER RIGHTS DURING THE INTERROGATION PROCESS: II during the 

interrogation, the suspe{:t displays indecision about requesting counsel (lor 

example, "Maybe I should get a lawyer."), further questioning must cease 

immediately. At that point, you may. question the suspect/accused only 

concerning whether lie or she desires to waive counsel. The questioning may . . 

not be utilized .to discourage a suspect/accused from exercising his/her rights. 

(For eKBmple, do not make such comments as ·ir veu didn't do ariything wrong, 

you shouldn't need en attorney.") 

LAW ENFORCEM~NT SENSITPJE. · . · . 
FOR Off&ClAL USE ONLY EXHIBIT 

..;.,~ 

REVERSE 
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• • RIGHTSWA • \ CERTIFICATE 
AUTHORITY: Titlel • os-c 1 u679-64999 1 Tr 

To provide tDmlnallden ud. Jaw eaforcemeat omcials Mill mew by wlakll 
IDfbrmatiOa may be accurately ideatlfied. . 

PRINCIPLE PURPOSE: 

ROUTINE USES: Your Social Security is used as aD additlouallalteruative meaaa ofideutilkatioa to facilitate filiagaud retrievaL 
DISCLOSURE: Dllelosure of your Social Seellrlty Number Is voluatary. . 

LOCATION: Fort Campbell, KY 42223. DATE: , ,&..dJ. J~ ': It:) 18 ., 
FILE NUMBER: 00027-03-CID679-64999-5Bl . ~ . · 
NAME(Last, First MI): HOLLEYMAN, Aaron Nathaniel SSN:--- GRADE/STATUS: E6/Ac:tive 
ORGANIZATION OR ADDRESS: Operations Detachment Alpha (ODA) 531, 5~ Spedal Forces Group. Fort 
Campbell, KY 42223 . 

RIGHTS W AIVERINON-W AIVER CERTIFICATE 
The investigator whose name appears below told me that be/she is with the United States Army Criminal 
Investigation Com~ as a Special Agent and wanted to ~uestion me about the following offense(s) of which I am 
suspected/ d; "Aggravated Assault; Conspiracy; MISprision of a Serious Offense; False Official . 
Statement; False Swearing//J ctt.d- · 
Before he/she asked me any questions about the offense(s}, however, he/she made it clear to me that I have the 

.A..... following rights: . ·. . · . 
~------1· I do not have to answer questions or say anything. 
-~ 2. Anything I say or do can be used as evidence against me in a crlmirtal trial. · · 
~ 3- (For personnel subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after 

- · questioning and to have a lawyer present with me during questioning. This lawyer can be a civilian lawyer I arrange 
. for at no expense to the Government or a military lawyer detailed for meat no expense to me, or both; 

. -or-
(For ~s not subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after 

questionfng and to have a lawyer present with me during questioning. I understand that this lawyer can be one that I 
arrange for at my own expense, or ifl cannot afford a lawyer and want one, a lawyer will be appointed for me before 

. any questioning begins. · 
4. If I am now willing to discuss the otfense(s) under investigation, with, or without a lawyer present, I have the 
right to stop answering questions at any time or speak privately with a lawyer before answering furthf;r, even ifl sign 
the waiver below.· . . 
S~ COMMENTS: Have you ever been advised of your legal rights and requested lega1 counsel? A) i) 'k-

kit-understand my rights as stated above. I am now willing to discuss the offens~(s} under investigation and make a 
statement without talking to a lawyer first and without having a lawyer present with me... · 

Witness#2 

Signature of Witness· 

NON-WAIVER CERTIFICATE· 
I do not want to give up my rights: I want a la"yer: 0 I do not want to be questioned or say anythirtg: 0 

Signature oflnterviewee: ___________ --,-__ 

DA Form 3881-E 

EXHIBIT . d 'J~ 

ooo1oa 
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r• f.,~·· r 
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7 AFFIDAVIT 
I, / HAVE. READ OR HAVE HAD READ TD Ml: THIS STATE• 

MINT WHICH BEGINS ON PAOE I AND ENDS O"'fii'GI· · , I FULLY UNDERSTAND. THE CONTENTS 01' THE INTIRE STATININT 
MADE BY Ill£, TN£ STATEMENT IS TRUE. I HAVE IHi'fiAi:iD ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM 01' EACH PAGE 
CONTAINING THE STATEIIII!NT, I HAVE MAc'£ THIS STA.TEMENT l'"lti!ELY WITHOUT HOPI! 01'" BENEI'"IT OR REWARO. WITHOUT THREAT 
01'" PUNISHMENT, AND WITHOUT COI!ItCI~H, UNLAWFUL INI'"LUENCI!:, OR UNLAWFUL INDUCEMENT. 

WITNESSES: 

/ 
/ 

O.GAK .. ATIOK 7""" 
/ 

/ ···7······· ..... 

// 

/I 
/ 

SvbicriiMotl Mtl IWNit to NfeN M,· • ,_,,.., •v"-1•14 .., I .-w 
to IHf•lnlttor ••lh•, lhl1 __ 11., ef · , 1t _ 

.. ------------~----------~---------------------

~··· 
OP ...... 

·u.s.~~-~ tllla3-34i'a27180444 .. .. ..... ; .. · ·: .. ~. . 

ooollo ---
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*/,'""' ..,,-}II ~A(r 3~ . . I ..... - • ..V/k.J I . . l;fd..b 
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· 'ic--, Jf... .G-l' ~~ . eJ~ ~./" ~ ,._..~ ..2rA,...J(!) -rAir' '4re..rJ-# ,...J .vkS- ..-....4 ..
c; Pl\ --r.lk' ,.,:rf "ff-VI~ -~ c.x.,J-r,,., .... .r Wnz_. A-t- r-~.s.. ~ ;..,.,.,. I ~PI-
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I· . . . ] .... ....,.. .iln .. , ..... t>rc.-+-... ';1'[0 _14 f.--~ .fAr ~s~tWI)._ 
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EXHIBIT ;)7 

.... 
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:. ..... ,· ... ' ·. ~ :· . 

. SWORM STATEMENT 
For use of this form, see AR 190-45; the proponent agency is ODCSOPS . 

LOCATION DATI: TIME 

G!'!ADE!5T A'rUS . . / 
SOCIAL ttCU!11TY NUMBER, .. . . .. . i.AIT NAME, ""IT NAMIE1 MIDDLIE MAMIE 

/ 
ORGANIZATION 0" ADDftlll .< ' J'•. '~ 

__ ;--· 

1, _______ ....,.. __________ ,, WANT T.O Mt.K!: THIS I"OL.L.O,.,NG STATI!NEN1' UND..,·:dA'I'H 
. / . . .. 

l 

. , . .. . . I •' 
."'i··~ •. ·• ¥" ::: 1/ ~. ~. "· ... 

. ;/ 
.// 

I 

I 

I 

INITIAL.I 01" fii:,.ION MAKINO ITATIMIENT 
IIAOII 0' 

fi'ORM 1111, I JAN H, WI;:IICH WILL •• 

.. -; ... ~·.:; 

I'AOU 
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0027 • o·a- c _r c67.9 -.:. 64999 · 

., ... _- .. .. . 

• .. 

(··· .. 

,· .. , 

...!:.!.!:!r.Si:!!AIW~!.!::k!l~IIM!Iel!~-.....,..--------- MAVI! ~llAO OR HAVE HAD ~I_AD TO Ml THII 'TATII
MttNT W)UCH 8EGIHI ON PAG. I ENOl ON P.t'OE~. I ,ULLV UNDERSTAND THE CONTitNTIOI' TMII !lNtlfiii.ITATEIIINT. . 
MADI. DY WE. TH'IE ITATEWI!NT IS TlltUE. I HAVI IN~D ALL COI"'ICTION. AND HAV& iNITIALED THiE eOTTOM 01' EACH PAGE. 
CONTAINING 'T"E ITATEifENTo I HA.VE MAO& THIS ITATIMI!NT P'R&ILY WITHoUT HO .. C OP' •&NI!P: T 0~ REWARD, WITHOU.T TN .. &AT 
OP' PUNtSHMI!NT, _AND WITHOUT C~!ReiON, UNLAW,UL INI'LUI:NCI, 0" UNL~WP'UL IND CDI ·. . 

~I.TNEI .. Ir 

O"GANIJ;ATIOM O_R ADORKU. 

• · . 

•••• 
,.._,~ 000120 
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--·----

~>-· y '-.. '~t ~;'t~J-

RIGHTSW ' RTIFI ATE 
AUTHORITY: Tide 10, United Statet Code, Seedon 3012(g) 
PRINCIPLE PURPOSE: To provide coiDmiUiden and law enforcement officials with means by which 

lnformatloa may be ac:c:urately ide•tlfied.· 
ROUTINE USES; Your Social Security Ia used u an addltloaalfalternatlve mean1 of ldeotilicatloo to facilitate filing and ntrievaL 
DISCLOSURE: Dlscloanre of your Soelid Sec~ber Is voluntary. ... · 

LOCATION: Fort Campbell, KY 42223 ~<t) .)uL cz)r.f T~ 3 P 
FILE NUMBER: 00027-03-CID679-64999-5Hl · -
NAME(Last,FirstMI):..-..SSN:- GRAD.S: E6/Active 
ORGANIZATION OR A~nsDet~ha (ODA) __ Special Forces Group, Fort 
Campbell, KY 42223 . . __ • --.·-

RIGHTS W AIVERJNON-W AIVER CERTIFICATE 
The investigator whose name appears below told me that he/she is with the United States Army Criminal 
Investigailliiillll.mand as a Special Agent and wanted to question me about the following offense(s) of which I am 
suspect~ 

Before he/she asked me any the offense(s), however, he/she made it clear to me that I have the 
following rights: 
I. I do not have to answer questions or say anything. 
2. Anything I say or do cai:t be used as evidence against me in a criminal trial. 
3. (For personnel subject to the UCMJ) ihave the right to talk privately to a lawyer before, during, and after . 
questioning and to have a lawyer present with me during questioning. This lawyer can be a civilian lawyer I arrange 
for at no expense to the Government or a military lawyer detailed for me at no expense to me, or both~ · 

- -or-
(Fo~ns not subject to the UCMJ)_ I have the right to talk privately to a lawyer before, during, and after

questi~nfn~~-;a:to have a lawyer present with me during questioning. I understand that this lawyer can be one that I 
arrange for at my own expense; or ifl cannot afford a lawyer and want one, a lawyer will be appointed for me before 
any questioning begins. 
4. lfl am now willing to discuss the offense(s) under investigation, with, or without a lawyer present, I have the 
right to stop answering questions at any time or speak privately with a lawyer before answering furth~r, even ifi sign 
the waiver below. · . ~ 'D · · · 

. 5. COMMENTS: Have you ever been advised of your legal rights and requested legal counsel? -N/A. 

._, u~derstand my rights as stated above. I am now willing to discuss the offense(s) 
statement without talking to a lawyer first and without having a lawyer present with 

. . . 

Signature of Witness 

NON-W AIVEk CERTIFICATE 
I do not want to give up my rights: I want a lawyer: 0 I do not want to be questioned or say anything: 0 

Signature of Interviewee:--------------

DA Form 3881-E 

EXHIBIT d.~ 
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\~\(;(l. .. ,,h£\.NQ;\) \~ "1:>..,~ D\-~"'0~ t-"01:> .. ' . 
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WITNESSIIII 

........... 
'; 

···, ~ • ! . 
•. ,, 'i J .. ~. ·• 

'. 

------------,1-------------~- HAVI! RI!AD OR H I! HAD READ TO MIE IS STATE• 
"""'"''""''"ON PI'GE • I FULLY UNDERSTAND THE CONTENTS OF THE.ENTIRE STATEMENT 

. . 

HAVE INITIALED ALL CORRECTIONS AND HAVIt INITIALED THIE BOTTOM Oft EACH PAGil 
DE THI$ STATEMIENT FREELY WITHOUT HOPIE 011' BENEII'IT Olt REWAIIID. WITHOUT THREAT 

Q(liEI'IICIClN, UNLAWFUL, INI"LUENCI!,.OR ~NLAWI"UL INOUCIMINT. 

• t . > • • • • 

. ; Sult•crlltetl w •w- tl. .. ,.,. -· • ,.,, .. ••IMrl•.tl ltr l.·w 
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I FULLY UNDERSTAND THE CON OP' THI! ENTIRE STATEMENT 
MADE 8Y ME. THE STATEMENT IS TRUE. I HAVI!-;:·-=f'f:-::.. ALL CORRECTIONS ANQ HAVE '"'T'~' .. ""' THE Of' EACH PAGE 
CONTAINING THE STATEMENT. I HAVE MADE THIS STATEMENT FREELY WITHOUT THREAT 
OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INI"LUE . 

ORGANIZATION OR ADDIU£11 

INITIALI.OI" Pll .. ION MAKINO ITA 

EXHIBIT ;J'g 
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AUTIIORITY: Title 10, Uulted Statet Code. Stetlon 3012(g) . 
PRINCIPLE PURPOSE: To provide comUWiders ud law enforcement offitlab vdth means by M.ltb 

Information may be aecu.ntely Identified. . . · 
ROUTINE USES: Your Soelal Security Is 11sed Is au additloaaValteruative meau ofideatification to facilitate fiUng aod retrievaL 
DISCLOSURE: Disclosure of your Social Security Number Is vo~ . . 
LOCATION: Fort Campbell, KY 422l3 DATE: I;) ~~ TIME: tJ 9~0 J-
FILE NUMBER: 01102 . 
NAME (Last, First MI): . SSN:-- GRADE/STATUS: W2/Aetive 
ORGANIZATION OR 1~) 531, 5111 Special Forces Gro11p, F«trt 
Campbell, KY 42223 

RIGHTS WAIVERINON-W AIVER CERTIFICATE. 
The investigator whose name appears below told me that he/she is with the .United States Army Criminal 
Investigat~and as a Special Agent and wanted to question me about the following offense(s) of which I am 
suspecte~ . Aggravated Assault; Conspitacy; Misprision of a Serious Offense; False Official 

Before asked me any about the offense(s), however, he/she made it clear to me that I have the 
following rights: 
I. I do not have to answer questions or say anything: 

Anything l say or do can be used as evidence against me in a criminal trial. 
• (For personnel subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after 

questioning and to have a lawyer present with me during questioning. This lawyer can be a civilian lawyer I arrange 
for at no expense to the Government or a military lawyer detailed for me at no expense io me, or both. 
. . . -or- . 

(For c~s not subject to the UCMJ) I have the right to talk privately to a lawyer before, during, and after 
questioning and to have a lawyer present with me during questioning. I understand that this lawyer can be one that I 
arrange for at my own expense, or ifl cannot afford a lawyer and want one, a lawyer will be appointed for me before 
any questi'oning begins. ·. ~ · · . 

- 4. Ifl am now willing to discuss the offense(s) under investigation, with, or without a lawyer present, I have the 
. right to stop answering questions at any time or speak privately with a lawyer before answering furth~r, even ifl sign 

the waiver below. · 
5. COMMENTS: Have you ever been advised of your legal rights and requested legal counsel? !Vt> 

fJIIr. understand my rights as stated above. I am now willing to discuss the offense(s) 
statement without talking to a lawyer first and without having a lawyer 

Signature ofWitness 

BN (CID) 
FORT CAMPBELL, KY 42223 

NON-WAIVER CERTIFICATE 
I do not want to give up my rights: I want a la\"1'er: [J I do not want to be questioned or s:iy anything: d 

Signature of Interviewee:--------------'-

DA Form 3881-E 

EXHIBIT QPl ) 
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. SWORN . 2 7 • 0 3 - C I 0 6 7 9 - 6 4 9 99 
For use of this form, see AR 1.90-45; the proponent agency is ODCSOPS 

PRIVACY ACT STATEMENT 
AUTHORITY: Title 10 USC Section 301; Title 5 USC Section 2951; E.O. 9397 dated November 22, 1943 (SSN). 

PRINCIPAL PURPOSE: 

ROUTINE USES: 

To provide commanders and law enforcement officials with means by which information may be accurately identified. 

Your social security number is used as an additional/alternate means of identification to facilitate filing and retrieval. 

4. FILE NUMBER 

, WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH: 

a 111 .f-rl'<"d Ia .f.,o;.. o P a ~hAt A t'e .tn a "1 

/}tt?h>r .I wa ~ A" 1$l...eel I hJ.f..c,-( ~d 

.1. I . __,IJII J.. ... ~;(..) I 1' t... • 
k/1-.Jt~>'( a .6 tlq 'T <i~nr!l""~ ,,.. 

1. 1 f J .j I . A/4 ~-ll 
e(J-#.. l. C). ........ -e (,/ ~ N t "'- f1... '4. ~#-- G I c. '1"0 /" 

!'fv,..b~r ~/) f~Ofle '"' J-h.e .. roo""" a.-cl 1-r:J 

.1

' ~t.J'( k~~~ 
'-· ______ ___Jr J ... I~ ~~ r ~dr- ~ eA. k ,.., \ 

IPio. /...a W1 s h. ~ !ddt:/ 

)(J-e9 #- V1 

Gen-t-r-o..l jl1tJ..kt:Jwt~h 141~~ ~~tlt:;o 

~ l o.. ;p~ol (J.. ,..J h i. .J- o./11-"t' r fA-< _ y-eff, ~ IJ<f .c ,., ... 

Mo.. k.o"" I ~ "'- fle II /.o +M t>J ~()II"' 'f:> h-0.,. -11"1 "'-e k r 

+1--~ 'f'-4t"' .._~ ~-J n.~ .J+r ~ be9 .,..,., .. ~A-eYI {$of!.y..crc.J Jll'la.~dWI~J..... 

w ~ "" ~ d.o-vJ .,.., h. , \. r~c;, ~ w c rot:!. 

I ~~ we~~ 
'---.T....----.----1---=--___,.---'7"'""':,.---_,.u.---___J I ';· Gel,.., "·' 'i. .}.., tl ~ I I' /(A. c~d 

I l't "1-C h -r fa A C) J d r"--e 6-e P.~ rt/11,. "' 

10. EXHIBIT 

ADDITIONAL PAGES MUST CONTAIN THE 

THE BOTTOM OF EACH ADDITIONAL PAGE 
MUST BE BE INDICATED. . . 

DA FORM 2823, DEC 1998 

1-~f. ;r,f? .I .4?/,t:-
STATEMENT 

BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER 

IS OBSOLETE 

'b \ tD bt,1C.. 
USAPA V1.00 

Gc591 
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..L""%/UV.J..;:J 

STATEMENT OF -------------- TAKEN AT --------

9. STATEMENT (Continued) 

·,fll, • 

' .. ~- ........ 

AFFIDAVIT 

I, ----------------:"-------• HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT 
WHICH BEGINS ON PAGE 1, AND ENDS ON I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE 
BY ME. THE STATEMENT IS TRUE; I HAVE . ALL CORRECTIONS AN[! HAVE INITIALED THE BOTIOM OF EACH PAGE 
CONTAINING THE STATEMENT. I HAVE E THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT O.R REWARD, WITHOUT THREAT 
OF PUNISHMENT, AND WITHOUT UNLAWFUL INFLUENCE, OR UNLAWFUl INDUCEMENT. . 

WITNESSES: . 

OR ADDRESS 

OF PERSON MAKING STATEMENT 

PAGE 3, DA FORM 2823, DEC 1998 

(Signature of Person Making Statemen·t} 

Subscribed and sworn to before me, a person authorized by law to· 

administer oaths, this __ ._. day of · ------ ---
at 
-----~-~-~---~----------

(Signature of Person Administering Oath) 

(Typed Name of Person Administering Oath} 

(Authority To Administer Oaths) 

PAGE OF PAGES 

USAPA V1.00 
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- ........... ~· .,.. . 

WITNESSES: 

ORGANIZATION OR ADDRESS 

INITIALS OF PERSON 

. ' . 
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LOCATION 

SWORN STA 
For use of this form, see AR 190-45; 

LAST NAME, FIRST NAME, MIDDLE NAME SOCIAL SECURITY NUMBER 

ORGANIZATION OR ADDRESS 

1,'----------------~~-----------------

~~ ·, .,_.. . . . .'\. ••• '\.... \\.; ... 1 

-~ tl 

INITIALS OF PERSON MAKING STATEMENT 

~· ., I·, '\l_ ~: .. ::. ~. .. , ... 
· ....... .-. 

PAGE 1 OF 

L PAGES MUST CONTAIN THE HEADING "STATEMENT OF TAKEN AT DATED CONTINUED. • 

PAGES 

TTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT AND BE INITIALED 
GE . OF PAGES. • WHEN ADDITIONAL PAGES ARE UTILIZED, THE BACK OF PAGE 1 WILL BE LIN£0 OUT AND THE 

TEMENT WILL BE CONCLUDED ON THE REVERSE SIDE OF ANOTHER COPY OF THIS FORM. . 

DA FORM 2823, JUL 72 SUPERSEDED DA FORM 2823, 1 JAN 6B,WHICH WILL BE USED • . . 

•• e 
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• . 
87™ :MlLITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID),. USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
22 SEP04 

DETAil-S: 
.· .. 

~b'B~t 1100, 4 Aug 04, SA-. .· MSG 
. (RET) .. who elaboratedon his previous statement. u ....... J ..... 

walking out of one of the buildings~ when he stuck his head hi one the 
interrogation rooms and saw · . He thoughtit was two or three days before 
MOWHOUS~ died. CW3 . · · I· .. · ~ere.in the room with. . . 
MOWHOUSH. There ort1t;ee other people in the room.j· . . · . · J 
r--lMSG (RET) m to the room. Shortly after, ~any othe~ people came th to 
'tne-rooih. At that · · . . the mterrogatto?-.~ . . 

· . . ~ere · . . . . . . . . good cop/bad .~P techniqunhe .. 
techriique mvolved the go9d cop askmg quest10ns, and the bad cop htttmg MOWHOUSH. MSG 
(RET) .. stated the bad cop slapped MOWHOUSH with an open hand ~~~-d ·him. ·. 
with a fist. . The bad cop also hit MO\VHOUSH with black hose. MSG (RET~escribed 
the hose as having the consistency and flexibility of rubber trim used around car windows. He 
estimated the bad cop hit MOwHOUSH tnultiple times over a period of about two minutes. At 
one point, the people on MSG (RET~s left started moving toward MOWl:IOUSH. MSG 

. (RET~ also converged on MQWHOUSH. He stated he moved toward MO~OUSH' s 
feet, and held his legs. MSG (RET-stated he might have held punched MOWHOUSH. 
He said he did not remember if he did, but he would not be able to refute it if someone else said 
they saw him hit MOWHOUSH. MSG (RE~sed the word melee to describe what · 

h~ppene~ in the. ro()m. He did not kn .. ow. what. stopped the~-ident bu~.·· described. it as being over 
"m the blmk of~n e e." MSG (RET~remembered. · · · . . as present, but could not . 
remember if SS . · was there. He also stated he knew . · CW~ and Tim 
(NFI) were at the etention facilitythat day. MSG (RET) escribed Tim as a bald, 

· stocky member of one of the Special Forces teams. He estimated he was in the room with 
~OWHOUSH on 24 Nov 03 for about ~igh~ to ten minutei ~u~ng that timel . . . • . j 

. mterrogated MOWHOUSH for five to s1x mmutes, and were htttmg MOWHOUSHlor about 
two minutes. On previous occ~sionsMSG (RET~bservedj · . ·. · . · . · [ 

Page 1 of8 

· detainees with a six to eight inch !mig piece of wood. He thought the wood 
from a hammer handle. Oused the stick to hit detainees on the fingers, toes 

DErFROM: f 

DECLASIFY ON: 
· 22 SEP 2029 

. EXHIBITp· 
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MUK~ uoc~u: 14~6019 

• 
87TH MITJTARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03 -CID679-64999 
22 SEP 04 

0 02 7 - 0 3- c 1 q 67 9 .. 64 9 99 
DETAILS: 

On one .., ..... ~..._.,,,.., .. 
oetamee·s toe when the stick. MSG Er}tl •• tad· not heard of any · · 
of the medics working atthe detention facility having to treatdetainees with broken bones. · 
MSG (RET) stated he and all members of were using interrogation methods 
consistent they were subjected to and 

The techniques included slapping the an open hand 
and the use of stress positions. He could not say how often the techniques were used, but 
described their use as commontJJace. He described the level of force used as light to moderate. 
MSG (RET) . witnessed I · · . psing the good cop/bad cop method t~ interrogate 
detainees a handful of times. He oiily observed the use of the hose to hit a · . 
MWOHOUSH . MSG 
in room with a 

· . . · MSG (RET) the . · to 
. on one occasion at- He observed an interrogator from. 3rd ACR 

(NFI) interrogating a detainee who was completely enclosed in an OD green Army sleeping bag. 
The interrogator was squatting on the detainee's chest with his feet on either side of the detainee 
flat cin the floor. · · 

(FOUO) About 0940, 5 Atig 04, SA! . . . SA and/ . loordinated with 
Dr. Dr. . . .. stated there were rimltiple blunt force mJunes to M WHOUSH noted 
during the autopsy. However, the blunt force injuries were not the cause of death. He did 
describe the blunt force trauma as significant, and stated it was consistent with a person being 
beaten. Some of the blunt force injuries appeared to have been inflicted by a long, thin object. 
Dr. stated the blunt force injuries were consistent with the events of 24 Nov 03 as 

· described by witnesses. Dr. further stated the use of the sleeping bag on 26 Nov 03, as 

~ 
Page 2 of8 
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MVK~ uoc~u: 14~6019 

• 
87TH MIT.,IT AR Y POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
22 SEP 04 

DETAILS: 

described by witnesses, would have caused MOWHOUSH to die regardless of the 24 Nov 03 
beating. The broken ribs noted at autopsy were not consistent with CPR and could h~ve 
occurred on either 24 or 26 Nov 03. Dr,- stated MOWHOUSH did have an enlarged 
heart, but that was not the cause of death. Dr.- stated the history combined with lack of 
other lethal injuries were the significant findings of the autopsy that he used to conclude the 
death was the result of asphyxiation caused by the sleeping bag . 

.. (S-!'*') About 0945, i 1 Aug 04, SA-and!. · Jiri!ervie~~dr----lat his . 
res1dence. [ · · · . [stated h: was present at the forward detentiOn fac1ht~v ?3. He 
was there mterrogatmg a detamee named -who was part of the fonner regnne' s 
Special Security Forces. He left that interrogation, and on his way out of the building he looked 
in on another interrogation and recognized MOWHOUSH. He stated! • . rvas asking . 
MOWHOUSH questions in Arabic. · . · · · . . Someone m the room, he could 
not remember who, asked him to come and ask MOWHOUSH some questions. He thought 
someone also asked I · Ito leave the room. I . · !asked a couple of questions. ·He did 
not remember what they were or what MOWHOUSH' s responses were. Shortly a~er he started 
asking questions! . !came in the room. One was hitting the floor and the wall with a 
hose.j · !then started screaming questions at MOWHOUSH.I ~stated he 
knew his role m the mterrogation was finished so he decided to go outside and smo e a cigarette. 
He stated the way!. · . . f'ere screaming was normal behavior for~.. . · Jae thought 
CW2 ~nd MSG (RET)~ere in the room, and stayed,_when he left, but he was 
not sure. While he was outside, he heard yelling and screaming coming .from the room and the 

. sound of the hose hitting the wall and the floor. He said the screaming was not the sound of 
someone crying out in pain. At one point MSG (RET)-came out of the room, and he and 
~alked.about the interrogation.! · · ·1ss~ and SSG 

HOLLEYMAN were present with him at the detentiOn facility that day, but he was not sure if 
they were in the room with MOWHOUSH. He thought there were about 20 people in the room 
when he left. He said I · jwere in the room. He heard! _· . fay to 
MOWHOUSH, "Come on tell us. We are not Sadaam Hussein. We mow you hurt a lot of 

SPECIAL AGENT, .. 
Page 3 of8 

t. 
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• 
87™ MILITARY POLICE DETACHMENT (CID)(ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
22 SEP04 

DETAILS: 

(FOUO) About 1700, 13 Aug 04, SA coordinated with SA 

its origins. 

SPECIAL .n..LJ.L.:.•" 

Page4 of8 

who related he had discovered an email message from . . 
••• A Company, 51 9th MI Bn, Fort Bragg, NC 28310. 

lun.~~tF•t1 the use hands on techniques during interrogation. SA 
he would provide this office with a copy of the email and a report explaining 

EXHIBIT S,o 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
22 SEP 04 

DETAILS: 

(FO(-!~) About 090~ 04, SA-~ceived th~ Polygraph Exa .. rnination Reports 
pertamtng to CW2 _.. SSG- and SSG HOLLEYMAN. (See Polygraph 
Examination Reports for details) 

About 0900, 22 Aug 04, SA-received SA-received the AIR of SA 
12 04 the discovery of the email message pertaining to CW3 

SA received a copy ofthe email message. A review of the message 
revealed CW3 in response to an email stating, "the gloves are coming off," 
stated he advocated the use of punching and slapping in interrogations. He also advocated the 
use of close confinement quarters; sleep deprivation, white noise and the fear of dogs and snakes. 
He closed the email by stating, "I firmly agree that the gloves need to come off" The email was 
dated' 14 Aug 03. (See AIR of SA ~nd email message dated 14 Aug 03 for details) 

(S-NF) About 0905, 31 Aug 04, SA-and~interviewed SFC 
residence. SFC _.identified S~GT 
members of the Utah National Guard, as potential in. · investigation. ~FC-
stated on 24 Nov 03, he was present when CWJ a detainee named 

- SFC-was also present for the interrogation. The interrogation was conducted at 
the forward detention facility known as . During the ~.interro ation,, CW3 

pu~ in an OD green Army sleeping bag. CW3 ..._then 
wrapped the sleeping bag with a length of electrical cord. -was standing while he was 

· placed in the sleeping bag. After ~as secured in the sleeping bag, CW3 
· . ~p and threw him on the floor. After-landed on the floor, 

jumped in the air and landed on~n a seated position. CW3 
begari to interrogat~ During the interrogation, 

... u ..... ..,u and slapped - through the sleeping bag. He also poured water on 
~twas over- fa~e. At on. e point du. ring the . · 
~leg, through the sleept~hard enough to make 
pain. Because of this he was nickname~ the- At that 

SPECIAL AG~NT .... 
Page 5 of8 

EXHIBIT :3o 
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• 
87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
22 SEP04 

DET~S: 

the sleeping bag, doused with water by d sent to the detention pens. SFC 
••••Iso stated he. witnesses SGT hit detainees during interrogation. SFC 
witnessed SGT trike a detainee with a karate cho£" . He also witnessed 
punch the same detainee in the stomach. CW3 told SFC 
his stick, a mosquito net pole, to beat up MOWHOUSH on 24 Nov 03. CW3 
SFC to not let CID see the stick. SFC said CW3 . 
and he never saw it again. SFC stated he saw several Special Forces 
detainees interrogation. He did not know the names of the soldiers. SFC 
CW2 hit a detainee· during interrogation. On 18 Nov 03, SFC-
witnessed five detainees who he thought were Saudi Arabian. 
During the the detainees with a hammer handle he carried arou8d. . ·. 
would hit the detainees on knuckles and head with the hammer handle. SFC 
saidWbeat the first four detainees to get the fifth to talk. During the interrogation 
told'sFcll "Once you get them to this point they will confess to killing Kennedy." SFC 
•••said Special soldiers were also present, but he did not say if they hit the 
detainees. told SFC "I caii understand why they need to ltit people., 
SFC 1 elated at the detention facility the da after crb a ents had 
come to the detention the death ofMOWHOUSH.' ew 
certain .. details Of the investigatiT" :d ~so. knew CID suspe .. cte eatmg 
MOWHOUSH with a rifle butt. old ~he did not hit MOWHOUSH with a rifle 
butt. fjsaid he hit MOWHOU with the hammer handle he carried with him. SFC 
~ed every time he sawC=:Jconduct an interrogationD:ould hit the detainee he 
was interrogating. He stated he was afraid! . /and called h~ sycho." SFC ••• 

. stated Special Forces soldiers and~ere routmely present when hit detainees during 
interrogation. SFC said a'tterclb colleeted the sleeping bag CW3 used 
to interrogate MOWHOUSH as evidence, CW3 instructed him to find another 
sleeping bag to replace it. SF~.. .. '· jj stated both the sleeping bag and the electrically cord· 
were replaced, but he did not witness any subsequent use of the sleeping bag during 
interrogation. After the CID investigation began, CW3 became more secretive 

SPECIAL AGENT,-· 
Page 6 of8 · 
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87™MILITARY POLICE DETACHMENT(CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT;S INVESTIGATION REPORT 
002 7 -03-CID679-64999 
22 SEP04 · 

DETAILS: 

about interrogation. only interrogate with his 
trusted circle. Both part ofth~ trusted circle. Special Forces 
soldiers began to conduct mte:rrogati.Qns VY~l)LIJ.~ of the detention facility. At one point, 
prior to MOwHOUSH' s death, CW) . the interrogators together and told them 
to discontinue the use of the sleeping this happened because a prisoner at 
A1 Asad had lost consciousness while interrogating the detainee in the 

· sleeping bag: During the me~. in CW13 · · no one was supposed to use the 
sleeping bag except for SGT--and . occasionr--ltold SF~e 

· thought he broke his ha,nd wh~n he hit a detwnee. · "I thii1IcT'broke my hand on that 
·fat mother fucker." SFC -was not · . .· . referring to 
MOWHOUSH. SFC ~escribed · · and stated there was no 
reason for-to be in believed there was no way the 
chain of command· did not know how CW3 was conducting ·interrogations. 

0.4,SA-.aanndd.~. . .· etwithMAJ. 
and CPT-ce ofthe Staff 

80913, and briefed th~in on ~his investigation. · · 
' . . 

J!:.Q!IQ) About 0900, 2 Sep 04,SA~n~ . . . Ja~empted to interview SGT 
- SG~ stated he had retained legal counsel an did not wish to answer any 
questions. · · · 

SA ~tt~lmp1ted to interview CPT· 
Commander, 11!..· o:---.nrrr"""X"--...n.:..4 .80913, regarding his 

knowledge of interrogations conducted CP~tated he 
did not wish to answer any questions. 

~Abc;mt 1400: 22 Sep 04, SA -coordinated with!. , . . 11ated 
3 ACR bnefing shdes had been found among the records maL,l.-nt-:-ru..-n-e-.-d ..... b~4~~---,J~t A1 

( ' 

SPECIAL AGENT, 
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87TH MILITARY POLICE DETACHMENT (CID) (ABN), 3D MILITARY POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT . 
0027-03-CID679-64999 
22 SEP 04 

DETAILS: 

Qaim. There vias a total of six slides dated 18 Nov 03. The fourth slide was written in the first 
person and dealt with MOWHOUSH (spelled MAHAUSH.on the slide). The slide described 
who MOWHOUSH was and what his role in the AI Qaim region was believed to be. The last 
paragraph on the slide dealt with interrogation. The slide states, "The interrogation session 
lasted several.hours and I took the gloves off because Abidrefused to play ball."! ·I 
provided SA vith a copy of the slide via secure facsimile. (See briefing slides for 
details)h/t:As'T" ~yl?t' g · · · · · .. 

SPECIAL 
Page 8 of8 
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Exhibit 34 

Pages 150- 155 referred to 

DIRECTORATE OF INFORMATION MANAGEMENT 
ATTN: FOIA OFFICER 

6151 SPECKER AVE 
FORT CARSON, CO 80913 
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Exhibit 35 

Pages 156- 158 referred to 

COMMANDER 
U.S. ARMY INTELLIGENCE AND SECURITY 

COMMAND (INSCOM) 
FREEDOM OF INFORMATION/PRIVACY OFFICE 

ATTN: IAMG-CIC-FOIA/PO 
4552 PIKE ROAD 

FORT GEORGE G. MEADE, MD 20755-5995 
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• • 
ROI NUMBER 

0027-03-CID679-64999 AGENT'S INVESTIGATION REPORT 
C/0 Regulation 195-1 

DETAILS 

. . .... appointed 
.~ an 0 Procedure 15 Investigating Officer (IO), to conduct an in 

,.r-r.rn•~nr. e with AR 15-6 into all the relevant facts and circumstances surrounding the alleged misconduct by 
rnP.r'!:lnrlnP.I as~igned or attached to the 2051

h MI Brigade (BDE), to include civilianinterrogators and interpreters, 
15 Aug 03 -!Feb 04, at the Abu Ghraib Detention Facility, Baghdad, Iraq. · · 

5 Jun 04, CW2.--.-A Compariy, 5191
h MI BN, Fort Bragg, NC, voluntarily provided a copy 

several e·mail m~were relevant to the Procedure 15 investigation to Mr.- .. 
•••• 902d MI Group, Fort Meade, Maryland, a member of the Procedure 15 investigation team ... 

AGENT'S COMMENT: CW2 -was previously deployed to Iraq and performed duties at the 
oint Interrogation and Debriefing Center (JIDC) at Abu Ghraib during the time period under investigation, 

Detainee Assessment Task Force, US Army Criminal Investigation Command, Fort Belvoir, VA 22060, 
ICOJ!ldtLCtf:a a review of the e-mail messages; which revealed on or about 14 Aug 03, CW2 received an 

message from . ·66th MI CO, which was a reply to a previously 
oTn.,.,""rn,•n e-email message from Battle Captain, CJTF -7 J2X. The inessage from . 

. . with, "~e .gl.oves are coming off ge~tlemen reg~di~g these detain~es, Col ~has. 
1t clear that we want these mdiv1duals broken. Casualties are mountmg and we need to· start gathenng 

to help protect our fellow soldiers from any further attacks. Ithank you for your hard work and your 
jdecllcEltlo:n." CPT sent his origitl.al email to three addres~ees - . . · · and ••t The recipient at-forwarded CP~e-mail message to the following 

a. 
b. 
c. 
d. 
e. 
f. 
g.' 
h . . 
I. 

J· 
k. 
1. 

(lAD 501st MI S3) 
(lAD 501 st MI BN HOC) 
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. . . .. 

. . . , • 
AGENT'S INVESTIGATION REPORT 

DETAILS 
n. 
o. 
p. 
q. 
r. 
s. 
t. 
u. 
v. 

CID Regulation 195-1 

' 
ROI NUMBER 

0027-03-CID679-64999 

to the previously described e-mail message he stated, "I spent several months in 
lll:)JLlQJ.J~,,.~.u interrogating the Taliban and al Qaeda. Restrictions on interrogations techniques had a negative 

tiiDlPal~t on out ability to gather intelligence. Our interrogation doctrine is based on former Cold War amd (sic) 
enemies. Todays (sic) enemy, particularly those in SW A, understand force, not psychological mind 

15"'.u"~ or incentives. I would propose a baseline interrogation technique that at a minimum. allows for physical 
"'"''"'t"''"t.resembling that used by SERE instructors. This allows open handed facial slaps from a distance of no 

than about two feet and back handed blows to the midsection from a distance ofabout 18 inches. Again, 
is openhanded. I will not comment on the effectiveness of these techniques as both a control measure and 

ability to send a clear message. I also believe that this should be the minimum baseline . .pther techniques 
include close confinement quarters, sleep deprivation, white noise, and a litnany (sic) ofharsher fear-up 

v ....... ,.. ......... fear of dogs and snakes appear to work nicely. I firmly agree that the gloves n~ed to come off." 
sent his reply e-:-rnail message to the all of the addressees who received the forwarded email, and 

one addressee -~us.army.smil.mil. //!LAST ENTRY/// · 

:1l, 
I 

{Automated) 
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Exhibit 37 

Pages 161 - 163 referred to 

COMMANDER 
U.S. ARMY INTELLIGENCE AND SECURITY 

COMMAND (INSCOM) 
FREEDOM OF INFORMATION/PRIVACY OFFICE 

ATTN: IAMG-CIC-FOIA/PO 
4552 PIKE ROAD 

FORT GEORGE G. MEADE, MD 20755-5995 
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87TH MILITARY POLI,DE,CHMENT (CID) (ABN), 3D .TAt. POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 

AGENT'S INVESTIGATION REPORT 
0027 -OJ-CID679-64999 
9 Feb OS 
DETAILS: 

(FOUO) Around 1745, 15 Nov 04, SA- interviewed S 
~Co, 141 st Military Intelligence (MI) Battalion, 300th MI Brigade, Utah National Guard 
(NG), Utah, 84118, who provided a verbal statement. SS~tated he deployed to Iraq 
in March of2003, and during his tour his primary mission was an · a 
Mobile interrogation Team (MIT) based out SSG 
~tated he was tasked to support 
incorporated a temporary detention area was near-
-Iraq. SSG~tated he was never involved in an gation ofMG · 
MOWHOUSH, but he wa:s at the temporary detention area the day he died, and was canvassed 
interviewed by CID. He stated he believed the only person to interrogate MG MOWHOUSH 
was CW3~e Officer in Charge (OIC) for the detention area. Further SSG 
-tated he was aware of the Sleeping Bag being used as an interrogation technique, but 
had never used it himself. He stated the only person he knew · it was CW3 
SSG~tated after the death ofMG MOWHOUSH, CW3 _told everyone 
of the death, and stated that MG MOWHOUSH died under stress, but did not go into any further 
detail. SSG-went on to say that CW3 -eld a meeting in which he put · 
out that he would do what he did because he ~erience, and ~n.terrogators) 
didn't feel comfortable then don't do it. SS~tated CW3-was . 
referring to stress positions used in interrogations but could not remember which stress position 
he was referring to. he never worked with or . · in any 
inte~with personnel Special Forces (SF). 
SS~tated he knew of no · detainees 

(FOUO) Around 1000, 16 Nov 04, SA-interviewed SSG 
-C Company, !41st MI BN, 300th MI Brigade, Utah NG, Utah, 84118, who a 
verbal statement. SSG he wa·s assigned as an Interrogator within a MIT from 
July 2003, on based out Iraq. SS~tated he was tasked to 
support the 2003, which incorporated a temporary detention area 
named which was near-Iraq. SSG-stated he never 

any with MG MOWHOUSH, and that he believed CW3 
the only person interrogating MG MOWHOUSH. SS~stated 

"""·tat't he did have with MG MOWHOUSH was assisting in loading his body into a 

Page 1 of3 
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----------- ... - .. , ........ ...__, 

87TH MILITARY POLI-~CHMENT (CID) (ABN), 3D-~ POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027 -03-CID679-64999 
9Feb0S · 

DETAILS: 

transport truck. He stated after the death, CW3 a meeting with all the 
interrogators and informed them of the death and that MG MOWHOUSH died while being 
1nterrogated iri the sleeping bag. SSG -stated he never worked With SF orc=Jle · 
also· stated the only other person he ever seen use the sleeping bag technique was SOT
SSG ~tated he knew of no abusive techniques used while interrogating detainees. · · 

(FOUO) Around 1200, 17 Nov 04, SA-interviewed SFC who 
provided a wherein he.stated he a meeting . the·interrogators 

. and wherein CW3 put out that no interrogators besides 
SGT himself were allowed to use the sleeping bag technique for interrogations. SFC 

, 03'"''"' ... the meeting was called after two interrogators (NFI) placed a detainee in the · 
s1e~~p1rtg bag, and then pretended to chamber a round in a pistol in order to get the detainee. to 
talk. SFC .. stated this ~ook place only a couple of days prior to MG · · 
MOWHOUSH's death. SFC~ould give no other details pertaining to the two 
unidentified interrogators other than he believed they were NO or Reserve soldiers, maybe under 
the command of lLT~FI). SFC~so provided hisjournal, which was 
contained in a bound notebook. SFC-tated he kept the journal during his time . 
deployed. He stated the journal contained mostly personal information but did cont~n . 
information regarding events, which he was either involved in or had first hand knowledge of; 

Agents Note:. The journal was rev~ewed for ~~on, which met with negative 
results. The Journal was then provided to Maj----Staff Judge Advocates , 
Office, Ft Carson, 80913, for review. · 

(FOUO) Around 1014,18 Nov 04, SA~dvised MAJ 
HHD 20P1 MI Brigade, Fort Lewis, WA 98513 (Former Cdr of Ml) of 
which she waived and rendered a verbal statement MAJ- stated CW3 
informed her of the death of MG MOWHOUSH; She stated when CW3 
on the phone ofMG MOWHOUSH's death he (CW3 said "the son of a bitch 
died on me", he then asked to speak to a lawyer before giving any further details of the death. · 

~""u-... ... AGENT, .. 
Page2 of3 
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87TH MILITARY POLI.DE,CHMENT (CID) (ABN), 3D£~ POLICE GROUP 
(CID), USACIDC, FORT BRAGG, NC 28310 . 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679;.64999 
9 Feb 05 

DETAILS:· 
' ' 

MAJ ~ted she saw MG MOWHOUSH the day prior to his death at the temporary 
detention area and he appeared to be fine, she stated she even spoke with him. MAJ-
stated in regards to the sleeping bag interrogation technique, CW3 her of the · 
technique in Aug 2003, but she stated she wished to confer with a defense lawyer prior to 
answering further question regarding the sleeping bag. MAJ-also stated she wished to · 
confer with a defense lawyer prior to answering questions concerning knowledge of detainee 
abuse byQSF or Mi personnet MAJ~as shown a copy of the briefing slides which 
mention MG MOWHOUSH interrogations and back ground, she stated the briefing appeared to 
have been generated and given at the Tiger Squadron, 3 ACR, level; however, she was unable to 
determine who presented the and she did not recall if she had attended the briefing. 
MAJ-stated during she visited the temporarydetention facility 
several times. MA ... change command was on 17 Jun 04. (See Waiver Certificate for 
details) · 

(FOUO) Around 1400, 7 Feb 05, S~ received the Defense Computer Forensics 
Laboratory (DCFL) report, 24 Jan 04, DCFL# 2004-1004327, detailing the examination of the 
four 3rd ACR servers. The report contained four DVD's, one :for each server examined, 
containing over 500,000 hits pertaining to the search words and phrases. (See DCFL (eport 

. for details) . ·· . · · 

Around 1020, 9 Feb 05, SA-and! ~nterviewed SF~ 
· Company, 1st BN, 1st Special Warfare Training Center, FBNC 

28310, who provided a verbal statement, in which he stated he never had contact with MG 
MOWOUSH, nor did he ever see any interrogations conducted on him. SFC-stated 
he did not recall any infOrmation concerning MG MOWOUSH. SF~so stated he 
did not recall observing any abuse by Army orJ . . 1 · 
I/III/IIII/IIIIII/II/II/I/I/I//1/IIIIIII/I/1/1//II/IILAST IT M/77117177/mlllllllll/lllllllll/lll/l/lll/l/ll/l//lllll/11/111111/ 
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-- .. , ..... """!' ..... _ 

lNG PROCEDURE/WAIVER 
For use of lllis form, see AR 190·30; the praponl!11t agency iS ODCSOPS 

DATA REQUIRED BYTHE PRIVACY ACT 

AUTHORITY: Title 10, United States Code, Section 3012(gJ oo27·o3·C 1 os79•64999 
PJUNCIPAL PURPOSE: 
ROUTINE USES: 
DISCLOSURE: 

To provide commanders and law anforcament officials with means by which information may ba accurately identified. 
Your Social Security Number is usad as an additionaUalternate means of identificatiooto facilitate ming and retrieval. 
Disclosure of your Social Security Number is voluntary. 

FILE NO. 

The investigator whoSe name appears below told me that helsha is with the United States Army Cli'""' ~~l CJA~4~ s c. t.·o""- Cc..:..-e. .... c1.._ 
,....-,,---.--.,.-...,---.,..--,-,.--..,.-,r-r------- and wanted to ~uestio.n me about the lolowing oflense(slof which I am 

Before he/she 
1. I do nat hare to answar any quastlon or say anything. 

2. . Anything I say or do can be used as avldanca against rna In a criminal trial. 
3. (for pB!sannef lubject oth' UCMJ I have the rlght to talk privataly to a lawyer before, during, and aher questioning and to have a lawyer present wilh rna 

during ~uastioning. This lawyer can be a civilian lawyer I arrange for at no expense to th~ Government or a military lawyer detailed for me at no npense to me. 

or both. 

·Or· 
tnr civilian: nbt rubject to thg UCMJJ I hava the right to talk privately to a lawyer before. during. and after questioning and to have a lawyer present with 

me during questioning. I understand that this lawyer can be one that I arrange for at my own expense, or if I cannot afford a lawyer and want one. a lawyer · 

will be appointed for me before any ~uestionlng begins. 
·4. If I am now willing to discuss the offenselsl under lnvasdgarion. with or without a lawyer present. I have a right to stop answering questions it any time, or 

speak privately with a lawyer before answering further, aven if I sign the waiver below: 

5. COMMEMTS IContinus on reverrs sidsl 

\. 

l understand my rights as stated above." I am now willing to discuss the offensalsl onder Investigation and make a statement without talking to a lawyrir first and without having a lawyer prisant with mri. 

Ia. NAME .fT ype or Ptint} 

b. ORGANIZATION OR ADDRESS AND PHONE 

2a. NAME (Type or Ptint} 

b. ORGANIZ.ATION OR ADDRESS AND PHONE 

0 I do not want to be ~mtioned or say anything 

DA FORM 3881, NOV 89 EDITION OF NOV 841S OBSOLETE USAPA·2.Dt 

e;·:s{ 

0001()'( 
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1. . WARNING ·Inform thesuspactlaccussd of: 

a. Your official position. 

b. Nature of offanselsl. 

c: lhe fact that helsha is a suspect/accused. 

RIGHTS ·Advise tha suspactlaccwed of hislhtr rights at follows: 

"Before! ask you an.Y questions, you must undorstand your rights.' 

a. "You do not heva to answar my questions or say anything.• 

b. "Anytlling you say or de can ba used as evidence against you in a criminal trial.' 

!For pprsonnslsubjectto tha UCMJJ"You have the right to talk privately to a Iawver before, 

c. during. and ahl!l questioning and to hava a lawyer present with you during questioning. This 

lawyar 

can be a civilian you arrange for at no expense to the 6ovemmsnt or a miitary lawyei ~etailad for you at no 

expense to you, or both;~ 

·or· 

(Fur civilian: hDt subject to the UCMJJ You have the right to talk privately to a lawyer before. during, and 

after questioning and to have a lawyer present with you during questioning. This lawyer can be one yoil 

arrange for at ynur own expense, or II you cannot afford a lawyer and want one, a lawyer will be appointed 

for you bafoni any questioning begins." 

d. "If you all. now willing to discUSS the offanseJsj Under inliestigatian, With 01 without a lawyer 

present. you have a right to stop answering questions at any time, or speak privately with a 
lawyer before a.nsmring ltrther, even if you sign a waiver certificate.• 

Make certain the silspectlaccused fully understands hislher rights. 

THE WAIVER 

"Do you understand your rights?' 

(lith a suspmlaccussd says ·no; dtitermina what Is not understood, and if nem~ary repeat tha 

appropriate righis advlsament.li the suspactlaccutad says "yes. • ask tha 1DHowing questionJ 

"Have you ever requestad a lawyer afiar baing read your rights?' 

01 the suspactlaccused says •yes. ·lind out ~hen and whare.lltha iaquest was recent ff.e .. fewer than 

30 days agll), obtain lagal advice whether to continue the interrogation. II the Sutpectlaeeusad says "ne,' 

or if the prior request was not racont, ask hlmlherthe folowing qusstionJ 

'Do you want a lawyer at this. time?' 

Rf the suspect/accused says "YDl:" step the questioning untW he/she has a Iawver. If the suspect/accused 

says "no.' ask himlhar the following questio.n.) 

• At this lima, are you willing to discuss the offenselsl under investigation and inake a statement withDllt . 

talking to a lawyer and without having a lawyer present with you?" (If the suspsct/accused says "ntt, • stup 

lhB imerviBW and hBV/1 him/her read and sign thB nan-waivsr sectiun Df the waiver certificate On the other 

side uf this form. If the suspect/accused says "yes. • haw l>inrlher read and sign the waivBr SBcdon ol ih6 

waivsr certifuts on the other side of this fonrr.J 

SPECIAL INStRUCTIONS 

WHEN SUSPECT/ACCUSED REFUSES TO SIGN WAIVER CERTIFICATE: If the suspactlatcused orally waives 

hislher rights butraluses to sign the waiver cartifocate;. you may proceed with the quastioning. Make · 

notations ori the waiver certlftcna to the effect that ho/sha has stated that helshe understands hislher 

rights, does not want a lawyar, wants to discuss the offansa(sl under investigation. and refuses to sign the 

waiver certificate. 

IF WAIVER CERTIFICATE.CANNDT BE COMPLETED IMMEDIAffiY: In all casas the waiver ce•tif~eatemust 

be completed as soon as possible. Every.effort should ba mads to complete the waiver certificate before 

any quastioning begins. lithe waiver cartlficate cannot be completed at once, as in the ease of strsat 

interrogation, completion may be temporarily postponed. Notes should be kept on the circumstances. 

PRIOR INCRIMINATING STATEMENTS: 

. • 

1. If the supsecllatewad has made spontaneous incriminat,ing statements bafora being properly 

advised of his/her rights halshs should be told that such statements do not obligate bimlher to 

answer further questions • 

COMMENTS /Continueif/ 

REVERSE OF DA FORM 3881 

2. If the suspectlaccusad was questioned as such either without being advised of hislhar righu or some 

question exists as to the propriety of the first statement th·a accused must be so advised. The ollice 

ol the sel'ling Staff Judge Advocate should be contacted lor assistance in drafting the proper rights 

advisal. 

NOTE: If I or 2 applies, the flietthat the suspectlaccused was advised accordingly should be noted i~ 

tha comment sBition on the waivar certificate and initialed by the suspact/accused. 

WHEN SUSPECT/ACCUSED DISPLAYS INDECISION ON EXERCISING HIS OR HER RIGHTS DURING THE 

INTERROGATION PROCESS: If during the interrogation, the suspect display$ indecision about requesting 

counsel (for axampllr, "Mayba I Should get a lawYer;·~ fuiiher questioning must cease immediataly. At that 

point. you may question tha suspsetlaccused only concerning whether he or she desires to waive counsel 

Tha questioning may not ba utiized to discourage a suspect/accused from exercising histhsr rights.IFor 

example. do not make such comments as 'If you didri't do anything Wrong, you shouldn't need an auorney.'l 

USAPAV2.0t 

'Ori . ...,.;.; ... 
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. .• UNITED STATES 4lll 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LABORATORY 

l;ligital 
Evidence 
Forensic 
Analysis 
Report 

,· 

AUTHORIZED ACCESS ONLY 

FOR OFFICIAL USE ONLY 
DCFL Fonn 4, May 99 
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•••• .. 

DEPARTMENT OF DEFENSE 
COMPUTER FORENSICS LABORATORY (DCFL) 

911 Elkridge Landing Road, Suite 300 
· Linthicum, MD 21090 

0 0 2 7 ... 0 3 .. C I 24 January 05 
0 67 9 - 6 4 9 99 . 

MEMORANDUM FOR SPECIAL AGENT IN CHARGE 87th MP Det, DSE 
Third MP Group (CID) 
Fort Bragg, NC 28307 

SUBJECT: Digital Evidence Forensic Analysis Report- DCFL 2004-1004327 

1. Support Requested: Special Agent MP Det., DSE 
submitted a request to search all supplied media for any data or significant email 
message traffic, along with other documentation that could be considered evidence in this murder 
investigation. The search authority was provided by CAPT. RHHT, 3rd 
.Armor Cavalry, Fort Carson, CO 80913. The request consisted of: 

· • Search fot files, emails, or any other digital documentation from the keywords and 
phrases provided 

• Any other tests deemed necessary 

2. · From 1 December 2004 to 24 January 2005, computer forensic 
_with the assistance ·or fo~- · 

forensic teclmicians SrA~ and 
JcondtlCt(~d an examination of the media provided. A basic search was 

conducted on each hard drives for files and free space using the search terms that were provided, 
The search provided no relevant data to support the allegation. The following shows the number 
ofhits for each tag number provided to SA-

Label 
Tag393-04 _Item 1_ HDOO l&HD002 
Tag393-04_Item2_HDOO l&HD002 
Tag393-04 _Item3 _HDOOl&HD002 
Tag393-:04_Item3 _HD003&HD004 

SPECIAL HANDLING REQUIRED 

Hit Count 
427,844 hits 
193,435 hits . 

13,810 hits 
132,197 hits 

This document is subject to a claim of privilege under military law. Handle in accordance wHh Title 10, United States Code (U.S.C.) 
Section 8013. · . · 

NOTICE • The DoD Computer Forensic Laboratory (DCFL) prepared this report at the specific request of your agency. Your 
agency Is the record custodian. You may make release of the report or the information it contains without prior DCFL approval 
under the Freedom of Information Act (5 U.S.C., Section 552) or the Privacy Act (5 u.s. c., Section 552a). 

FOR OFFICIAL USE ONLY 
"WHERE TECHNOLOGY MEETS INTEGRITY" 
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DCFL-2004-!004327 •. .• 0027-03-CID679-64999 

3. Items Analyzed: 

Item 
Compaq Blade Server, SIN 6J31JNT180EJ 

Labeled As 
Tag393-04_Iteml_HD001 & HD002 

Compaq Blade Server, SIN 6J31JNT1801Y Tag393-04_Item2_HDOOI & HD002 

BSI Domain Server, SIN BSil 024983 Tag393-04_Item3 _HDOOl, HD002, HD003 & HD004 

4. Items Provided: 

• One (1) Findings CD, labeled SECRET, titled "Findings CD" containing a list of the files 
found on the ASCII and UNICODE searches from Tag393-04_Item3_HD001 & HD002. 

• One (1) Findings CD labeled SECRET, titled "DCFL-2004-1004327 Findings CD, dated 
21-January-2005" containing a list of the files found on the ASCTI and UNICODE 
searches from Tag393-04_Item 2_HD00l & HD002 and also Tag393-~4_Item3_HD003 
&HD004. 

• One (1) Findings CD labeled SECRET, titled "DCFL Form 42 Dated 24-January-2005" 
containing a list of the files found on the ASCII and UNICODE searches from Tag393-
04_Item1_HD001 & HD002. 

Released by: 

Attachments: 
(1) Form 42 titled Findings CD 
(1) Form 42 titled DCFL-2004-!004327 Findings CD, dated 21-Januacy 2005 
(1) Form 42 titled DCFL Form 42 Dated 24-Janua.ry-2005 

FOR OFFICIAL USE ONLY 

bi;-rc. 0 QD 17-±-1-· _______. 
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Exhibit 40 

Pages 172- 178 referred to 

Department of Defense 
Computer Forensics Laboratory (DCFL) 

911 Elkridge Landing Road 
Suite 300 

Linthicum, MD 21090 
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UNITED STATES . 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

0 02 7 - 0 3 • C I 0 6 7 9 ... 6 4 9 99 

Date: 21 January 2005 

DCFL-2004-1004327 . \ 
USACIL-2004-CID131-2130 

FOR OFFICIAL USE ONLY 

bt.1C. fy~~ I 
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1-Dec-04 

DoD Computer Forensics 
DCFL # 2004-1004327 (:ase # 0027-03-CID679-64999 

Kec:eJVE~a case 
Case Information: · 
DCFl-2004-1004327. O O "l .... .,. <::.~ · .. r· ·. 
USACIL Case Number: 2004-CID1.31-2130 4 ' 1 · r "" \.,.. 
Submitter Case Number: 0027-03-CIOS79-64999: 

~---~ial Agent in Charge 
87th MP DET, DSE . 

. Third MP Group (CID) . 
Fort Bragg, NC 28307 
COIVi:·910.396.6429/4311/8806 
·FAx Extensions: 8595/8607 
Email:-

SUBJECT: 
Unknown 

SYNOPStS OF THE CASE: MUrder. This is a SECRET case; 

EVIDENCE SUBMITTED: · 
Exhibit 1 -One (1) Blade Server, serial number 6J31JNT180EJ 
Exhibit 2- One (1) Blade Server, serial number 6J31JNT1801Y 
Exhibit 3- One ( 1) DOmain Server, serial number BSI1 024983 

SUPPORT REQU!:STED:: . . . 
Search of the aforementioned computer equipment, to include any internal hardwate or storage m~ia 
for. any files, electronic data or significant email message traffic, along with other · documi:mtation that 
could be. considered evidence. Using the keyword list provided search for files, emails, or any other 
digital documentation. · · 

Image Drive 1 ~ Tag393..04_1tem1_HD001 &·HD0021mages 

t-w,...,...,es_t,...,.em~o,....,ig,..,.ita-:-:-::-1 M~o=d=e...,..l W.-:--D_1_so_o_B_B_. --~--'---~--'-----~ ... 
~IN: WMACK1264754' 
DCFL #: MB13472 
Size: 160GB 
Marked: Secret 

Image DriVe 2- Tag393-04_1tem2_HD001 & H0002 Images 
. Western Digital- WD2000BB 
S/N: WMACK1412998 
DCFL #: MB13693 
Size: 200GB 
Marked: Secret 

Connected to the Examiner LAN and all program Updates. The Cleaner has been UI.IUc:nou 

to version 3713, Symantec Antivirus signature file was updated to 17-Nov-04. Also·downloaded current 
FBI and NCME hash sets. . . 

000180 

ACLU-RDI 5170 p.148



13-Dec-04 

27-Dec-04 

DoD Computer Forensics 
· . DCFL # 200+1004327 Case# 0027;.{}3-CID679-64999 

Received 

Operating System Hard Drive .... C: & D: 
Seagate Model ST34081 OA · 
SIN: 5FB73794 
DCFL #: MB14022 . 
Size: 40GB 
Labeled: DCFL Fred 2.8 OS XP Pro/Linux (Secret) 

Findings Hard Driv.e - L: 
Western Digital Mociel WD2500JB 
SIN: WMAEP1435826 . 
DCFL #: MB15478 
Size: 250GB 
Marked: Secret 

10:59:43 AM Completed salvage for item 
04_1tem2_HD_001 {2) => Tag393-04_1tem2_HD_001 (3)) stats follow. 

en.· 

-.o 
II 

Cf). 

0 

• ._...; 
C\1 
0 
o· 

1/14/2005 10:59:43 AM salvaged (113) file(s) for definition (Enhanced Meta File). 
'1/14/2005 10:59:43 AM salvaged (0) file(s) for definition(Word Perfect). 
1/14/2005 10:59:43 AM salvaged (962) file(s) for definition (MS Word 4-5). · 
1/14/2005 10:59:43 AM Salvaged (1283) file(s) fordefinition (MS Word 1). 
1/14/2005 10:59:43 AM Salvaged (1264) file(s) for.definition (MS Word 2}. . 
1/14/~005 10:59:43 AM Salvaged (457) file(s) for definition (M$ Word or MS Excel). 
1/14/2005 10:59:43 AM Salvaged (3) file(s) for definition (Rich Text File). 
1/14/200510:59:43 AM Salvaged (0) file(s) for definition (Windows Write). 
1/14/200510:59:43 AM Salvaged (0) file(s)for definition (Lotus123 (1)). 
1/14/200510:59:43 AM Salvaged (0) file(s) for definition (Lotus123 (2)). 
1/14/2005 10:59:43 AM Salvaged (3) file(s) for definition (Lotus123 (3))~ 
1/14/2005 10:59:43 AM Salvaged (0) file(s) for definition (MS Works). 
1/1412005 10:59:43 AM Salvaged (0) file(s) for definition (MS Excel3-4)~ . 
1/14/2005 10:59:43 AM Salvaged (0) file(s) for definition (Data lnterchahge Format} .. 
1/14/2005 10:59:43 AM Salvaged (457) file(s) for definition (MS Excel or M$ Word). 
1/14/2005.10:59:43 AM Salvaged (461) file(s) for definition (MS Office Catch'-AII}: 
1/14/2005 10:59:43 AM Salvaged (6) file(s) for definition (MS Access Db). 
1/14/200510:59:43 AM Salvaged (0) file(s) for definition (Outlook Mail).· 
111412005 10:59:43 AM Salvaged (1) file(s) for definition (Outlook Express Mall Dump). 
1/14/2005 10:59:43 AM Salvaged (0) file(s) for definition (Outlook Express Mail Index). 
1/141200510:59:43 AM Salvaged (0) file(s) for definition (Outlook Express Mail Box). 
1/14/2005 10:59:43 AM Salvaged (0) file(s) for'definition (Outlook Offline Storage). · 
1/14/2005 10:59:43 AM Salvaged (0) file(s) for definition (AOL MailBox). 
1114/200510:59:43AM Salvaged {46) for definition (ZIP Files). 

· definition 

bt.]---==C.=-1 _-----..,;00~0 1.¥...L....81 -
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Completed salvage for Media item . 
04_1tem2_HD_002 (4) => Tag393-04_1tem2_HD_002 (5)) stats folloW. 
1/15/2005 12:43:50 PM Salvaged (91) file(s) for definition (Enhanced Meta File}. 
1/1512005 12:43:50 PM Salvaged (0) file(s)ior definition (Woi'd Perfect). 
1/15/2005 12:43:50 PM Salvaged (997) file(s) for definition (MS Word 4-5). · 
1/15/200512:43:50 PM Salvaged (1334) file{s)for definition (MS Word 1). 
1/15/200512:43:50 PM Salvaged (1209) file(s) for definition (MS Word 2), 
1/1512005 12:43:50 PM Salvaged (466) file(s) for definition (MS Word or MS Excel). 
1/151200512:43:50 PM Salvaged (7) flle(s) for definition (Rich Text File). 
1/1512005 12:43:50 PM SalVaged (0) file(s) for definition (Windows Write}. 
1/15/200512:43:50 PM Salvaged (0) file(s) for definition (lotus123 (1)). 
1/15/200512:43:50 PM Salvaged (0) file(s) for definition (lotus123 (2)). 
1/151200512:43:50 PM SalVaged (0) file(s) for definitioh(Lotus123 (3)). 
1/15/2005 12:43:50 PM Salvaged (0) file(s)for definition (MS Works). 
1/1512005 12:43:50 PM SalvaQed (0) flle(s) for definition (MS Excel 3-4). 
1/151200512:43:50 PM Salvaged {0) file(s) for definition (bata Interchange Format). · 
1/151200512:43:50 PM Salvaged (466) file(s)for definition (MS Excel or MS Word). 
1115/2005 12:43:50 PM Salvaged (468) file(s) for definition (MS Office Catch-All). 
1/15i200512:43:50 PM Salvaged (3) file(s) fordefinition(MS Access Db). 
1/15/2005 12:43:50 PM Salvaged (0) file(s) for defi~ition (Outlook Mail). 
1/15/200512:43:50 PM Salvaged (0) ijle(s) for definition (Outlook Express Mail Durrip}. 
1/1512005 12:43:50 PM Salvaged (0) file(s) for definition (Outlook Express Mail Index). 
1/15/200512:43:50 PM Salvaged (O)file(s} for definition (Outlook Express Mail Box)( 
111512005 12:43:50 PM Salvaged (0) file(s) for definition(Outlook Offline Storage). · 
1/15/2005 12:43:50 PM Salvaged (0) file(s) for definition (AOL MailBox); 
1/15/2005 12:43:50 PM Salvaged (39) file(s) for definition (ZIP Files) •. 
1/15/2005 12:43:50 PM Salvaged (1050) file(s) for definition (ARJ Files). 
1/15/200512:43:50 PM Salvaged (21) for definition (HTML (1)). 
1/15/200512:43:50 PM Salvaged for definition (HTML 

1004327 => TaCII39~1-04 
1/14/2005 11:05:20 
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found in 0 objects. . . . . . 
1/14/2005 11:05:20 AM Completed Unicode basic search of file objects for Evidential Media=> 0 hit(s) 
found in 0 objects. · . . . · . • . . 
·1/14/2005 11:05:20 AM Started basic searcl:l· of file slack for Evidential M~ia item (DCFL-2004-1004327 
"'> Tag393-04_1tem~HD_001 (2) => Tag393:.o4_1tem2_HD_001 (3}). . 
111412005 11:05:20 AM Completed ASCII basic search of ·file slack for Evidential Media => 0 hit{s) 
fo~ . . . . 

1/14/2005 11:05:20 AM Completed Unicode basic search of file slack for Evidential Media=> 0 hit(s) 
found. · 
1/14/2005 11:05:20 AM Started basic search of salvage for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04_1tem2_HD_001 (2) => Tag393-Q4_1tem2_HD_001 {3)). . . 
1/14/200512:11:31 PM Completed ASCit basic search of salvage for Evidential Media=> 276~ hit(s) · 
found in 1085 obielcts. 

for Evidential Media => 681 

000182 
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found in 269 objects. . 
1/14/2005 12:11:33 PM Started basic search of free space for Evidential Media item (DCFL-2004-
1004327 => Tag393-04_ttem2_H0_001 (2) => Tag393-04_1temZ_HD;.;.001 (3)). 
1/14/2005 12:11:48 PM Completed ASCII basic search of free space for Evidential Media=> 1 hit(s) 
found. . · · . . 
1/14/200512:11:48 PM Completed Unicode basic search of tree space for Evidential Media=> 0 hit(s) 
found. . · · . . _ · . . · · . . · · ·. . 
1/14/200512:11:48 PM Started basic search of unused space for Evidential Media item (DCFL-2004-
1004327 => Tag393-04_1tem2_H0_001 (2} => Tag393-04_1tem2_HD_001 {3)). . 
1/15/200510:50:46 AM Completed ASCII basic search of unused space for Evidential Media =>104985 
hit(s) found. . · · . · . · · . · · · . . 
11151200510:50:47 AM Completed Unicode basic,search of unused space .for Evidential Media=> 

terms provided by 

search of file objects for Evidential 
=> (4) =:> Tag393-04_1tem(_H0_002 (5)). · . 
. 1/17/2005 8:35:09 Completed ASCii basic search of file objects for Evidential Media=> 0 hit(s) 
found in 0 objects. . . . 
1/17/2005 8:35:09 AM Completed Unicode basic search of file objects for Evidential Media=> 0 hit(s) 
found in o objects. · . . . . . . 
1/17/2005 8:35:09AM Started basic search of file slack for Evidential" Media item (DCFL-2004-1004327 
=> Tag393-04.: . ..Jtem2_HD;_002 (4) => Tag39~04_1tem2_HD_002 (5)). . 
1/17/2005 8:35:09 AM Completed ASCII basic search of file slack for Evidential Media=> 0 hit(s):found~ 
1/17/2005 8:35:09 AM Completed Uni.code basic searCh of file slack for Evidential Media=> o hit(s) 
found. · · · . · . · . . . 
1/17/2005 8:35:09 AM Started basic search of salvage for Evidential Media item (DCFl-2004-1004327 
=> Tag39~-04_1tem2_HD_002 (4) => Tag393-D4_1tem2_HD_002 (5)). · . : ~ · 
1/17/200510:21:21 AM Completed ASCII basic search of salvage for Evidential Media=> 5949 hit{s) 

· found in 2152 objects. . . . · · · · . · . . . . . · 
1/17/200510:21:21 AM Completed Unicode basic search ofsalvage for Evidential Media=> 972hit(s) 
found in 523 objects. · · · . 
1/17/2005 10:21:21 AM Started basic search of free space for Evidential Media item (DCFL-2004-
1004327 => Tag393-04jtem2_HD_002 (4) => Tag393-04_1teni2_HD_002 (5)) . 
. 1/17/200510:21:34 AM CompletedASCII basic search offree space for Evidential Media=> 0 hit(s) 

· found. · . . 
1 117/200!5 10:21:34 AM Completed Unicode basic search of free spaee for Evidential Media => o hlt{s} 
found. · · ·· · · · · · . 
1117/2005 10:21:34 AM Started basic search of unused space for Evidential Media item (DCFL-2004-
1004327 => Tag393-04;_1tem2 ..... HD_002 (4) => Tag393-04.:_1tem2_HD;..002 ($)). · 
1118/200S 9:04:00 AJ'II Completed ASCII basic search of unused space for Evidential Media=> 105156 
hit(s) found. · · 
1/18/2005 9:04:01 AM.Completed Unicode basic search ofunused space for Evidential Media=> 17426 
hit(s) found .. · 

the following additional drives.from Image . 

_Image Drive 3- Tag393-04_1tem3_HD003 & HD004 Images 

Western Digital Model WD1600BB 

SIN: WMACK1343832 

DCFL #: MB13742 

Size: 160GB 

Marked: Secret 

0 
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DoD Computer Forensics Laboratory 
DCFL # 2004-1004327 Case## 0027-03..CID679-64999 . 

Examiner Notes 

Image Drive 2-Tag393-04_1tem3_HD001 & HD002 Images . 
Western Digital -Model WD2000 
SIN: WMACK1305673 
DCFL #: MB13730 
Size: 200GB 
Marked: Secret 

. 7 a .c ' 1)67 9 .. s4 9 99 "' r.9 ... (\ "' . 
. . V v- ""' 

28~Dec-04 Received the rest of the media from , forensic technician. The following is an inventory of 
what I received: 

1) Seagate Barracuda ATA IV, Model ST380021A, 80GB, S/N: 3HVOVH6F, MB13109, labeled: 
'Restore ltem2 HD 002 4327' · 

2) IBM Deskstar, Model DTLA-307075, 76.8GB, SIN: YSG52336, MB12483, labeled: 'Tag393-04-
ltem2_HO_OQ1 Copy (Good)' · 

3) IBM Deskstar, Model DTLA-307075, 76.8GB, SIN: YSG5K123, MB11790, labeled: 'Tag393..04-
ltem2_HD_002 Copy (Good)' . 

4) Seagate Barracuda ATA IV, Model ST380021A, 80GB~ S/N: 3HVOVH6N, MB13107, labeled: 
'Tag393-04_1tem 3_HD_001 Copy' · ·· . . 

5) Seagate Barracuda ATA IV, Model ST380021A, 80GB, SIN: 3HV3ZJlN, MB13316, labeled: 
'Tag393-04_1tem 3_HD..:.002 Copy (Failed)' · . 

6) Maxtor, ·Model D740X-6L, 80GB, SIN: 664207718861, MB14864, labeled: 'Tag393-04_1tem 
3_HD_003 Copy (Failed)' . . . 

7) Seagate BarracudaATA IV, Model ST380021A, 80GB, SIN: 3HV49AS1, MB13770, labeled: 
( 'Tag393-04_1tem 3_HD_004 Copy' . . ·. · . 

8) Hitachi-Deskstar, Model HDS722580VLAT20, 82.3GB,. S/N: C2TPOSMM, MB15529,. labeled: 
'4327 Item 3 HD 002 Restore' 

9) IBM Deskstir, Model DTZA-307075, 76.8GB, S/N: YSGtiA402, MB12412,\labeled: • 4327 Item 
3 HD 004 Restore' · · · · 

10) u3M Deskstar, ModeiiC35L080AWA07-0, 82.3GB, S/N: A4H5V27G, MB13582, labeled: '4327 
. Item 3_HD_003 Restore' 

11) Seagate Barracuda ATA IV, Model ST380021A, 80GB, S/N: 3HVOVH3Y, MB13077, labeled: 
'4327 Item 3 HD 001 Restore' . · . · . .· · . · · 

12) Seagate Barracuda ATA IV, Model ST3B0021A, 80GB, S/N: 3HV3GSPN, MB13334, labeled: 
'4327 Item 1 HD 002 Restore' · . . . . · . 

13) IBM Deskstar, Model DTLA-307075, 76.8GB, SIN: VSG5N320, MB12441, labeled:· 4327 Item 
· · 1_H0_002 Copy (Good)' . . . · . . . · 

14) IBM Deskstar, Model DTLA-307075, 76.8GB, SIN: VSFQR910, MB11762, labeled:' None' 
15) Maxtor, Modei98196H8, 81.9GB, S/N: V80M8Q4C, MB12380, labeled: 'Restore Item 2_HD_001 

4327' . 
16) Seagate, Modei340810A, 40GB, S/N: 5FB7373C,MB13151, labeled: '4327 .16202 OS' i DCFL 
. FRED 2.8 OS XP Pro/Linux' . . 

29-Dec-04 A salvage of drive. free space was conducted on Tag393-04_1tem3_HD003, salvaged for the following 
file tvoes: ARJ, ZIP; Database, email boxes spreadsheets web word-m-oeessing_ documents. 
1/12/2005 9:20:51 !WI Started salvage for Evidential Media item (OCFL-2004-1004327 => Tag393-
04_1tem3_HD_003 (8) => Tag393-04_1tem3~HD_003 (9)). 
1/1212005 11:45:10 AMCompleted salvage for Evidential Media item (DCFL-2004-1004327 => Tag393-
04_1tem3_HD,:_003 (8) => Tag393-04_1tem3_HD_003 (9)) stats follow. · 

· · 1/121200511:45:11 Mil Salvaged (101) file(s) for definition (Enhanced Meta File). 
1/1212005 11 :45:11/WI Salvaged (42) file(s) for definition (Word Perfect). 
1/12/2005 11:45:11/Wc Salvaged (1084) file(s) for definition (MS Word 4-5}.· 
1/12/200511:45:11 AM Salvaged (1259) file(s) for definition (MS Word 1). 
1/12/200511:45:11 Mil Salvaged (1202) file{s) for definition (MS Word 2). · 
1112/200511:45:11 AM Salvaged (13614) file(s) for definition {MS Word or MS Excel). 
1/1212005 11=45:11 AM Salvaged (157) file(s) for definition (Rich Text File). 
1/121200511:45:11 AM Salvi!iQedlHfile(sffordefinition (Windows Write). 
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11:45:11 AM :sen1amm 
1/12/2005 11:45:11 AM Salvaged (0) file(s) for definition (Lotus123 (2)). 
1/121200511:45:11 AM Salvaged {O}file(s)fordefinition {Lotus123 {3)} .. 
1/1212005 11:45:11 AM Salvaged (0) file(s) for definition (MS Works). 
1/1212005 11:45:11 AM Salvaged (0) file{s) for definition (MS Excel 3-4). · 
1/1212005 11 :45:11 AM Salvaged (0) file(s) for definition (Data Interchange Format). . 
1/1212005 11:45:11 AM Salvaged (13614) file(s) for definition (MS Excel or MS Word). 
1/1212005 11:45: 11 AM Salvaged ( 13712) file( s) for definition (MS Office Catch-All). 
1/1212005 11:45:11 AM Salvaged (182) file(s) for definition (MS Access Db). 
1/1212005 11:45:11 AM Salvaged (7) file(s) for definition (Outlook Mail). . 
1/1212005 11:45:11 AM Salvaged (0) file(sj for definition (Outlook Express Mall Dump). 
1/1212005 11:45:12 AM Salvaged (0) file(s) for definition (Outlook Express Mail Index). 
1/12/200.5 11:45:12 AM Salvaged (1) file(s} for definition (Outlook Express Mail Box). 
1/121200511:45:12 AM Salvaged (7) file(s) for definition {Outlook Offline Storage). 
1112/200511:45:12 AM Salvaged (0) file(s} for definition (AOL MailBox), 

. 1/1212005 11:45:12 AM Salvaged {109)file{s) for definition (ZIP Files). 
1/12/2005 11:45:12 AM Salvaged 243) file(s) for defini.tion (ARJ Files). 
1/12/200511:45:12. AM Salvaged file(s) for definition (HTML (1}). 
1/12/2005 11:45:12 AM Salvaged file(s) for definition (HTML (2)). 

2 AM · for tiAfiinitir\n 

I 

-· 
0 

II 

~--~----~~~~~~~ Received is an· 
inventory of what I . . . . . 

.1) Seagate, Model ST340S10A, 40GB, SIN: 5FB73FT4, MB13135, labeled: .'DCFL FRED 2.8 OS 
XP Pro/Unux' · · · 

2) Western Digital, Model WD2000-BB, 200GB, SIN: WMACK1449719, MB13697, labeled: 
. 'Images (2) Item 3_HD_001 & HD_002' · · . · · . . . . .· . 

3) Western Digital, Model WD2000-BB, 200GB, SIN: WMAEH2.309085, MB15633, labeled: 'Item 
3_HD_003 & HD_004 Images (2.)'.. . \ . · . 

4). Western Digital, Model WD2000~BB, 200GB, SIN: WMAEH2298177, MB15622, labeled: 
·1 HD_001 HD_002 Images {2)'. 

5) M9del WD2000-BB, 200GB, MB13712, labeled: 

prmt;ided by 

basic 
=> Tag393-04_1tem3_HD_003 (8) =>. Tag393-04_1tem3_HD_003 (9)). . . . . 
1/17/2005 8:41:57 AM Compl~ted ASCII basic search of file objects for Evidential Media ='> 0 hit(s) 

. found hi o objects. . . . . · . · . . · · . . . . .. 
1/17/2005 8:41:57 AM Completed Unicode basic search of file objects for Evidential Media=> o hit(s) 
found in 0 objects. . · . . ' 
1/17/2005 8:41:57 AM Started basic search of file slack for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04_item3:..,HD_003 (8) => Tag393-04_ltem3 ..... HD_003 (9)). · .·.· . . 
1/17/2005 8:41:57 AM Completed ASCII basic search of file slack for Evidential Media=> 0 hit(s) foUnd~ 
1111/2005 8:41:57 AM Completed Unicode basic search of file slack for Evidential Media=> 0 hit(s) 
found. , · ·. . . · . · · . · · 
1/17/2005 8:41:57 AM Started basic search of salvage for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04_1tem3_Hb_003 {8} => Tag393-04_ltem3_HD_003 (9)}. . . .· . · . 
1/17/2005 7:13:05 PM Completed ASCII basic search of salvage for Evidential Media item=> 48066 
hit(s} found in 12565 objects. · · 
1/17/2005 7:13:05 PM Completed Unicode basic search of salvage for Evidential Media=> 1751 hit(s) 
found in 728 objects. · .·· . . · .· · . . 
1/17/~005 7:13:05 PM Started basic search of free space for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04:..,1tem3 ..... HD_003 (8} => Tag393-04_1tem3_H0_003 (9}}. . . 
1117/2005 7:33:56 PM Completed ASCII basic search of free space for Evidential Media=> 0 hit{s} 
found. 
1/17/2005 Unicode basic search of free for Evidential Media=> 

000185 
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12-Jan-05 

12-Jan-05 item 

12-Jan-05 

_004 (11 )) stats follow. 
1/12/2005 2~14:48 PM salvaged (114) definition (Enhanced Meta File). 
1i1212Q05 2:14:48 PM .Salvaged (37) file(s) tot definition (Word Perfect). 
1/12/2005 2:14:48 PM Salvaged (1088), file(s} for definition (MS Word 4-5). 
1/12/2005 2:14:48 PM Salvaged (1174) file(s) for definition (MS Word 1}. 
1/1212005 2:14:48 PM Salvaged (1229) file(s) for definition (MS Word 2}. · . 
1/12/2005 2:14:48 PM Salvaged (13610) file~s) for definition (MS Word or MS Excel}, 
1/1212005 2:14:48 PM Salvaged (150) file(s) for definition (Rich Text F=ile). 
1/1212005 2:14:48 PM Salvaged.(O) file(s) for definition (Windows Write).· 
1/1212005 2:14:49 PM Salvaged (0) file(s) for definition (Lotus123 (1)). 
1/12/2006 2:14:49 PM Salvaged (0) file(s) for definition (Lotus123 (2)). · 
1/12/2006 2:14:49 PM Salvaged (0) file(s) for definition (Lotus123 (3)). 
1/12/2005 2:14:49 PM Salvaged (0) file(s) for definition (MS Works). 
1/1212005 2:14:49 PM Salvaged (0) flle(s) for definition (MS Excel3-4). 
1/1212005 2:14:49 PM Salvaged (0) file(s) for definition (Data Interchange Format). 
1/1212005 2:14:49 PM Salvaged (13610) flle(s) for definition (MS Excel or MS Word}. 
1/12/2005 2:14:49 PM Salvaged (13708) file(s) for definition (MS Office Catch-All). 
1/1212005 2:14:49 PM Salvaged (199) file(sl for definition (MS Access Db). 
1/12/2005 2:14:49 PM Salvaged (20) file(s) for definition (Outlook Mall).· 
1/12/2005 2:14:49 PM Salvaged (0) file(s) for definition (Outlook Express Mail Dump). 
1/1212005 2:14:4~ PM Salvaged (0) file(s) for definition (Outlook Express Mail Index). · 
1/1212005 2:14:49 PM Salvaged (1) file(s) for definition (Outlook Express Mall Box):\ 
1/1212005 2:14:49 PM Salvaged (20} file(s) for definition (Outlook Offline Storage). · 
1/12/2005 2:14:4.9 PM Salvaged (0) file(s} for definition (AOL MailBox). 
1/12/2005 2:~4:49 PM Salvaged (112) file{s) for definition (ZIP Files). 
1/1212005 2:14:49 PM Salvaged (1248) file(s) for definition Files)·. 
t/12/2005 2:14:49 PM Salvaged (137)file{s) for definition (1))~ · 
1/1212005 2:14:50 PM Salvaged (546) file{s) for definition (2))~ 

,...,.., ....... n basic 
=> Tag393-04_1tem3:._HD_004 (10) => . _HD_004 (11)). . . . 
1/12/2005 2:30:52 PM Completed ASCII basic search of file objects for Evidential Media item (DCFL;. . 
2004-1004327 => Tag393-04:...1tem3_HD_004 (10) => Tag393-04_1tem3_HD_064 (11)). 0 hit(s) found in 
0 objects. · . . . · · · 
1112/2005 2:30:52 PM Completed Unicode basic search of file objects for Evidential Media item (DCFL-
2004-1004327 => Tag393-04_1tem3~HD _004 (1 0) => Tag393-04_1tem3_HD_004 (11 )). 0 hit(s) found in o•• .. . . . . 
1/12/2005 2:30:52 PM Started basic search of file siack for Evidential Media item (DCFL.;.2004-1004327 
=> Tag393-04_1tem3_HD-'004 (10) => Tag393-04_1tem3_HD.:...004 (11)). . 
1/1212005 2:30:52 PM Completed ASCII basic search of file slack for EvideritiatMedia item (DCFL-2004-
1004327 => Tag393-04_1tem3_HD_004 (10) => Tag393-04_ltem3_H0_004('11)). o hit(s) found: 
1/12/2005 2:30:52 PM Completed Unicode basic t;eareh of file slack for Evidential Media item (DCFL-
2004-1004327 => iag393-04_1tem3_HD_004 (10) => Tag393-04_1tem3_HD_004 (11)). 0 hit(s) found. 
1/12/2005 2:30:52 PM Started basic search of salvage for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04_1tem3_HD_004 (10)::;>Tag393 .. 04_1tem3_HD_004 (11)). 
1/13/2005 8:11:28 AM Completed ASCII basic search of salvage for Evidential Media item (DCFL-2004-
1004327 => Tag393-04_1tem3_HD_004 (1 D)=> Tag393-04_1tem3_HD.;._004 (11 )). Renewed counts-

00018(J 
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1/1 8:11:39 AM (DCFL;. 
4004-1004327 => Tag393-04_1tem3_HD_004 (10) => q_004 (11}). Renewed count$ 
-78074 hit(s) found in 19669 objects.· . · · .. . 
1/13/2005 8:11:39 AM Started basic search of free space for Evidential Media item (DCFL-2004-1004327 
=> Tag393-04_1tem3_HD_004 (10) => Tag393-04_1tem3_HD_004 (11)). · · 
1/13/2005 8:55:36 AM Completed ASCII basic search of free sp~ce for Evidential Media item {DCFL-
2004-1004327 => Tag393-04_1tem3_HD_004 (10) => Tag393-04_1tem3_HD_004 (11)). 280 hit{s) found. 
1/13/2005 8:55:46 AM Completed Unicode basic search of free space for t::vidential Media item (DCFL-
2004-1004327 => Tag393-04_1tem3_HD_004 (10~=> Tag393-04_1tem3_HD;....004 (11)). 724 hlt(s) found: 
1/1312005 8:55:46 AM Started basic search of unused space for Evidential Media item (DCFL-2004-
1004327 => Tag393-04_1tem3_HD_004 (10f=> Tag393-04_1tem3_HD_004 (11)). 

MB13730 to Forensic 
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. • 
DEVIATION FROM STANDARD CONFIGURATION 

30 December 2004 

CI-20 v1.2 

Need to rip and/or decoi:J.struct emails for case. 

. .... 

'·. 

' 

Add the FTK application and use the deconstruct capability. 

\. 

0 TECHNICAL DIRECTOR 0 RDT&E' D 

r\nn 1~'""~0 
. '; ... . ) 
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\ 
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Initial~ 
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Exhibit 40 

Pages 202 - 206 referred to 

Department of Defense 
Computer Forensics Laboratory (DCFL) 

911 Elkridge Landing Road 
Suite 300 

Linthicum, MD 21090 
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12 05 

13 Jan 

Department of Defense Computer Foren 
Page 

• Loaded images provided by . into llook v. 8.0. . . 
• Filesystem map revealed two separate image sets (two different hard ·drives 

were image~ 'onto same large capacity image drive) 
• Partition Traverse was run and revealed the following: 

o HD_1 contained two NTFS partitions with intact logical filesystems that 
appeared to be identical; first partition was hashed to create a hash list; 
that hash list was ·used to negative hash the second partition; all files. · 
from second partition were eliminated-confirming that seoond partition 
was exact copy of first partition · 

o HD _2 contained no logical fifesystem, and appeared to contain only . 
unallocated space . . . . 

• llook identified HD _1 as being 68.4 GB in size, with 27.2 GB oHree space 
• llook ·identified HD as 205 GB in s with 205 GB of free 
• Performed search on HD _1 using search terms provided by case agent; results. 

as follows:· . 
o 1/13/2005 3:17:57 PM Failed to search object (50676) mimed 

(\WINNn$NtServicePackUninstall$\ldapsvcx.dll) for Evidential Media 
item (4327 => 4327 =>Blade Server HD_1 (3)). · · . 

o 1/13/2005 4:38:41 PM Completed ASCII basic searchoffileobjects for· 
Evidential Media item (4327 => 4327 =>Blade Server HD_1 (3)).46996 · 
hit(s) found in· 3q24 objects. · · 

o 1/13/2005 4:38:41 PM Completed Unicode basic search of file objects 
for Evidential Media item (4327 => 4327 => Blade Se!Wr HD_1 (3)). 
1391 hit(s) found in 369 objects. 

o 1/13/2005 4:38:41 PM Started basic search of file slack for Evidential 
·Media item (4327 => 4327 =>Blade ServerHD .... 1 (3)). · 

o 1/13/2005-4:41:16 PM Failed to search file slack of object (9200) named 
(\$Extend\$UsnJrnl) for Evidential Media item (4327 => 4327 => Blade 
Server HD_1 (3)). . 

o 1/13/2005 4:57:17 PM Completed ASCII basic search offile slack.for 
Evidential Media item (4327 => 4327 =>Blade Server HD_.;1 (3)). 129 
hit(s) found. . · . . . . · . · . 

o 1/13/2005 4:57:17 PM Completed Unicode basic search of file s.lack for 
Evidential Media item (4327 => 4327 =>Blade Server HD _1 (3)). 22 

. hit(s) found. · · 
o 1/13/2005 4:57:17 PM Started basic search of archives for Evidential 

Media item (4327 => 4327 => Blade Server HD_1 (3)). 
o 1/13/2005 5:06:48 PM Completed ASCII basic search of archives for · 

Evidential Media item (4327 => 4327 => Blaqe Server HD_1 (3)). 
Renewed counts- 17476 hit(s) found in 3680 objects. 

o 1/13/2005 5:06:48PM Completed Unicode basic search of archives for 
Evidential Media item (4327 => 4327 =>Blade Server HD_1 (3)). · 
Renewed counts.:. 1432 hit(s) found in 378 objects. · 

o /13/2005 5:06:48 PM Started basic search of deconstructions 

Case Number -DCFL-2004-/004327 
0027 79-64999 

, f!SAF 
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Department of Defense C<!mputer Forensics Laboratory 
· · · ·o 7 .. 3 ... C · · .. · . Page 

._.,.,,"""'""" Media item (4327 => 4327 => e Server _1 (3)). 
o 1/13/2005 5:06:48 PM Completed ASCU basic search of deconstructions 

for Evidential Media item (4327 => 4327 =>Blade Server HD_1 (3)). 
Renewed counts- 17476 hit(s) found in 3680 objects. 

·· o 1/13/2005 5:06:48 PM Completed Unico~e basic search of 
: decoristructions for Evidential Media item (4327 => 4327 => Blade 

· HD Renewed · - 1432 h found in 378 
• · Performed physical level carve on HD~2 to try and recover any HTML, MS 

Office, or E-mail"files; results as follows: . 
o 1/15/2005 1:17:20 AM Salvaged (47) file(s) for definition (Word Perfect). 

· o 1/1.5/2005 1:17:20 AM Salvaged (1080) file(s), for definition (MS Word 4-
5). .· .. . . . . . . . 

o · 1/15/20051:17:20 AM Salvaged (1284) file(s) for definition (MS Word 1). 
o 1/15/2005 1:17:20 AM Salvaged (1187) file(s) for definition (MS Word 2). 
o 1/15/20051:17:20 AM Salvaged (13546) file(s) for definition (MSWord 

or MS Excel).. . . 
o 1/15/2005 1:17:20 AM Salvaged (170) file(s) for definition (Rich Text 

~Oe). · . . . . . ·· · . · 
o _1 d 5/2005 1:17:20 AM Salvaged (0) file(s) for definition (MS Works). · 

. o · 1/15/2005 1:17:20 AM Salvaged (0) file(s) for d~finition (MS Excel 3-4). 
o 1/15/2005 1 : 17:20 AM Salvaged ( 13546) file( s) for definition (MS Excel 

· or MS Word). . · . . . . 
o 1/15/2005 1:17:20 AM Salvaged (13662) file(s) for definition (MS Office 

Catch-All). · · .· · . . · 
o 1/15/2005 1:17:20 AM Salvaged (169) file(s) for definitian (MS Access. 

Db). . . . . 
o 1/15/2005 1:17:20 AM Salvaged (14) file(s) for definition (Outlook Mall). 
o 1/15/2005 1:17:20 AM Salvaged (0) file{s) for definition (Outlook Express 

MaiiDump). · 
o · 1/15/2005 1:17:20 AM Salvaged (0) file(s) for definition (Outlook Express 

Maillndex). . . . 
o · 1(15/2005 1:17:20 AM Salvaged (0) file(s) for definition (Outlook Express 

Mail Box). · ·· · · · 

o 1/15/20051:17:20 AM Salvaged (14) file(s)for definition (Outlook Offline 
Storage). ·. .· ·. . • · . · · . . ·. · 

o 1/15/2005 1:17:21 AM Salva·ged (0) file(s) for definition (AOL MailBox), 
o 1/15/2005 1:17:21 AM Salvagecj (149) file(s) for definition (HTML (1)). 
o 1/15/20051:17:21 AM Salvaged (539) file(s) for_definition (HTML (2)). 
o .1/15/2005 1:17:21 AM Salvaged (89) file(s) for definition.(HTML (3)). 
o 1/15/20051:17:21 AM Salvaged-(169) file(s)for definition (Microsoft 

Access file). . . · . . 
o 1/15/2005 1:17:21 AM Salvaged (8) file(s) for definition (MS Excei v2). 
o 1115/2005 1:17:21 AM Salvaged (1) file(s) for definition (MS Excel v4 

File). . . · 
o 1/15/20051:17:21 AM Salvaged (0) file(s) for definition (MS Word 6.0 

Case Number -DCFL-2004-100432? 
0027-03-CID679-64999 
~rA,USAF 
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Date 

0 1/15/2005 1:1 
File). . . . 

o 1/15/2005 1: 17:2·1 AM Salvaged (1639) file(s) for definition (PDF-12). 
o· 1/15/2005 1:17:21 AM Salvaged (0) file(s) for definition (MS Word for 

DOS v6 File). . 
o 1/15/2005 1:17:21 AM Salvaged (541) file(s) for definition (HyperText 

Markup Language 3 File). · 
o .1/15/2005 1:17:21 AM Salvaged (120) file(s) for definition (MS Excel 

XML Document).· · 
o 1/15/2005 1:17:21 AM Salvaged (89) file(s) for definition (HyperText 

Markup Language 2 File). · . . 
o 1/15/20051:17:21 AM Salvaged (149) file(s) for definition (HyperText -· 

Markup Language 1 File). · 
o 1/15/2005 1:17:21 AM Salvaged (29) file(s) for definition (Outlook 

Express Email Message). · . 
o 1/15/2005 1:17:21 AM Salvaged (170) file(s) for definition (Rich Text 

Format). · . · 
o 1/15/2005 1:17:21 AM Salvaged (0) file(s) for definition (MS Word File). 
o 1/15/2005 1:17:21 AM Salvaged (0) file(s) for definition (Microsoft Excel 

Workbook). . . 
o 1/15/2005 1:17:21 AM Salvaged (0) file(s) for definition (Outlook Express 

·Email Storage File). · 
o 1/15/2005 1:17:21 AM Salvaged(47) file(s)for definition (WordPerfect v5 

or v6). . < 

o 1/15/2005 1:17:21 AM Salvaged (0) file{s) for definition'(MS Excel 
Docume · 

18 Jan • search of carve results using terms provided by case agent; results 

Case Number 
0027-03-CJD6i9-64999 
•••• rA,USAF 

as follows: · , 
o 1/18/2005 1:08:11 PM Started basic search of salvage for Evidential' 

Media item (4327 => 4327 =>Blade Server HD_2 {4)). . 
o ·1/18/2005 1_1 :26:48 PM Completed ASCII basic search of salvage for 

Evidential Media item (4327 => 4327 =>Blade Server HD_2 (4)). 
Renewed counts - 38511 hit(s) found in 8591 objects. · . . . 

o 1/18/2005 11 :26:48 PM Completed Unicode basic search of salvage for 
Evidential Media item (4327 => 4327 =>Blade Server HD_2 (4)), 
Renewed counts- 5182 hit(s) found in 1161 objects. 

o · 1/18/2005 11 :26:48 PM Control file (L:\4327 
Controi\SearchResults\SDb--O_O.x) copied to backup file (L:\4327 
Controi\SearchResults\SDb_ 0 _ O.x180 12005232647 .bak) . 

. o 1/18/200511:26:48 PM Saving control file (L:\4327 
· Confroi\SearchResults\SDb_O_O.x). · 

o 1/18/2005 11:26:48 PM Saved Search Db data to file (L:\4327 
Controi\SearchResults\SDb_O_O.x). . . . . 

o . 1/18/200511:26:48 PM Completed basic search for Evidential Media 
item (4327 => 4327 =>Blade Server HD_2 (4)) using search set (Basic 
ASCII search of containers · 
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19 Jan • 

Case Number -DCFL-2004-
0027-03-CID679-64999 

·····srA,USAF 

. MUK~ UOC~U: ~476019 

of Defense Computer Forensics Laboratory 
. Page 

Examination complete; writing Form 42 
. . 

. . 

LAST ENTRY ON THIS PAGE 
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-
DoD COMPUTER FORENSICS LABORATORY 

. · . · . '0 ()2 1 .. 0 3 .. C l D 67 9 "' 6 4 9 9 9 . 

. COMPUTER SYSTEM WORKSHEET 

.. 
IN1EGRA TED COMPONENTS LEGEND: 
K- Keyboard M- Mouse P ~ Power Supply S -Serial Port R- Parallel Port F- Firewire Port U -USB Port 
D -Modem N - NIC A - Audio J -Joystick · V- Video C - SCSI 

DATE 

11.- toOl-( 

bC.1C. 000212 
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DoDCOMPUTERF0~~~~~~9~fn~ 

COMPUTER SYSTEM.WORKSHEET 

~ . ®1'0 . -S .. .. . . . ~ . . . - ~.Y~~ ~ .. ·\ 
r:;;:Jj ' a ~ . . cr:t r:=J . . . . tl (2. """1.l-!J 

INTEGRATED COMPONENTS LEGEND: 
K - Keyboard M- Mouse P- Power Supply S -Serial Port R- Par.iUel Pen F- Firewire Port U.- USB Port 
D -Modem N-NIC A - Audio I- Joystick . V -Video C - SCSI 

DEVICE BRAND MODEL# SERIAL# SIZB 

(Print) DATE 

r 
.,. ., • 1 • I !. I 

000213 
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... 
DoD COMPUTER FOM~SJ~W9~1URY 

COMPu:rER SYSTEM WORKSHEET 

~~~~~~----------------------------~ [ ,-., 
\\ 1- 1 .___~- y 

L-------' 
I 

INTEGRATED COMPONENTS LEGEND: 
K- Keyboard M -Mouse P- Power Supply S - Serial Port R- Parallel Port F- Firewire Port U- USB Port 
D- Modem N- NIC . A- Audio J- Joystick V -Video C - SCSI 

DEVICE BRAND MODEL# SERIAL# SIZE 

ANALYST NAME 

.. . . ~ .. 
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1. PURPOSE 0 o21 .. 0s ... c 1 os79 .. 64999 

The purpose of this Configuration Item is to identify the list of software tools, installed 
in a Windows XP Professional workstation, that are authorized to perform forensic 
examinations in the Defense Computer Forensics Laboratory (DCFL). 

2. SCOPE 

The Software list, policies and procedures contained herein are to be followed by all 
Computer Forensic Examiners when performing forensic examinations in the DCFL. · 

. 3. POLICIES 

The Laboratory Director is the only person that can approve standard configurations of 
hardware, firmware or softWare tools for performing forensic examinations in the 
DCFL. In the event that additional software from the Accessory Software Ust (CI-7), is 
required for performing forensic examinations, Forensic Examiners shall request 
approval from their Section Chief using DCFL Form 13, Deviation From Standard. 
Configuration. All Form 13 documents are to be routed to the DCFL Operations 
Director, DCFL Technical Director and DCCI Engineering Director. · 

4. REFERENCES 

N/A 

5. RESPONSIBILITY 

I 

5.1. DIRECTOR. DCFL: The Director of DCFL is responsible for the approval of 
. standaro hardware, firmware and software tools used to perform forensic 

examinations in the DCFL. 
· 5.2. Director of Operations: The Director of Operations is responsible for ensuring 

Forensic Examiners comply with this procedure. · . 
5.3. Section Chief: Section Chiefs are also responsible for enforcing this procedure. 
5.4. Forensic Examiners: Forensic Examiners are responsible for complying with this 

procedure. 

6. SUMMARY OF P;ROCEDURES 

This document defines the software operating system, tools and utilities used in the 
Windows XP Professional software build to perform forensic examinations. 

7. SAFETY 

cr.:.2ovt-0 
Page lof3 

G-x '4-/ CJ 
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MORI DociD: 1476019 

All personnel using electronic equipment should be aware of safety precautions and 
procedures while using electronic equipment in accordance with laboratory safety . 
policy. 

8. EQUIPMENT AND MATERIAL 

Windows Professional Operating System 
Windows XP Service· Pack 
MS Office 2000 Professional 
Internet Explorer 
~_CDSee · 
I Look 
Quickview+ 
Norton Utilities 2002 
Norton Antivirus Corporate Edition 
[rhe Cleaner 
~S Media Player 
~crobat Reader with Search 

. IE History Viewer 
DIVXCodec 
Nero CD Burner ~ 

WinZip 
Winhex 64bit· 
Macromedla Flash Player 
~_MT Archive for Outlook 
CD-R Inspector · 
DBXtractor. 
MBXtractor 
ReaiOne player 
patView 
~OLSupp 

Net Analysts 
WNTIPCFG.EXE 
M_S Publisher 
~S Office 2000 Multi-language Pack ""s Photo Editor 
PbbVIew 
bCCeve . 
~VI Codec for Windows Media Player 
MS Office Metadata Script 

pep 
1a 
~R1 with SP3 
~.0.2800.11 06 

"· ~.0.0 

7.0.0 
6.00.20g 
7.01 
4 

19 
15.0.5 
1.4.2.6 
~.1.1 

15.5.10.42 
~.1 

10.54 
~ 
2.5 
1.2.4 
3.7 .· 
2.11 
".0.10.864 
2.1 
36683 
1.X 
1.00.0.1 
$R1 
SR1 
3.01 
~-1 
1.0 
1.1.0.4 
~.0 

CI-20Vl-0 
Page2of3 
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KaZAiyser · 1.X 
h'"copy 1.0 
Perl ~.B 

SnapView 1.50.002 
Registry Browser ~.02a 

Winovo· 5.0 c 
Windows Media Codec MPG-4 ... "o · ., 

9. PROCEDURES . 

9.1. Install Windows XP Operating System using an NTFS format. Use appropriate 
· XP boot floppies as necessary. · · 

9.2. Install the full package of Windows XP with all regional settings (languages and 
fonts). ' 

9.3. Install Windows XP Service Pack 1a. SP must be installed prior to step 9.4. 

N.B. Service Pack 1a does not Install Microsoft VM~ SP1 did. 

9.4. Enable 48-bit support in Windows Registry as outlined in Microsoft Knowledge 
Base Article- 303013. This enables use of AT API HD drives over 137GB· 
capacity and eliminates corruption of HODs over 137GB from being in 
Hibernation mode. · \ 

Insure that the Atapi.sys file is version 5.1.2600.1135 or later. If the system has 
an earlier version of this file, see article 331958 in the Microsoft Knowledge 
Base to download the HotFix Q331958_WXP'-SP2_x86_ENU.exe 

9.5. Copy Windows Office CO's to hard drive and install from hard drive. 
9.6. Set CD autostart to off. 
9.7. Set Windows Explorer view to all files •. 
9.8. Set Internet Explorer homepage to "blank". . . . . 
9.9. ·When the drive has all programs, updates and faxes applied, use Sys'prep from 

Windows XP CD-ROM to setup a mini-install of the drive for multiple System ID 
(SID) assignments. · 

10. REVISION HISTORY 
None. 

-
CI-20Vl-Q 
· Page3 of3 
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7 0 CJ·Y"\6.79'"·64999 
PURPOSE 002 -0°.. · ~.~ . · . · 
The purpose of this Configuration Item is to identify the parts and configuration of the 2800 
MHz computer·systeins that are authorized to perform forensic examimttions in the Defense 
Computer Forensics Laboratory (DCFL). 

SCOPE · . . · . . 
The hardware configuration, policies and procedures contained herein are to be 
followed by all Computer Forensic Examiners when performing examinations in the 
DCFL. . 

POUCIES 
The laboratory Director is the only person· that can approve standard.configurations 
of hardware, firmware or software tools for performing forensic examination in the 
DCFL. In the event that additional software is required for performing forensic 
examinations, Examiners shall request approval from their Section Chief using DCFL 
Form 13, Deviation From Standard Configuration. AU Form 13 d6cuments are to be 
routed to the DCFL Operations Director, DCFL Technical Director and DCCI 
Engineering Director. 

REFERENCES 
N/A 

5 RESPONSIBIUTY 1 · . . 
5.1 DIRECTOR. DCFL: The Director of DCFL is responsible for the approval of 

standard hardware, firmware and software tools used to perform forensic . 
examinations in the DCFL. 

5.1 Director of Operations: The Director of Operations is responsible for ensuring 
Forensic Examiners comply with this procedure. 

5.2 Section Chief: Section Chiefs are also responsible for enforcing this procedure. 
5.3 Examiners and Forensic Personnel: Forensic Examiners are responsible for 

complying with this procedure; 

6 SUMMARY OF PROCEDURES ·. 
This document defines the 2800 MHz computer system used to perform forensic 
examinations, · 

7 SAFETY 
· All personnel using electronic eq_uipment should be aware of safety preeautions and 
procedures while using electronic equipment in accordance with laboratory safety policy. 

¢i-18 Vl.O 
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MU~L UOCLU: l4760l9 

8. EQUIPMENT AND MATERIAL . 

Psrts list 

Case: Standai-d A TX Full Tower Case 
(6) 5;25" drive bays 
(8) 3.05" drive bays 
[No memory on board] 

Motherboard: Gigabyte GA-8KNXP 
ATX Motherboard 
Pentium 4 
400 MHz FSB 

BIOS: Manufacturer: Phoenix BIOS Version: 6.0PG 
(Non-Volatile) 

Internal Motherboard VO Ports: 

F_PANEL Front panel connectors: 
Powe~On/Off, Reset Switch, Speaker 

IDE1 Primary IDE Connector 

IDE2 Secondary IDEConnector 

IDE3 Third IDE Connector 

IDE4 Forth IDE Connector · 

FDD Floppy Controller Connector 

SOCKET FCPGA2 478 . Pentium 4 Processor- SoC:ket 

SATAO_SB Serial ATA Connector 
SATA1_SB Serial ATA Connector 
SATAO_Sll Serial ATA ConneCtor 
SATA1_SII Serial ATA Connector 

\ 

cf-18 V.l.O 
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CHAFAN1 

CHAFAN2 

CPU FAN 

OIMM1 
DIMM2 
DIMM3 
DIMM4 
o·IMMS 
DJMM6 

PC1#1 
PCI#2· 
PCI#3 
PCI#4 
PC1#5 

AGP 

Rear Chassis Fan Connection 

Front Chassis Fan Connection . 

CPU Fan Connection 

Dualln-Une Memory Module Port 1 
. Dual In-Line Memory Module Port 2 
· Dualln-Une Memory Module Port 3 

Dualln.;Line Memory Moduie Port 4 
Dualln-Une Memory Module Port 5 
Dualln-Une Memory Module Port 6 

Peripheral Component Interconnect 1 
Peripheral Component Interconnect 2 
Peripheral Component Interconnect 3 
Peripheral Component Interconnect 4 
Peripheral Component Interconnect 5 

4X/8X Accelerated Graphics Port 

External Motherboard VO Ports: . 
l 

PS/2 Keyboard Port 
PS/2 Mouse Port 

PAT 

COMA 
COMB 

USB1 
USB2 
USB3 
USB4 

AbUT 
AIN 
AMIC 

NIC 

Standard printer port 

Standard serial port 
Standard serial port 

Universal serial port 
Universal serial port 
Universal serial port 
Universal serial port 

Audio Out Port · 
Audio In Port 
Microphone Port 

Network Interface Port · 

MUX~. UOC~U: 1476019 

\ 

0') 
0') 

0> 
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to 
f 

en. 
r .... 

. <'!,) 
() 

c 
("\' .... .. ' 
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VIdeo Card: 

Processor: 

Memory: 
(Volatile) 

Power Supply: 

Ram Memory; 
(Volatile)· 

CPU Fan: 

SCSI Card: 
Memory 

·Network Card: 

Manufacturer: Asus 
Model: V9560 Video Suite GeForce FX 5600 (128Mb). · 
AGP 8X Duai-DVI 

Manufacturer: Intel 
Model: Pentium 4, 2.8GHz 

512KB l2 Cache Memory 

Standard 400 Watt, 12 Volt 
ATX Power Supply 
[No memory on board} 

Manufacturer: ValueRAM 
DDR400 SCRAM DIMM Memory Module 
512MB, 168 pin (x2) 

Intel Pentium 4 based cooling fan with heat sink 

Manufacturer: Adapt~c 
Model:29160 (lJitra 160) 
Non-Volatile Memory 

.. I 
Manufacturer: Intel, Model: 82547EI 
1 0/100/1000 Ethernet Network Adapter 
Non-Volatile Memory· 

o: 
m 

(.~· .. 

() 

l ~ . 
.l--.. ,., 
·~~ 
9 

Drive Frames: IDE Dataport 

Roppy Drive: 

CO-ROM Drive: 

40 Pin AT A/133mb Frame and Carrier (x3) 
·. [No memory on board] 

SCSI Dataport 
68 Pin SCSI Frame (x1) 
[No memory on board]. 

Manufacturer: Sony 
Model: DRU-51 OA 
IDE DVD+RI+RW/·RI-RW, CDRIW CO-Rom (32X read) 
8Mb Volatile Cache Memory 

CI-18 Vl.O 
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Internal: · 

PCI Bus Configuration 

PCI Slot #1 - Empty 
PCI.Siot #2- Adaptec Model: 29160 (Ultra 160) 
PCt Slot #3- Empty 
PCI Slot #4- Empty 
PCI Slot #5- Empty 

AGP Configuration 

ASUS V9560 Video Suite GeForce FX 5600 

Memory Configuration 

DIMM 1 -512MB DDR333 SDRAM Memory Module 
DIMM 2- Empty 
DIMM 3- Empty 
DIMM 4-512MB DDR400 SDRAM Memory Module 
DIMM5-Empty · I . 
DIMM 6 - Empty . 

Floppy Cable Connection 

!Y!U.t<..L lJOC.LU: JJ:Io/b.0l9 

Standard 34 Pin cable from FDD1 (red stripe to pin 1) to 34 Pin connection on ·rear of 
floppy drive (red stripe to pin 1 ). 

IDE Cable Connection 

Important: All connections must have red stripe to pin 1 

IDE1 -Connect 4Q.pin, ·so-wire conductor cable. Connect end connection to rear of 
IDE Frame 1 and center connection to DVD-ROM drive. Connect other end to 
motherboa~ IDE port channel1. 

IDE2- Connect 4o-p1n, BG-wire conductor cable. Connect end connection to rear of 
IDE Frame 2 and center connection to IDE .Frame 3. Connect other end to 
motherboard IDE port channel2 • 

. ~1C CI-18' Vl.O. 
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Department ofDefense Computer 

j· PCI SLOT #1 

I PCI SLOT#2 

1. PCI SLOT #3 

I· PCI SLOT #4 
l· PCI SLOI,#5 

9. PROCEDURES 
9.1 None. · 

10. REVISION HISTORY 
10.1 None. 

I~ 

j~ 

,~ 

I~ 

I~ 

MUM~ UOC~U: 1476019 

Video Card 

Empty 

SCSI Card 

Empty 

Empty 

~. Empty 
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SC~l.\IOISE 

v· 
lZ.B- liB HIK RPM "wtOE ULJA.\:320 SCSI 
MODEL NUMBER: eoenasA25 
Driva CPM: 286712-005 

C€@:G~ 
AI1XSPR 

G~@ .. 
N176 El-4SL23 ~RID?90S 

'llllllllllllllllllmlllllllmllllllllllllllllllll~lllllll!llll!lllllllllllll 
CT: 25A25016C047KS 

';!ill//l/D!IIImllWII/Iiiiiiiiiiiiiiiiiii/IIIUIIII 
FM.iORV PN: •9v3oeS-e41• 

1111111111\il~l!llllll/llllllilllllillillllll 
SERIAL NUMBER: •3HZOEYrl• 

VOC AMPS CSO LnT 
+S 1 • .2. M.Jt1BER 

+l2 9.8 

11111111111111111111111111111 
FIRMWARE HP92 

IKI&. MODU~J l!i lol,lloiUUoCIURED UHO>IR ON( OR MORE PA!II41'&. 0~ IHI UN.I'O IliA.! l'S 
01l01ti(R COllHIA.116. OW'111 OR tiCOI!tl(l BW Slo\GA!l lttHNOIOGY UC. 

DRIVE DPN: 3R-A3834-AA 
lillllllllliiii:IIIJ~IIIIIIIImllll!lllllllllllllllllllllll 

DSN: 1 G248DEYF1 
Wllll~ll!lllllllllllllllllllllllllllillliii:IJIIIIIml 

REV: AD1 
lllllllllllllllllmlllli 

1012!16781 
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SC~WISE c E:@tG~ 
7:1.8 -GB 1011: RPM WIDE ULTR~2a StBI 
MODEL NUMBER: aoenosoas 
Drive CP~: 286712-005 
\IHIIImUIII\IIIIlli\llll\1\1\11\\l!lllllililllllll\11111\l\llllllllBIIIII 
CT: 2SA25016CD48HD . 

Ill I II I 

AnKSPR 

G ~{§Js 
N176 E145123 t.fU07se:s 

VOC AMPS CSO LOT 
t5 1.2 HUMBER 

+12 e.a 

lllllnlllllllllllllii~UIIti 
FIRMWARE HPB2 

HIIQ PROOUCT 16 UA.r.IU~ACill~(O UMO(A ONE tiA YORl MHNIIl. Of' tH[Uitl1tD SIAIU; 
UR tiTI'fA t(IIJifiAI~&. OYINtD Dlt U!;.IHSED IIY 8UOII.:! TttKHOlOOY lLC. 

DRIIJE DPN: 3R-A3834-M REIJ: AD1 
mmllll~lllllllllllllillliltlllll:lllll~llllllmllllllll IIIIIUmlllllll'llllll· 
DSN: 1G24BDOJ4Z 
liii.II~IJIIIIIIIII\11111~\fiiWII\1\IImllll\lmll~ 

1DCI231118t 
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MODEl riUMBER:. •ST373307LC• 

llllilllllllllllillllllmmlllllllllill~llllllllillllliiiOII 
lOT NUMBER •G·OI-0327·1• 

ST373307LC 
llllllll!ltlllllllllllllllllfllllllllffilllllllllllll 
PART NUMBER •Sv>aee·ee2• 

llll!JIIIIIIIIIIIIIIIIIIIIIIIIIIIDIIImlllllllll 
SERIAl NUMBER o3HZOLH3Go 

SCSI CONHECTOn 
p;Nt .. ~'INl 

fol~VQ:,.f~DSC:IIPUI 
IIEtiiiVEO'•oJ 

~&IIIIIY OIUII~f •• I J 2 
Willi~ ~~o,U:T ' 1 I 

fo,.IOtOIIUAIIf.UII•III.t. ,· 

fOR~[~~~~:: .. I~:~! ~: !.1 • FRONT· 

' \? t\CJl ~ \)(.1 

j Wv_.~_(-----,.===' 

MORI DociD: 1476019 

ACLU-RDI 5170 p.192



Configuration External: Case Front 

IDE Frame 1 

DVD-ROM 

IDE Frame2 

IDE Frame3 

SCSI-Block Frame 

SCSI Connectors-1 wide & 1 
narrow 

SCSI Memory Card Reader · 
Console. 

Floppy Disk Drive 

SCSI Narrow Connector 

Reset· 
c::> 

IEEE 1394 ___Jl 
Rrewire ~ 

USB2.01 

00 
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&9-seagate ~ @c~ 
~~. £l45123 L.Rl07SOS.BTG~ALS 

. GhBB~ah.. C C E: f-.·~,-~~-,llll~ 
N176 . ~ 

MODEL NUMBER: •STJ?3367CC• 

llillllllHII\IIIIIIIIIIIIIIIlllllllllllil'lllllllllllll~lfil 
LOT NUMBER oo-.01·032?-?• 

ST373307LC 
lllllllllllllllllllllllr:tllllllmi!IIIIIIIUIIIIII!IIIID 
PART NUMBER •9V300B-eoz• 

111111111111111111!111111111111111111111111!1111 
SERIAL NUMBER •3HZ0JAAri 

DlJ011 

11115 PH00UCII6 loiAAUM.(;IIJR~D tviOlll Ollf OA 1.4DR~ PAI(HI8. 0~ IH( UHITlO SIAilS 
OH Dll•lg ~CUHIAI[I!I Dloi/H[D OR lr:U<~S(O IV iiEAG~U llCHfiOIOGY,llt. 

SC!il CONNFCTOR 
PIN I .... PIN2 

oeVOI.!'I~OIC&III:JI 
II,UUIVlO II" 

P.lAL1Yi:Uij,8U::t I J2 
Wltll'f'll011i''t I 1 

MOTOR II,\Rt EIUIIILii. I I 
DIIA'f'MHIITI-RT:II. 

'ORCI!.IIHOLliN~EO;.!_!, 

• FRONT 

.,-~ Att. ~ l) t ( 

1)tt(vL) 
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MORI 

SU@@~ 
·-----.C"'\". E.145123 LR\0?995 BTGCAt ~ 

~~ ~ 
GhBB~ah.. o ( E: HOI'-0!-1113{~ 

N176 . 9 
DJJ011. 
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MODEL 'lUMBER:. >5'373307LC• 

llllllllll!lllllllllllllllliiLIIi'lll!U!J:I'I!IijlliJIIIIIIII 
lOT NUMBER liG~01-B329-7• 

ST3-13307LC 
ill~lllll: mm UJJII!i lllill :JnJ!JIIIIU:illlllJIIJ . 
PART NUMOEH •9VJaas-cozo 

lllllllll!llllllll~~lllil!ll!lliiiH:IIIil!llll 
SERIAL NUMBER >3"z•o75s• 

SCSI COIUIECTOn 
Y:Nt -rg• I'INl 

<.3\IOLT~-; 1)-:t:O~t~lll.ll 
R.EIIfl<'iEDOO 

JAIIITY OIS.<.II~~ 0 0 J2 
WAIUIAOTft'l' oJO 

J.IOTOR Sf.l!l.T Eti.\O~f II oJ 
Cti...U t.l.lR. ~fAIIT 0 0 

FOF:tCE 3:~1CLE fi'IOfD 0 "' 

T 
FRONT 

ACLU-RDI 5170 p.196



MORI DOCID: 1476019 

1 U' ,';C,';l I H:m:VO I lard lln;•~~tkm Kilf: (S,-:rvcrs) · North Amer" ,· 
'·".'.·~.' . 

uickSpecs .of6 
-=-·-

· ;·- ·: ... :::~J~~E~f.:tf,J#~~1~i~~~·~~~~$f~*~~~~~~-~~i~t~r~~~~1{~Bf~r.~1fl~!lll~:;m~ 
uvnryiew Modr~/~; lntr-o< luctior r ~<Jt.'!.iC::~£\f.r~J..DPPJlOii~Hf' C9rg .P.?G.[< •. \lr:JQ W9rmnty lpform?fiOJJ 

Ultra3:::'0 Holl'luu Hm(l Di!~l< [lriye!; lllhq::J~QJ\Ion:l !oti:Jug }J_<m;LOJ~kQ(illf! 
..... ~. :;;~'_;:;: :~:;~r,-t't~~~XZ~tl~~~~-£~;.~~~~~~!~;~~~~~1:~~~::i:;t~~~~~l.¢:~~~~ 

~ ~~ •l ; ~c-:!tl UHir~i:,{:J.U ~ l<!lrt~ t ~rhm Opt.im1 l(ih~ (Senmr~) 
1\ V'.ljde vnriP.ty nf iigorou:':ly trl::tc:d, I H'·rJliRiifieci, SMART capable, Ultm3?-0 Hard Drives offering data integrity and av< 
in l1r1t piU[J!Jablo nne/ trun-plu~mnlJin rnnrlols. I If' ·15,000 rpm ~laro Drives provide up to 26 percent better porforrnancG 
;;br rd<-<rd Hi,onu t prn drivcu. /\vtLwl porfi,lmam:e increases will vary depottcling upon application and confinuration. 

/\11 llr lrR.rd drivn:; p;t:;:j "- riw>rCIUs qur~lification procons, which ensures that evety HP drive is proven to perform in yor 
l 'n ,/ i<-ult :mrv<H. or workstati{tfl. I:Joforo final cotiification, all Hr hard drives are providod with HP-unique firmware spec 
lh,i!Jned to nptirnizu corrlp<ri:ibiliiy ;urd frmctionality, including support of SMART and Insight Manager. 
l 1:' rcr.<1iV<!d tho·; !J[m Oulrlldtm /\ward ·ror design excellence tor the innovative design of the Hot Pluggable UnivP.rsal 
<:<•.r;·iaL· Tho carrier bpraiGHrl for l>uih it~ ergonomic:s and aer;thetics, as well HS its many functional enhancements sue 
the comp<•ci dc~sinn. ililprovc:d cooling proportios ancl more sor:ure drivG mounting for reduced vibration. 

'·Wi! ,1£:-li:'es ~~·~w · 
::> f'J~~w ·t,!-l1.!l-CH N<•n-hot pluu I Jltm;>.20 fiCSt :lO,OUO rpm Univerbal Hard Drive (1 ") 

·,: .,· 

{ lVC.'tvinw /Vloc lui~: lntrodttdiotr 

U/irn320 /lot 1'/uo I brei Lk:k I JriVEcl~ 

~ ~~ •·i t ''h!!~ ~ »rh!'~;• 

Service_ anq Surwort, liP C.m~ .P<!<ll\,. and.Wf!rranty.Jnforrrtf!tion 
l J/lra:-l?Q Non-1-Jg!.Piug JJarq Oi;;!LO.tlv~ 

I~S (·ifl f'lr.t~f!J<.tirlfJ IJitw.:-:20: iC~il l!i,OOO rprn Urrivmsal Hard Drive (1 ") 

~-H3.'H·<i; 1 'lttmJal ,fn lllim::C"O : :cf:r I !i,OOO rprn Uniwnsal Hard Drive (1 ") 

~)( )l I hi'· l'ltlqfJ•Ibln llltm::;J()! i( :! a •j Cl,OUO rpm I lttiVf·Jrsal HanJ Drive (1 ") 

·1 i!.;;_tl-C-;H I 'IU!J!J<'biP lllir~t?.: '0 ~-;c :: :; ·j 0,000 rpm llnivemallla.rd Drivo {i ") 

T')H·IL\ I 'IUf:JWtLtln 1/ltrn:-;~~u ! :ct:J Hl,OOO rprn llnivor~alllard Drive (1 ") 

:IO.t!--tHlllltru3~'0 sc;;r ·t5,llOO rpmllnivorsal Hard L.>rive (i") 
r• n-r;i I l lltr<'.:-:20 ~;C! ;1 I O,rlOO rptn Universall·iard Drive (1 ") 

i~-lU]-(;L; 1/ltru~~;·o ~:CSIW,!IOCl rpm llnivon;r11 Hmd DriVP, (i") 

2861 
3f4-A2 

2861 
31-l-M 

850£ 

3r1-A4 
?.861 

3n-A2 

2861 
3R-A2 

357( 

332i 

35m 
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H~' . .:c::l ! Jllr;d?O flarcl.UJjHIIrrltion Kits (Sr-rvers) ·· NorthAmeri~~-t,QukkSpecs 6 
·, :.:t~¥ •fl > • ~-D 11: 

····-~- . 

.. _ ~- .::::*o/t±#o/*~~1~~~~zt~~!!~Jfl~t¥1!Bi~t!!~J.~~1;~~~!!~~~~~lillf~i.ifJ.L~~~~ 
Owrvi()w MrrLjf!l::. hrlmdur.tir•rt f:!;lrvic:~Jvro.~:!Jppqrt, l-IP Qm~P<J9I<J_9mLW9rr?.ntY.JnfPrmg,tJp.o 

Ultru3?0 Hot Pl11n ~lard ~li1:k [lrivp:: Lllti~:~3~0 l\lor1)Jqt_fll)Qc19It:!.Qlqi<_PJ!VG. 
· .. ::~:.-·: ... -~~~, :~:~t~:~~~~~t~~~:~':~~::;:~~-:::~~~-:!~tl~r&~~~r:~n;;~rr~£,~~~~~~~~:~~£;t.::w~;~~ 

ltUp:!/h WOOO.www l.l-lJ 

lt•dvy'n dif:tril,llied nntP.rprise is seeing larger;, morn complflx applications, an Increase of r 
critical dub\ moving to the server, increasing demancl for transaction processing and critic a 
currsnlid;:tiorr. In tlri!> environment, storage has becorno a critical component of the informa 
~;y::tfml, !.innifil:t~ntly defining. hoHt the systonm reliabiliiy and petformance. This is why HP 
ur,derao a11 intonnc qualification process that oliminatos data integrity problems, firrnware < 
in(:!Jmpcrlil•ilities nnd other causes of data corruption or premature failure. All drive firmwan 
~:pnr.ifi(: 1:1, r:rur driven and is designed to mnxirnize both functionality and comps.tibility. All c1 
an~ provnn i:o perfonn in the ~lP systems fur wt1icll thoy were clesigned. · 

C l11ly tiro:;(\ drivP.s wltosH perforrnant:E:l i~ suii:able for an enterpriseenvironment fire selecte 
tili'' •U~-Jh "liw llf' qualificc;tionprocess and are laheltld "he::;t-in-class." All our drives are prm 
lJ(l t'81ia!IIA nml tuned for optirnunr performance in tlll:l liP equipment for which they wf,lre 
rlci:i};ned. · 

Wtrcll uRnd in co11junction with a f:MART Array Controller and Insight Manager, the SMAR' 
cctp<.•.bl£l i'imiware ir1 liP hflrd drives enables extensive fault prediction capabilitiP.s. If potent 
prohlflrm·. dcwf.,lop ir1 ono of the dt'ives, the SMART Array Controller, Insight Manager and/c 
: :1\MF:T lr; mi di;,l< drive lets you lmow in advance so you can have the drive replaced, befo 
i'nil~:. ttmlcr tho liP l're-Failuro Warranty. 
hh nt: 1\ll drives arP. protected by a PrcH-·ailure Warranty when userJ with a HP array contr 
(;:M/\1 li or SMAf ll· ?.) nnd fnsight Manr:tger, allowing hard drives to be replaced before fail 
fro~: of drW'go. In addition, all drives are covemd by a one to tllree-yearilimited on-site wan 
or 'ilrn rnmi:lining warranty ot the HP CPU in wl1icll it is inntalled {up to three years); 

IVr~HtV isE:rr£-'~ cusi:orrrors have witlr third party drivm.- are "simple" integration issues. When 1 
frnrn :uwtllor supplior, thme i~; no guarantee that a drive llflS been correctly set for proper 
OIKnatiort with PmLiant servers and storarJe systems. These incompatibilities CEm create pr 
ir r <:onfif]rtwtiotr, t:arl rohyour systP.m of porforrn;:mee, or at their worst, can cause you to lo 
d:•.l<t. llf' hard drivet; mo spec:ifk:ally deHignP.d and tested for flawless operation in your HP 
oquiprnwrt. ·n1e int~1wation of hard drives in HP systems means that cables, SCSIID settir 
i:cnnilwtion, trnt ph1~1 drivfl twys Rnd firmware are right for your rroliant server or storage t 

Ill"~: l Jltl;!~\;'(), llltrn :J e.11cl Ultra~~ hmd drives increase the maximum transfer rate of the SC 
ic :·1~'0 MEV::; (Uitra320), 160 MB/s (Uitm3) m 80 MlVs (Uitra2). By requcing the opportunity 
! ;( :~:1 trw: ::;aturatioll, this incrm:wecl datu rate allows all SCSI devices to perform at optimur 
kwnl<.. l l!tr<t:I?O, l Jltra8 and lJitra2 hard drives nre !Jeing offered in an improved hot plug dr 
(;;rnier :u nl can bo tmod interche.ngoahly in llP Ultra2, Ultra3 or Ultra320 capable systems. 
01dditioh tc1 in1prov~t! drive pmlormnnce and increasocl storage density, it1e new carrier will 
hdp provcmi tile inadvertent insertion of. singlo-oncied SCSI drives into Low Voltage Differe 
!:c~;l cu;•alrltluquipmont (lwoicling inadvertent performance dogradation of LVD-capable 
:-:y~:tern::). To achieve the maximum {3?.0 MB/s) trar1sfer rates of Ultra320, the hard drive ar 
;.muy controller {or fiCfil host bus adapter) rnust both be Ultra~120 capable. 

. .. .... - ... -~- - ······- -·· . -- ··-·-. -----~--- ,. --· ______ ,. . --·-~ -.... ·- -·---- ........ : - ~: .. ---- ... --·-····= .. ···---.. ·-·--······-·----~ ·--~-------- .. --.. ---~---, .... , ___ .,.,..:. 

l a' Ultm:1?0 ~t:m Universal ilard drives provide storage commonality across the enterpris' 
Ul1ra:-\20llnivorf.ai (irivos add the feature of hot plug c:ompatibility hetween any Ultra320, l. 
I Jltra?. cqJuhl(l rrol.iant Smvers, Prol.iant Storage Systems, AlphaServers, ancl Modular A 
~Hit:lor;urcm by HP. 'i'hese hot pluy drives are oHemd in multiple capacities and spindle spe' 
~ /iorag~1 cnmrnonality ar:ross these ple.tforms provides many t•enefits including reduced cof 
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HP SCSI Ultra320 Hard 

· ownership, reduced storage complexity, and a minimized hard drive spares inventory. 

fi~~ I _BII 
Qll~r.YiSJ.w. Mqo~ll?. .tofro_dYG.l!Pn .s.~_ryjc.!Hmd_Q_YPP9.rtL.tJP...C_a.r~PaQ.~ .... £~[KLW.!:t.rr.a.ntY-lnforn:uation 

.Uttm_~gq_H_qi ~Jyg t:f;;trd_ Oi~.K DJiYSl$. . !.!ttr.a;t?Q_N_qn-J:I_ot PJyg_ljgfQ_ .llil21<_Qf[V!;! 
~ Ml'!rn<&ttJi~~:::!,."C~~~- II¥Jl\~ ;zt 1~~~~~-~-J..Dl Ml~ n V i~ ~~-~~~il~II?J l!!~~~~~:a~l'$!!!1t~! 

002 7 ... o3 .. C I D 67 9 .. A4 9 gq 

Service and Support, HP Care Pack, and Warranty Information 

Support Services· CarePackservices provide a range oflife cycle support options that Jet you choose the ser 
levels that meet your business requirements, from basic to mission-critical. 

A full range of HP Care Pack hardware and software services are available including: 

• Installation and start up 
• Education courses 
• Extendectonsite hardware coverage hours from same business day 13 ours, 5 day t 

hours, 7 days call window with options including 4~hour response or 6-hour Caii-To-1 
• Comprehensive range of software technical support for Microsoft, Linux, Proliant 

Essentials, and VMWare-based IT solutions helping to deliver high level of applicatic 
availability. Response times ranging from 30 minutes for critical problems to 2 hours 

• System Management, Performance Services and Mission Critical Support Solution 

NOTE: For more information on HP Care Pack services, contact any of our sales offices or 
resellers or visit our Web site on the internet at: http://www.hp;com/hps/carepack 
NOTE: For more complete information on HP Services offerings, customers and resellers, 1 
visit us at: http://www .hp.com/hQ§ 
NOTE: Additional information regarding worldwide limited warranty and technical support is 
available at: http:/Lb18904,_www_1,hp_,_com1QIQQucts/server~.LP-Iatforms/warranty/index.html 

~"""'~'":-t::'l"·'ir.:~l!iiMlf~'~lg'lm~!IIJl!!"!ff~---1~~--- .· ''" ., 
~m~~.~.:Jr:'!~~l~~~~~~~~--'--~-...--.:.."-""!~.::.: ___ ~; ·· -··~:· 

Pv~_('Li~.w Models.. !n.tr.oJ:lucti_QI\ S.ervice and Sum::1ort. HP Care Pack,M.Q_Warranty Information \ 

Ultr~;.32.0 Hot Plug Hard Disk Drives Ultra320 Non-Hot Plug Hard Disk Drive 

Ultra320 Hot Plug Hard Disk Drives 
. . 

(For ease of deployment it is recommended that RAID sets not contain a combination of Ultra320/2/3 drives and previ 
version SCSI drives. Mixed RAID sets may be used if desired, however some combin~tions may require reconfigurin~ 
RAID array.) 

Application Information 

72.8-GB Pluggable 
Ultra320 SCSI 
15,000 rpm Universal 
Hard Drive (1") 
286778-822 
3R-A3851-AA 

HP Ultra320 SCSI hard drives provide a maximum data transfer rate of 320 MB/s - twic 
rate of Ultra3 systems. These Universal Hard Disk Drives provide the ability to hot plug 
between variousHP Ultra320, Ultra3 and Ultra2 SCSI platforms. All HP Hard Disk Driv · 
required to meet our rigorous standards for reliability and performance. These drives a 
intended for use in today's demanding, data-critical enterprise environments. Universal 
kits are configured and pre-mounted in the appropriate hot plug tray for immediate instl 
into your Proliant server or storage system. 

72.8GB 15K Capacity 72837.2MB 

Height 1.0 in (2.54 em) 

Width 4.0 in (10.16cm) 

Interface Ultra320 SCSI 

Transfer Rate 320 MB/s 
Synchronous · 
(Maximum) 

Seek Time Single Track 0.4ms 
(typical reads, including Average 3.8 ms 

http://h!SOOO. www l.hp.com/produ~¥1(1::'1!531_na.IITML 11/29/2004 
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MORI DociD: 1476019 

HP SCSI Ultra320 Hard D-ion Kits (Se~vers) - North Ameri.uickSpecs 

36.4-GB Pluggable 36.4GB 15K 
Ultra320 SCSI 

. 15,000 rpm Universal 
Hard Drive (1") 
286776-822 
3R-A3849-M 

300-GB Pluggable 300GB 10K 
Ultra320 SCSI 
1 0,000 rpm Hard Drive 
(1 ") 
350964-822 
3R-A4952-M · 

146.8-GB Pluggable 146.8 GB 10K 
Ultra320 SCSI 
1 0,000 rpm Hard Drive · 
(1 ") 
286716-B22 
3R-A3841-M 

settling) Full-Stroke 8.0 ms 
Rotational Speed 15,000 rpm 

Physical Configuration Bytes/Sector 512 
Logical Blocks · 142,264,000 

Operating Temperature so• to 95° F (10° to 35° C) 

Capacity 369419.2 MB 
Height 1.0 in (2.54 em) 
Width 4.0 in (10.16 em) 
Interface Ultra320 SCSI 
Transfer Rate 320 MB/s 
Synchronous. 
(Maximum) 
Seek Time Single Track o.4ms 
(typical reads, including Average 3.8ms 
settling) 

Full-Stroke .. 8.0ms 
Rotational Speed .. 15,000 rpm 

Physical Configuration Bytes/Sector 512 
Logical Blocks 71,132,000 

Operating Temperature 50" to 95• F (1 o• to 35• C) 

Capacity 
Height 
Width 
Interface 
Transfer Rate 

· Synchronous 
(Maximum) 

300000 MB 
1.0 in (2.54 em) 
4.0 in (10.16 em) 
Ultra320 SCSI 
320 MB/s 

Seek Time Single Track 
(typical reads, including Average 
settling) Full-Stroke 

\ 

0.55 ms 
4.9ms 
10.0 ms 

Rotational Speed 10,000 rpm 
Physical Configuration Bytes/Sector 512 

Logical Blocks 585,937,500 
Operating Temperature so• to 95° F (1 oo to 35° C) 

Capacity 
Height 
Width 
Interface 
Transfer Rate 
Synchronous 
(Maximum) 

146815.74 MB 
1.0 in (2.54 em) 
4.0 in (10.16 em) 
Ultra320 SCSI 
320 MB/s 

Seek Time Single Track 
(typical reads, inCluding ·Average 
settling) Full-Stroke 

0.55 ms 
4.9ms 

10.0 ms 
Rotational Speed · . 10,000 rpm 

Physical Configuration Bytes/Sector 512 

Logical Blocks 286,749,488 
Operating Temperature 50" to 95° F (1 oo to 35" C) 

http://hl8000.wwwl.hp.com/products/q.~!531_nalll531_na.HIML 
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MORI DociD: 1476019 

HP SCSI Ultra3ZO Hard D-ion Kits (Servers)- No~h 

72.8-GB Pluggable 72.8GB 10K 
Ultra320 SCSI 
10,000 rpm Hard Drive 
(1") 

. 286714-822 
3R-A3839-AA 

Capacity 

Height 

Width 

Interlace 

Transfer Rate 
Synchronous 
(Maximum) 

72837.2 M8 

1.0 in (2.o4 em) 

4.0 in (10.16 em) 

Ultra320 SCSI 

320 MB/s 

Seek Time Single Track 
(typical reads, including Average 
settling) . Full-Stroke · 

o.55ms 

4.9ms 

10.0 ins 

Rotational Speed 10,000 rpm 

Physical Configuration Bytes/Sector 512 

Logical Blocks 142,264,000 

Operating Temperature 50° to 95° F (10° to 35° C} · 

1111'!11--~IJIQi;QJ:IBII ---··~ 
Overview Mqc1~l~L !ntroduction Service and Support, HP Care Pack, and Warranty Information 

Ultra320 H_g_t_el_yg_t:t_ard Disk Drives Ultra320 Non-Hot Plug Hard Disk Drive 
~~~~~.:.~ Flllf'~~~Mll!tYS .. l\!Nii!V~~~~ .. u-'"'i::"wt:=;~.~~~ 

Ultra320 Non-Hot Plug Hard Disk Drive 

(For ease of deployment it is recommended that RAID sets not contain a combination of Ultra2/3 drives and previous 
SCSI drives. Mixed RAID sets may be used if desired, however some combinations may require reconfiguring the RA 
array) 

Application.lnformation HP non-plug hard disk drives provide an economical, reliable, fully ~p supported prime 
storage solution. These drives provide functionality and features to satisfy our busines1 
professional users. All non-plug hard disk drive kits provide mounting hardware for botl 
inch and 5.25-inch bays and include detailed instructions for mounting and configuring 
new hard disk drive in your Proliant server or workstation. _ 

36.4-GB Ultra320 SCSI 36.4GB 15K 
15,000 rpm Hard Drive 
(1") 
357012-B21 

72.8-GB Ultra320 SCSI 72.8 GJ;S 1 OK 
10,000 rpm Hard Drive 
{1") 
332751-821 

........... '" .. 

Capacity 36419.2 M8 

Height 1.0 in (2.54 em} 

Width 4.0 in {10.16 em) 

Interface Ultra320 SCSI 

Transfer Rate 320 MB/s 
Synchronous 
(Maximum) 

Seek Time Single Track 0.4ms 
(typical reads, including Average 3.8ms 
settling) 

Full-Stroke Sms 

Rotational Speed 15,000 rpm 
Physical Configuration Bytes/Sector 512 

Logical Blocks 71,132,000 

Operating Temperature 50° to 95° F (1 oo to 35° C) 

Capacity 

Height 
. Width 

Interface 

72837.2 MB 

1.0 in· (2.54 em) 

4.0 in (10.16 em) 
Ultra320 SCSI 

http://hiSOOO.wwwl.hp.com/produc~~ll531_na.IITML 11129/2004 
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MORI DOCID: 1476019 

HP SCSI Ultra320 Hard D-iort Kits (Servers) - North Ameri~uickSp.ecs 

146.8-GB Ultra320 SCSI146.8 GB 10K 
10,000 rpm Hard Drive 
(1 ") 
356990-821 

Transfer Rate 
Synchronous 
(Maximum) 

320 MB/s 

Seek Time Single Track 0.55 ms 
(typical reads, including Average 4.9 ms 
settling) Full-Stroke 1 Oms 

. Rotational Speed 10,000 rpm 
Physical Configuration Bytes/Sector 512 

Logical Blocks 142,264,000 
Operating Temperature 50° to 95° F (10° to 35° C) 

Capacity 
Height 
Width 
Interface 
Transfer Rate 
Synchronous 
(Maximum) 

146815.74 MB 
1 .0 in (2.54 em) 
4.0 in (10.16 em) 
Ultra320 SCSI 
320 MB/s 

Seek Time Single Track 
(typical reads, including Average 
settling) . Full-Stroke 

0.4ms 
3.8ms 
B.Oms 

Rotational Speed 10,000 rpm 
Physical Configuration Bytes/Sector 512 

Logical Blocks 286,749,488 
Operating Temperature 50" to 95° F (1 0° to 35° G) 

©Copyright 2004 Hewlett-Packard Development C.ompany, LP. 
The information contained herein is subject to change without notice. 
Microsoft and Windows NT are US registered trademarks of Microsoft Corporation. Intel is a US registered trademark 
Corporation. 
The only warranties for HP products and services are set forth in the express warranty statements accompanying sue 
products and seri!ices. Nothing herein should be construed as constituting an additional warranty. HP shall not be liat 
technical or editorial errors or omissions contained herein. 

DA-11531 - U.S. - Version 7 - November 1, 2004 

http://h 18000. www l.hp.com/products/quickspecs/11531_na/11531_na.HTML 11/29/2004 
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MORI DOCID: 1476019 

ST373307LC Configuratio-ecifications - P~of3 

investor relations I about Seagat, 

HQme > 5JJJ2QQrt > DJsc 

Related Links 

> Installation 
Software 

> Diagnostic 
Software 

> U320 Time-Out 
Firmware 
Upgrade 

> Graphic Page 

Did this page 
help? 

Oves 
0No 

0Maybe 
( SUB.NIT lil 

Email this page 
to a friend 

Disc Drive 
Encyclopedia 

>by Model 
Number 

> by Interface 
> by Product 

Family 
> Interpreting 

Model Numbers 

Glossary 
Index of all terms 

_E.~~e_r, ~=y~or~~~) __ _ 
Advanced search 

ST373307LC Configuration and Specifications 

Cheetah 10K.6 

~acity_:73.4 GB 

002 7 ... 0 3 .. c f ,.... . . 
b""6'79"'a4g 

· Spe~_Q: 10000 rpm 
Averg_g_~_~_ek Time:4.7 ms 

Installation Guide 1 Product Manual 

Odd characters? Click here for he~-

SEAGATE TECHNOLOGY LLC 
1-BOO-SEAGATE 

http://www.seagate.com 
(C)opyright 2002 

ST-373307LW Ultra320 SCSI _Wide (Cheetah l0K.6, LVD) 

(ST-373307LW/LWV orily) 

(TOP) JS Auxiliary 
, . I -1, ;·=====\ 

=! KWHIIIIIIIIIIIIIIHIIUI>=t::::::ll o o o o I= 
\ 1--/ L - 2J L5-G--G-12J 

68 pin I/O CableJ IIIII L· 
Connection Male IIIII · SCSI ID = 0 (none) 

I I I II SCSI ID = 1 
pin-11 +5v ---1 lilt__ SCSI ID = 2 
pin-10 GND ---l I'--- SCSI ID = 4 

_ 1--- SCSI ID = 8 
pins 9 & 12 no connection L-- or· p'in-8 .Activity LEO* 

• These pins are driven. low for 250ms after PWR ON and RESET 
to allow jumper selectable SCSI IO as shown above. 

(ST-37330iLC/LCV only) 

80 pin I/O and DC Power Wall/bracket Connection 
I Female 

J1 /--1 \ TOP (HOA) 
~==! HllllmHHUIIIIflKWIRIIIII \,=== 

(\-1 · 40/) BOTTOM 

Notes on 80 pin I/0 connector:. 
pins 1 - 4·= +12v _41 

34 - 36 = +5v 74 
37 = SYNC 
38 = MTRON 
39 = SCSIAO 

- . 44 = 12v GNO 
- 76 = 5v GND 

77 = LEDC 
78 = DLYDST 
79 = SCSIAl 

. 0 - gq 

http://www .seagate.com/support/disc/specs/scsi/st3733071c.html 
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MUK~ UOC~U: 14~6019 

ST373307LC Configuratio-ecifications -
40 = SCSIA2 80 = SCSIA3 

Mating connector: AMP US p/n: 2-557103-1 straight-in, Male 80-pin 
2~557101-1 right angle to PCB 

SIDE VIEW R (ST-37 3307LW only) 
n 

FRONT TOP (HDA) J2. 87654321 F'1 
OF ======~====="'==P=W=A~ Jl . . '==' DRIVE BOTTOM ........ .. .... .. 

111111~ . 
Force Single-ended (LVD models only) __1 I I I I Term Power (LW onlyJ, 

Start Delay (12 sees t ID) ___1 II II Reserved 
Motor Start --' II L- Rese:.;ved 

Write Protect ___! '--- Parity .Disable . 

Termination Power-source Table 

...• =PWA edge= ·1 

A Drive Supplies Bus 
. 2:, I 

(not used on LC model) g~ I 
'---~--DefaiJlt no jumper ------' 

Note: LW and LC drives do not have internal terminators or 
any other.way of adding internal terminators to the 
drive; use ex:::ernal active termination if required. 
Use· active (ANSI SCSI-2 Alternative 2) terminators 
when terminating the bus. Use act·ive negation 
terminators when ·terminating a SCSI Ultra2 bus 
operating in Low Voltage Differential (LVD) mode. 

n FRONT viEw 1 <sT-373307LW/Lc) 

I 
I 
I 
I 
I 
I 

r-1Reserved. Shipped with ~over installed. 
I . Loo not remove., Do not install jumpers 

TOP (HDA) Fl===; 1 
=J?=W=A,====="'=-==1 :: :: I : :: : :: t= 

* 
_I

I 
LED 

BOTTOM ~123456 

J6 . 111111 
111111 

Remote LED Jill I LID 1 
(pin-11 +5v) I IlL- ID 2 

Reserved __1 I L- ID 4 
(pin-10 GND) '--- ID 8 

ST-373307LW 

UNFORMATTED CAPACITY (GB) 94.8 
FORMATTED CAPACITY (GB) 73.4-
AVERAGE SECTORS PER TRACK 718 rounded down 
ACTUATOR TYPE ROTARY VOICE COIL 
TRACKS 199,420 
CYLINDERS 49,855 user. 
HEADS PHYSICAL 4 
DISCS !2.5in) 2 
MEDIA TYPE THIN FILM/GMR . 
RECORDING METHOD PRML 
INTERNAL TRANSFER RATE (mbits/sec) 475 to 841 
INTERNAL ?ORMATTED TRANSFER RATE (MB/sec) 59 to 105 
EXTERNAL TRANSFER RATE (mbyte/sec) -40 Sync 

Low Voltage Differential(LVD) -----.-80/320 Sync 
SPINDLE SPEED (RPM) ---10,008 
AVERAGE LATENCY (mSEC) 2.99· 
BUFFER BMB 

Read "Look-Ahead, Adaptive, 
Multi-Segmented cache 

INTERrACE ______________________________ Ultra-SCSI Wide 

http://www.seagate.com/support/disc/specs/scsi/st3733071c.htmlbf-'1C, 11/30/2004 
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!VIU.t<..L .UOC.LLJ: l4"/6Ul9 

. ST373307LC Configuratio-pecifications 

Low Voltage Differential ~--.~---Ultra3-SCSI Wide 
ASA II, SCAM level 2 . (1 default) 

B¥TES PER TRACK 368K avg 
SECTORS PER DRIV=E---------------------14 3, J 7 4, 7"4 4 
TPI (TRACKS PER INCH) 64,000 
BPI (PEAK KBITS PER INCH) 570 
AVERAGE ACCESS (ms read/write) 4. 7/5.3 

Drive level without controller overhead 
SINGLE TRACK SEEK (ms read/write) _______ 0.35/0.55 
MAX FULL SEEK (ms read/write) _____ 9. 0/9.5 
MTBF (power-on hours) ,------------1,200,000 
SHOCK (G's, 11/2/.5 ms): 

operating (Read/Wdte) 15 
abnormal 40 
nonoperating 75/225/120 

ACOUSTICS (Bels typical, sound power) 3.6 
POWER DISSIPATION (watts/BTUs) Active --, 

Idle --8.7/29.7 
POWER REQUIREMENTS: +12V START-UP (amps) l. 21 

+12V TYPICAL (amps) -0.34 idle 
+SV START-UP (amps) --0.93 
+5V TYPICAL (amps) --0.78 idle 
IDLE (watts) - . 

LANDING ZONE (cyl) AUTO PARK 
IBM AT DRIVE TYPE --------------0 or NONE 

Physical:· 
Height 
Width 
Depth 
Weight 

(inches/rom): 
(inches/rom): 
(inches/rom): 

tlbs/kg), 

1.0/25.4 
4.00/101.6. 
5.75/146 
1.61/0.731 

Already low-levei formatted at the factory with x spare sectors at 
the end of each x cylinder region. 

ZBR = Zone Bit Recording = Variable sectors per track 

Seagate reserves ·the right to change, without notice, product 
Offerings or specificati?ns. (09/12/2002) 

\ 

Home I Products I Supper I Partners I News + Info I Jobs I Where To Buy I· Contact Us I Site Index 
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""'.onr of Defense Computer Forensics Lab, 
Technician Notes 

DCFL Request # • DCFL2004·1 004327 

Technician: !Lllll£ 1 Initials~· 
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. • For Official Use Only • 
.f.ir.;~~?<~~~~.r~~~·):w..'l'>~.ntw..;,~.r.~.~Y'.;;:;.;.-w.;.t.,.J~~"t'l:m:.l~';:)ll~"m~~~~~SM!Wli&W~.~ 

DCR-ID186iR6 BIIQUIJSI 
~.tA~~!'«<"~~;:p~,~~~---~~--MiiM!i!f;ii~~·~"#li 4WB;IJ!Sil:!f 'W~'fUtl:lliiKl~~~td l'l!tO 'i7!>D:Allil 

DCFL# DCFL2004-I004327 

Request# 0 

Requestor 

Received · 11/29/2004 · 

Standard Processes 
0 Image 0 Restore 0 Archive 

~ Media Classified 

~ Expedited Service 
r·------··--·------·----~--------------··---

jSECRET- CAT 1 . 

I 
~ Special Request 

[
._,.,,,_,., ____ , __ , __ .. ,, ... _., ... , ................................ _,., ___________ ,_ __ ,._. __ 
COMPAQ bladesen,ers. 

(Wake duplicate archive tapes for USACIL 

Additional Information r---------·--·· ............. ----·-···--~ .. --.. -------- ..... . 
USACIL- 2004-CID131-2130 

Other issues with media r ...... ·-·- ............ -- ....... ·-· ..... , ·~--- .. ·-··-··-------------
! .. 

! 
i 
! 

Version 2.0 - 9-Nov-04 For Official Use Only 

\. 

Page 1 of 1 
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Exhibit 40 

Pages 244 - 24 7 referred to 

Department of Defense 
Computer Forensics Laboratory (DCFL) 

911 Ellaidge Landing Road 
Suite 300 

Linthicum, MD 21090 
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FOR OFFICIAl USE 
LAW ENFORCEME~T 

AGENT'S INVESTIGATION.REPORT o419-o4-cloos6 
r-------~~~~~~---------1 CJD Regulation 195-1 

PAGE 1 OF 1 PAGES 
DETAILS 

1807, 23 Nov 04, this office received an additional Request for Assistance (RFA) from Special 
yth Military Police Detachment (CID), Fort Bragg; NC 28310, 

· uct additional activity under this RFA. SA ~equested this 
obtain a Consent to Search from the Commander, RHHT, 3rd A~egiment (ACR), 

ort.Carson, CO (FCC) 80913, authorizing the forensic examination ofthe computer servers 
llected as evidence under this RFA on 5 Oct 04~ Further, SA the 

onsent to Search be forwarded to the Department of Defense Computer Forensic Laboratory, point 
contact Ms Fl). · · · · 

0940, 24 Nov 04, SA this office, coordinated with CPT 
ommander, RHHT, 3rd ACR, who provided a Consent to Search pertaining to the three computer 

collected under DA Form 4137, Evidemce/PropertyCustody Document (VO) 0167-04, on 5 
04. The Consent to Search authorized the forensic examination of two Compaq brand blade 

"'""'''"""'''"C? serial numbers 6J31 NT180EJ and 6J31 JNT1801 Y, and on~ BSI brand server, serial number 
024983. (See Consent to Search for details) 

0955,24 Nov 04, a facsimile copy of the Consent to Search was forwarded to Ms. -atthe· 
Computer Forensic Laboratory. \ 

s Comment: As no additional activity is requested by 
e files of this office. 

!/Last Entry/// 

this file is closed in 
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, .. -ca~~i'B~A~:sp 
. CUSACIDC SUPPLEMENT 1 TO AR 190-22) 24 Nov 2004 

Time Date 

RHHT, 3rd Armor Cavalry; Fort Carson, CO 80913 

3. I have been informed by the undersigned USACIDC Special Agent that an inquiry is being conducted in connection with the following 
possible violation(sl of law: 

Murder 
b~'?~os-c t·oa79 .. 64 99 q 

4. I have been requested by the undersigned USACIDC Special Agent to give my consent to a search of my person, premises, or property .as 
indicated below. I have been advised of my right to refuse a search of my person, premises, or property, (If you do ne~t giile your consent, do not 
sign this form.). ------------------------------------ --·- --.- ---·--- ---------. ---·--- ---
I hereby authorize the undersigned USACIDC Special Agent and/or other Authorized Law Enforcement Officials assisting the undersigned 
USACIDC Special Agent to conduct a search of: (Initial and sign appHcsbls blocks! 

Initials Signature 
a. My Person 

Initials Signature · 
b. My Quarters 

Located At: 

Initials Signature 
c. My Vehicle 

Located At: 

Described As: 

d. Other 

Located At: us Army Criminal ITJ.ve 

Described As: Two Compaq brand Blade Servers, and one Bs'i Brand domain server. 

5. I am authorizing the above search(sl for the following general types of property which may be removed by the authorized law enforcement 
personnel and retained as evidence under the provisions of Army Regulation 195-5, or ·other applicable laws or regulations: 

A search of the aforementioned computer equipment, to inc.lude any internal hardware or storage media for any files, 
electronic data or significant email message traffic, along with other docl.lmentation that could be considered evidence. 
Equipment to be searched is described as Compaq blade service, serial number 6J31JNT180EJ, Compaq blade service, 
serial number 6J31JNT1801Y, and BSI Domain server, serial number 1024983. 

6. This written permission is given to the undersigned USACIDC Special Agent freely, voluntarily, and without threats or promises of any kind. 

PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE 

. FOR OFFICIAl USE ONLY 
lAW.ENFORCEMENT sr;N~ITIVr: 

Signature of Witness {if available) 

a·<-t~ 
O·Qu'1 ')A g· . . t... •f ~ 
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AGENT'S INVES 

------------------------------.----·.--------· -------------------------
DETAilS: 

BASIS FOR INVESTIGATION: On 18 Aug 05, this office received a Request For Assistance (RFA) from the 
481

h Military Police Detachment (MP DET). Camp Victory, Baghdad, Iraq to inquire about the location of and 
PI?SSibly obtain the original detainee capture file pertaining to MG Abed Hamed MOWHOUSH, CaptureTag 
076. 

At 0945, 19 Aug 05, SA •• 
Armored Cavalry Regiment R), 
was the S-2 with the 3rd ACR during 
believed the ~apture file ~investigation packet in and 
have it. MA..--stated LT~~ Staff 
~now the location of the detainee packet. MAJ~tated 
.. 66th Military lntellig~ (Ml CO), Fort Carson, CO didn't prepare intelligence 
MAJ- related 1l T...._ Rear Detachment.~h Ml CO may hav~this 
information and could have a copy oft~ MA....., also stated CW~ 
probably briefed his commander, MAJ.--Ft Lewis, WA) (NFI) on all intelligence issues .. 

At 1005, 19 Aug 05, SA-coordinated with LT~~ho related her office did n~t have the 
original or a copy of the detainee file p~rtaining to MG MOWHOUSH. LT~tated she believed it 
~arded with MG MOWHOUSH when he died but she was not certain of its exact whereabouts. LTC 
._..so stated her office never received it when she got back to the rear after the inCident originally 
happened. 

,. 

STATUS: This RFA is closed in the files of this office as no further investigative activity is . 
. anticipated .II/LAST ENTRY/// 

:'• 

TYPED AGENrS NAME AND SEQUENCE NUMBER ORGANIZATION 

37th Military Police Det (CID)(-) 
3d Military Police Group (CID) 
LSA Diamondback, Iraq 

EXHIBIT 
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AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
6 Oct OS 
DETAILS: 

(FOUO) Around 1040, 20 Jul 05, SA 
48th MP DET(FWD), Camp Victory, 
and three or four closed actions in which CW3 66th 
Military Intelligence Company, Fort Carson, CO (FCCO) 80913 was a po"tential suspect of 
detainee abuse. stated he would collect the information and forward itto 
this office. 

(FOUO) Around 11 · CPT (Retired)-
- He related the last time he 
saw any external hard drives relating to the Armored Calvary Regiment (ACR), FCCO 
recent deployment to Iniq, they were in the 3ACR Headquarters vault. CPT~tated 
they may contain intelligence summaries (INSUMS) prepared during Operation Iraqi 
Freedom (OIF) 1. · 

(FOUO) Around 1125, 20 Jul 05, ~and SA this office, . 
coordinated with 1LT -Rear Detachment, S-2, 3ACR, FCCO who stated 
she could not locate the external hard drives mentioned by CPT-and that the 
Regimental Headquarters had moved. She stated she believed all information pertaining to · 
the last deployment was sent with the 3ACR for their current deployment. 

(FOUO) Around 1400, 20 Jul 05, SA-coordinated with·Mr. 
Defense Computer Forensics Laboratory (DCFL), Linthicum, MD requesting his office 
expand/ re-examine the 3ACR servers for any and alllNSUM reports pertaining to CW3 

(FOUO) Around 0900, 6 Sep 05, SA~ received final DCFL report, 2005-1005250, 1 
S 05 which reflected the results of the search for INSUMS ·and emails related to CW3 · 

(See DCFL report for details) 

(FOUO) Afound 0721, 13 Sep 05, SA-received email from SA . 
Special Agent in Charge {SAC), 48th MP Det (CID), -Iraq, fully 
identified the one detainee who is still under U.S. con~in the four ROI's 

Page 
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87TH MILITARY _POL. 0 :t!, I, l • • ... ;'! L •• 'f' -.. -

GROUP (CID), USACIDC~ FORT BRAGG; NC 28310 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
2 Nov OS 

DETAILS: 

dossier nuinber 
ISN number was- Mr. 

Gharib prison, Iraq.· · 

ational 

~ound 1400, 20 Sep 05, SA ... received four. discs (CD's) 
containing copies ofROI's from the 48th MP Det The ROI's are 
investigations which list CW3 as a suspect on related investigations:, 
to include a statement by detainee Mr. states he was placed in a sleeping bag 
similar to the MG Abed Hamed MOWOUSH, former Major General, Iraqi Army, Iraq, 
~PI) incident. (See CD's for details) 

(FOUO) Around 1530, 5 Oct05, SA-coordinated with MAJ 
Staff Judge Advocates. Office, FCCO, who stated probable cause existed to 

66th MI Co, FCCO and CW3 
committed the offenses of murder· · of duty, further he stated probable cause 

Aviation Maintenance Troop, Support 
66th MI Co, FCCO 

sufficient e\ridence 
the 

to bring them to 
were undecided as 

. (FOUO) Around,} 000, 6 Oct 05, SA-coordinated with MAJ 
Special Assistant to the U.S. Attorney, FBNC who stated bable cause existed to 

not seek prosecution. 

IAL AGENT, 
Page 2 of 3 
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87™ MILITARY POL.E D.CHMENT (CID) 
GROUP (CID), USACIDC, FORT BRAGG, NC 

AGENT'S INVESTIGATION REPORT 
0027-03-CID679-64999 
2 Nov 05 

DETAILS: 

MORI DociD: 1476019 -· (ABN),41t MILITARY POLICE 
28310 

14 Oct 05, SA-coordinated with LTC- . 
Staff Judge Advocate, 5th Special Fort Campbell, 

KY stated probable cause existed to believe SSG. SSG · 
Aaron N. HOLLEYMAN,-and CW2 all of 1st 

BN, 5th Special Forces Group, Fort Campbell, KY committed the listed offenses and that there 
was sufficient evidence available to prosecute; however, both had already received letters of 
reprimand for the listed offenses, also SSG HOLLEYMAN was killed in action in Aug 04. 
LTC ~tated SSG and CW2 ]~ould be testifying in the Courts 
Marti& against CW3 

(FOUO) Around 0900, 2 Nov 05, SA 
there was not · 

(FOUO) A review ofthe National Crime Information Center, Computerized Criminal History 
File, and the files ofthe De~ense.Clearance and Investigations Ind.ex, US Army Cri~e 

IAL AGENT, 
Page 3 of 3 
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MORI DociD: 1476019 

• . ~ • ---· . 0027•o3-CID679·6~gt~ 

UNITED. STATES 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

0027 -03-CID679-64999 
DCFL-2005-1005250 . 

N 
\ 

L() 
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07/20/2005 09:16 
MORI DociD· 1476019 

7195265423 COLORADO FRAUD RA PAGE 01 • .~027 ·o3' ,· 79-64999 

lkpm'Uilt.:nt nflkli.:n:;;c {.'omptstcr Forcnsit.:s Lnb~,-,rat.nry Rcquct>t Fonn 1 

1. J\dmini$1't·ativc fn·lhnnntinn 
In the table below enter all contact information. 

ln\'&.~stig:ltor Altl\rll;lte Pnint-uf C'ont!lct ~uestm· ~ 

~~~-----910-396-19125 317-SlfJ-5669 910-396-:1912 

Bldg 8-12JJ, Randolph 
Stteet, Fort Bragg, NC 
28310 

2. 1 Requesting agency's 
2.2 Name of$UBJECT: 
2.3 

8899 East Street, 
Column 218-C, 

IN 

2.5 The work requested is an submission or a 

\. 

If fo How-up. submission · was chosen, enter 
and the case number: DCFL-1004-1004327. 

of the. previous case: 21Jan05 

All media asso with the case is beingsubmitted to DCFL? Yes No 
If"No", what agency is performing the other part of the examination? · 

3.2 Has the evidence been previously analyzed bya forensic examiner or agent? IXl Yes 0 No 
3.3 Enter a detailed ofthe services for DCFL to · 

Search ·submitted. evidence for doc11ments, files pertainiJ1g to CW3 
MOWHOUSH. In particular l11telligence I Itrterrogation Summaries (lNSUMS) 

DCFL · - 2005 - 1 o n 5 2 5 o I'OR OFFICIAL 
fft6-l? I o ~13 
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MORI DociD: .. _1476019. 

071201200~ 89:17 7195265423 • " ·' . 

COLORADO FRAUP RA PAGE Ell . - •. 
0027-o3-CiD679·64~99 

I)CFL ~ 2005 - I 0 0 5 2 5 0 
. lOR OFFICIAL USE ONLY cso ~1-t>3-cl Dlil'l-IPI/'lfi 

. ft+?F A a i= .1'3 · · . . · • __ . _ · 0 0 0 2 5 ()-. 
bl ,b~ ~-rc,· · ... 
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CILA-EP 

MORI DociD: 1476019 

~NLY-~W ENFORCaT S 

DEPARTMENT OF THE ARMY 
US ARMY CRIMINAL INVESTIGATION LABORATORY 

4553 N 2ND STREET 
.. FOREST PARK, GA ti7fi'21f • Q 3 . • C 

•• JE 

,0679·6~999 

19 November 2004 

MEMORANDUM FOR DEPARTMENT OF DEFENSE COMPUTER FORENSIC 
LABORATORY (DCFL), 911 ELKRIDGE LANDING ROAD, SUITE 300, 
LINTHICUM, MARYLAND 21090 

SUBJECT: Case Transfer/Request for Forensic Media Analysis 
USACIL Case Number 2004-CID131-2130 . . 

Submitter Case Number 0027-03-CID679-64999 
~~ 

1. Reference telephone agreement on. 19 Nov 04 between SA ••• 
I and Technical Support ·Division, USAC~L, and 

Director of Operations, DCFL. 

2. On 19 November 2004, the USACIL received evidence from Fort 
Bragg, NC requesting forensic media analysis of evidence. Upon 
review of the request by SAtllllllllt it was determined that 
the case met the requirements for forwarding to the DCFL for 
examination. 

. . \ 
3. Request your offioe process the evidence stibmitted and 
forward the report of findings and the evidence directly to the 
submitting agency. IAW regulatory guidelines, request all chain 
of custody document~ be appropriat~ly annotated, the evidenc~ 
packaged IAW with regulatory guidelines and returned to the 
submitter via Registered Mail, Federal Express etc .. If there 
are any questions regardin~ the examinations requested, or if 
evidence di~crepancies ~re note~, please contact the . 
investigative agency, SPECIAL AGEN'r IN CHARGE, S7TH MILITARY 
POLXCE DETACHMENT, THIRD MILITARY POLICE GROUP, USACIDC, BLDG 8-
l22l. RANDOLPH STREET, FORT BRAGG NC 28310-5000. 

4. It is also requested that a copy of the report of findings, . 
the forensic duplicate of the data on the submitted evidence, and 
the lab/~xaminer's notes be forwarded to the USACIL. · The field 
elements are not equipped for long-tei::m storage. 

!~ c c : .. j 
AN ASCLD/LAB ACCREDITED LABORATORY (SINCE I!J85) 

. ; 

FOR OFFICIAL USE ONLY-· LAW ENFORCEMENT. SENSITIVE . 1 of 2 
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MORI DociD: 1476019 

;0}1][6)"··-.- .· ~027·o3--rD,79 6-~299· 
~ ~ u. ~·OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

USACIL CASE WORKSHEET ;~ (~:r.-:. ·'~ -CID131- o~ .t ~._:,_::) 
--------~------- ---~~=---------____...;.--=::::::::-.._ 

!",INCOMING /OUTGOING 
·~~ -------

SUBMITTER AGENCY __________ ._·~~~~~~h~n4~~~-~~·-~----------------------------
()0 

SUBMITTER CASE NUMBER __ ~C_·~~~-2~'1_-__ 0=-~---·-=C~-i=·v~6~h~'7_a~L_-~l=P-~~·~9-~~··~~---------
n 

SUBMITTER REPRESENTATIVE ~A ____ _..:..___.. 

pUBMITTER TELEPHONE # DSN: FAX # DSN 
------------~ ---~--------~ 

CML: 4 i D ·· 3cr &.- •· 9, 7 '11 FAX # CML ______ -"---

0 

~9ERT MAIL/~NDMBER ( S) R..R: H 2G ·· Do i - ~%~ /Fe '8 B'7 2 
CQ 

Gi J 'JD3626 0 

DATE FWD TO LAB DATE RCVD } lj J,J iN i.J ·-/ ------------------- -~~~~~~--------

EVID CONT # __ ~lj~~--2_4"_D __ ~f~~-I_J-_._·~-~-~~-~~·t)~·- REPORT REQUESTED YES/NO 

PURPOSE: STATUS CHECK FINDINGS. BRIEFING 

P~EPARED 

CF: EP 

---- ---------------
\ 

EXPEDITE ---------- EVIDENCE DISCREPANCY {MEMO REQ) 

ROUTING CHANGE: ADD DELETE ---- ----- -----'----------
CASE CANCELLATION 

VERIFIED BY/DATE: 

ACTION CANCELLATION -----------

--------------------------------------
OTHER 

------------------------------~----------~------

TE SD DC FD LP FA IT CASE FILE v--· 

FOR OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

DCFL - Z005 - I o o 5 2 5 0 
ffi6-E 51)1= !3 ·. oc·o ..... t:~n. 

· 1> .•• .,(. ~vv 

e 
Q:-.... 
~ 

0 
0· 

( .. 

ACLU-RDI 5170 p.219



Page 260 withheld. 
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DCFL-

I~VV. L u. lVV.'t 0; I :JI'IIYI 

DO NOT PROCESS, STORE, OR TRANSMIT CLASSIF'IED INFORMATION ON TELECOMMUNICATIONS 
SYSTEMS. FACSIMILE MACHIN!:S ARE SUBJECTTO MONITORING FOR T5LSCOMMUNICATIONS SECURITY PURPOSES 
AT ALL TIMES. USE OF DOD TELECOMMUNICATIONS SYSTEMS CONSTITUTES CONSENT TO TELECOMMUNICATIONS 
SECURITY MONITORING. . . 

FOR OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

US ARMY CRIMfNAL INVESTIGATION LABORA10RY 
4553 N 2ND 

DATE: 26 NOV 04 

TO: 

DCFL 

LlNTHICUM, MD 

FROM: 

TIME: 8:24 

Phone: DSN 622-2595 

FAX: 410·981-0183 

PHONE: 404-469~ 7110 
FAX: DSN 797·7112 

REF: USACIL CASE# 2004-CID131-210 US Army Criminal Investigation Laboratory 
SUBMITTER CASE# 0027~04-010679·64999 EVIDENCE PROCESSING 

4553 N 2nd, Forest Park, GA 30297-5122 
EMAIL: . 

CC: 

Consent to Search. 

Lab Ops Assistant 

FOR OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

- I 0 0 52 50 

000261 
.;. ( 

oo.;t1-oo- c.f'D 41 

b"'~ 
. ' 

0 
• 

M 
0 
• .1:'-

w 
0 
0 
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MORI DociD: 1476019 
A- cdRs • w ttlXIU ~ u- o ,.,"* d ~es; a2 

OlltC 

RHHT, 3rd Annor Cavalry, Fort Carson, CO 80913 

3, 1 hsve been Informed IIV th& undsrsigned USACIDC Speci~l Agant that en inquiry Ja being conducted Itt co~nectlcn with the followln; 
po$siblo vloletlan(e) of lav1: 

Murder 

4. 1 hsv11 been taque!ted by the undersignud USACIOC Spaolal AE(ent to give my ~:onscnl to a !e!lrCh or my person, pramlaes, or pro pony GB 

lndica~od below. 1 haVe b~en advlaod of mv right to ntfi.ISe :1 uarch of my psr~on, premlsoA, or property. Hf you~ giv•. VQUI CQnsent. do llot 
tiQ111hlllform,J . · . ______ -·" __ -- -·-·-·-· 

1 her~u~z~ u~;aigncd USAciCC"SPI'!C~j Agent ~r ;he, AUfhorl~:ed ~ew Enforcement Offloial:i !!S.Sistlng the untlersignod 
USACIOC Spoolal Agent t~ conduct aaoatch o1: (lttltMI•hd•lgn •ppJI~-'tl•blook~l 

·--"--
lnh/afs 8ignotum 

a. My Parsan 

·---·····---~·--· --- +--
/n,"t/8/s $/gntJttJre 

---..... -.· 

b. Nly Quartert: 

_ ..... ··- . --··--- ·--· ..... - .. ..--.. o~_-·---
loc~ted At: 

'J'·-·-·-·-,·-/nlt/0/s.,-.,., .. ,.:.·- -- -· ·--
e. . l\1y Vehicle ------ . .. ·-- --· _ ... ,,_,__. .... -- ----· 

Located At: 

d. Other 

/ 

Described As: Two Co:upa.q brand Blado Servers, and one .BSJ BrMd domain server, 

&. I am euthorizing tlte aboiiG aatroh!rd forth~ following grmGral types of proporty whlt:h may ba removed by the authorlaed l!W Qnforc:emsnt 
personnel ar,d retalnad aa e•ridanc:e undllt the proVisions of Army Regulation 1 95·&, or other ap~lleablo laws or nguletlons: 

A search of the aroremuntloned computsr equipment, to Include any internal hardware or storage media for any flies, 
electronic data or slgnlfieant email message traffic, along with other documentation that could be con~idered evidence •. 
Equipment to ba searcted Is described as Compaq blade sarvioe, terlal number6J31JNT1SOI:J, Compaq blade eervlc:e, 
serial number BJ31JNT1801Y,•and BSI Domain server, aerial number 1024983. . · 

8. Thlt written permit:efon iu glv•n to th!! undorslgned USACIDC: Spec131 witnounhrtBts or proml11es of any kind. 

SlgnDturo of \.vllnau 11r ;~viilebl~i . 

CID FoiTII Aug 00 (lhv) · PRIWIOUS 

OCFL :.. Z005 - l o o. 5 2 5 o 
OF THIS FORM ARE OBSOLETE 

I'OR OFPI~ USE ONLY 
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0021 ·o3- c. D679. 6-:1::3 gg. 

Fort Cars~on Resident Agency 
4·8th MP DET (CID) 
6th MP Group CJD 

FORT CARSON, CO 80913 
1'THE. MOUNTAIN POST" 

. . F'AX COVER SHEET 
[lo not process. store, or transmit clesslfied information on nonsec'ure 

telecom'T!Unications system$, Including FAX machines. All telecommunications are 
subJect to monitoring for security purposes at all times. Use of o'epartment of Defense 

telecommunications systems constitutes consent to monitoring. 

TO:· . . .Q.~tf.-.~t.r.t. ~~a FROM: 
ATTN:----- DATE: 
FAX#: s r")=t- ~f. lit PAGE:S; 2. 

(Includes cover) 

. The voice c·.a/1 back number for this office is (719) 626-3991 or DSN 6~1 ~3991. 
The FAX number is (719) 526-4258 or DSN 691~4258. . 

I~EiViAF~KS: 

-
-----······------------------- ooo., .. ," 

~Ov 

ooCJ-1-0l-<:1Dh79- fi4Cffl 

DOfl-l005- I 005259 iOR OFFICIAL USE ONLY 
(->/f-6-l::- Cj If= /3 . 
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·.CRIME LAB 
For use of this fonn see 

TO: Laboratory 
USACIL-CONUS 
4553 North z•d 
Forest Park, GA 
30297-5122 

ATTN: Imaging & Technical 

Case Number 

0027-03-CID679-64999 

Suspect(s): 

Multiple 

. ' 
s.TION REQUEST 

proponent agency is USACIDC · 

FROM: Special Agent in Charge 
87'b.MP Det, DSE 

MP Group (CID) 
Bragg, NC 28307 

(910)-396-6429/4311/8806 
Fax Extension: 8595/8607 
Email: mailD23@cid023 

Investigator 

SA 

-~. 
-ormer M!\ior General, Iraqi Army 

0./Jense(s): Copy of Evidence receipt enclosed: 

Murder Yes 

MORI DociD: 1476019 

Refem!l Number 

Received Returned· 

AVN/Phone #: 

236-43ll/8777 

Other evidence previously submitted: 

None 

If other evidence was previously submitted, list othersubjects and the case and lab referral number(s): 

EXHffii;T 

1 
2 
3 

DAFonn3655 
1 An17Q4 

/ 

ITEM DESCRIPTION 

Blade Server, seriainumber 6J31JNTi80EJ, (Item 1, VO #393-04) 
Blade Server, serial number 6J31JNT1801Y, (Item2, VO # 393-04) 
Domain Server, serial number BSI 1024983, (Item 3, VO # 393-04) 

. JO~OFFICIAL U~')f 

DCFL -2005- I 0 0 52 50. (-JII-6-c- /t) nC- 13 

b67C 

ooo~.-
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• 0 
. I I" 

EXAMINATION(S) REQUESTED: 

Imaging & Technical Division: 

Please search Exhibits 1 through 3 for files, emails, or any other digital documentation for the following key words and 
phrases. · · · 

SEE A TT ACHEO: 

PLEASE CONDUCT ANY OTHER TEST YOU DEEM NECESSARY. 

/ 

Evidence has not been·examined by another expert in the same field .. 

Typed/ Printed Name oj Requestor Date 

15Novo4 , Doo26 

DAFonn3655 
1 A no Q4 

DCFL ~zoos- t o o.5 2 5o. 
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MORI DociD: 1476019 

- o0.27 -o·c 1 C67 g 6 -±9 99 
DEFENSE COMPUTER FORENSICS LABORATORY 

911 Elkridge Landing Road, Suite 300 
· Linthicum, MD 21090 

1 September 2005 

MEMORANDUM FOR SPECIAL AGENT IN CHARGE 
871

& Military Police Detachment (CID) 
Bldg 8-1221 
Randolph Street 
Fort Bragg, NC 28310 

SUBJECT: Digital 
CW3 

Forensic Analysis Report- DCFL-2005-1005250 (0027~03-CID679-64999; 

I. Back!!round: SA 87tb MP Det., DSE, submitted a request dated 20 July 
2005, ~eviously submitted evidence for any documents, emails and other files pertaining to 
CW3 ---and a detainee MOWHOUSH, This request is a follow-on to original DCFL case 
#DCFL-2005-!004327. SA- requested tha,t the hard drives be searched for any documents, 
emaiis, and any files pertaining to CW3 -and a detainee MOWHOUSH, inparticular 
Intelligence/Interrogation Summaries (lNSUMS) written by SUBJECT. Search authority was provided 
by CAPT. -T, 3rd Armor Cavalry, Fort Carson, CO 80913. 

Summary of Findines:. From 22 July- 1 September 2005, vU.lUVUl..,J 

with the of Computer Forensic Exam 
conducted an exa.D).ination of the media provided. A salvage 

conducted on all hard drive partitions for all documents, graphics, email, and HfML files. A keyword 
search was conducted using the terms MOWHOUSH,- Interrogation, . 
Intelligence, and Summaries). An . results identified nine hundred and ten (910) 
documents that appear to be written by CW3 thirty-seven (37) einail messages that appear 
to pertain to CW3 ~nd possible graphic files of the detainee 
MOWHOUSH. 

3. Items Analyzed: 

TAG NUMBER: 

393-04 Iteml ·HDOOl & HD002 - -

393-04 _ _Item2_HD001 & HD002 

393-04_Item3_HD001, I-ID002, HD003 & HD004 

ITEM DESCRIPTION: 

Compaq Blade Server, SIN 6J31JNT180EJ 
. . 

Compaq Blade Server, SIN 6J31JNT1801Y 

BSI Domain Server, SIN BSI l 024983 

SPECIAL HANDLING REQUIRED 

This document is subject to a claim of privilege under military raw. Handle In accordance with AFJ 71-101, Vol. 1. 

NOTICE - The Defense Computers Forensics laboratory (DCFL) prepared this report at the specific request of your agency. Your agency is 
the record custodian. You may make release of the report or !lie Information it contains without prior DCFL approval under the Freedom of 
lnfonnatlon Act (5 u.s.c., Section 552) or the Privacy Act (5 U.S. C., Section 552a). 

"Where Technology Meets Integrity" 
FOR OFFICIAL USE ONLY 

·Page I of2 
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0027-03-CID679-64999. 

MORI DociD: 1476019 
0027 .. 03 .. ~o679 64999 . 

• DCFL-2005-1005250 

4. Items Provided: In addition to this hard copy report and attachments, a Findings CD labeled 
"Digital Evidence Forensic Analysis Report dated 1 September 2005" was provided containing an 
electronic copy of this report and it's attachments. 

Released by: 

Attachments: 
I. DCFLFonn 42, Examination ofDCFL-2005-!005250 Tag393-04_Item l_HD001 and HD002, dated 

I September 2005, 2pages 
2. DCFLFonn 42, Examination ofTag393-4_Item 2_HD_OOI & HD_002~ dated 1 September 2005,2 

pages . . . 
3. DCFL Fonn 42, Examination ofTag393-04_ltem3_HDOOI, Hb002, HD003 & HD004, dated I 

September 2005, 3 pages 

FOR OFFICIAL USE ONLY 
Page 2of2 
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1. OATE OF REPORT 

1 September 2005 

MORI DociD: 1476019 

• 0 0 2 7 .. 0. c . . 57 9 t) 4 9 9 9 

DEFENSE COMPUTER FORENSICS LABORATORY 

REPORT OF EXAMINATION 
2. REQUESTOR'S CASE CONTROL NUMBER 

. 0027 -03-CiD679-64999 

3. OCFl FILE NUMBER . 

DCFL-2005-1005250 

DCFL-2005-1005250 Tag393-04 Item 1 HD 001 and HD 002 

CAUTION: The Findings CD provided with this report should be viewed on a ·stand-alone computer (not conriected to any 
. nelwork) because the CD may contain disturbing information or contraband (e.g., child pornography); dangerous software 
(e.g., viruses or Trojans, etc.); or may try to coimect to outside computers (e.g., contain hyperlinks to web pages or other 
servers). 

I. Special Agent MP Detachment, DSE, submitted a requested for digital media 
analysis dated 20July for Tag393-04_Iteml, (One (1) Western Digital, model# WD2000BB-OOWAO, seriai · 
# WMAEH2298177, MB 15622, 200GB hard drive. The 200GB hard drive contained two directory folders - . 
Tag393-04_Iteml_HD_001 and Tag~93-04 Iterril_HD~002. This request was follow-on to the DCFL request 
number DCFL~2005-I004327. SA~~d dfives be examined for anyevjdence of . 
documents, emails, or files pertaining to CW3 ---and detainee MOWHOUSH. ln particular, search 
for all Intelligence/Interrogation Summaries (IN SUMS) written by CW3 ••• 

2. DETAILS: 

a. Tag3 93-04 _Item 1_ HD~ 00 I was damaged and deemed to be irreparable. Please refer to DCFL Forin 42 
dated 24 January 2005 for more information on this drive. . 

b. Tag393-04_Iteml_:_HD_002 was damaged, however the hardware technician was able to image the drive. 
Approximately 20,000 sectors were reported as damaged. Due to the 20,000 sectors being damaged the partition 
and file system structure was compromised. · . \ · 

(I) Fifteen (15)-document files that appeared to be written· by CW3 -were recovered 
from unallocated areas of the media. These files were transferred to the Findings CD in "\DCFLOS-5250\DOC 
(WP) salvage file~~~ directory. 

(2) A keyword search was conducted using the terms (-Mowhoush, intelligence, 
INSUMS, interrogation, and summaries) provjded by SA An examination of the search n~sults. . · 
identified three (3) emails that appeared to pertain to CW3 -and eighty:.One (8l}document files that 
appeared to be written by CW3 -These files were transferred to the Findings CD in "\DCFLOS- · · 
5250\ Search Results for HD02" directory. · · 

3. GLOSSARY: 

Unallocated Space: Data storage area of the media that is currently not assigned to any p~icular file but 
inay have been at one time, thereby still containing residual information. 

Image: A verified copy of a hard drive residing ori another hard drive as a file or group of files. 

SPECIA 

. This document Is subject to a clillm of privilege under military law. Handle In acc;orclance with AF171-101, Vol.1. 
. . . . 

~OTICE • The Defense Computer Foren~lcs Laboratory·(DCFL) prepared this report at the specific request of your agency. Your agency Is ttie record 
custodian. You may make release of the report or the Information H contains wlthout prior DCFL approval under the Freedom of Information Act (5 
Section 552} or the Privacy Act (5 U.S.C., Section 552a). · 

DCFL FORM 42 SEP 2004 ·FOR OFFICIAL USE ONLY 

/'ME 3(Jf! 9 
Page l of 2 -· 
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MORI DociD: 1476019 
1. DATE OF REPORT CASE CONTROL NUMBE~ 3. DCFL FR.E NUMBER 

. · DCFL-2005-1005250 

Q027·o3 .. C I C679·64ggg 
4. ITEMS PROVIDED: In addition to this hard copy report, a Findings CD labeled 'Findings CD for DCFL-2005-
1005250 Tag393-04 Item I HD 001 and HD 002 contains DCFL Form 42 dated 1 September 2005' was provided 
which contains ari electronic copy of this report with hyperlinks to all above-mentioned files. 

DCFL FORM 42 Continuation FOR OFFICIAL USE ONLY Page~ 
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.MORI DociD: 1476019 

o o 2 7 .. o /lc . r G 7 9 6 4 g g 9 

DEFENSE COMPuTER FORENSICS LABORATORY 

·REPORT OF EXAMINATION 
1. DATE OF REPORT 2 REQUESTOR'S CASE CONTROL NUMBER S. OCFl ALE NUMBER 

I September 2005 0027-03-CID679-64999 DCFL-2005-!005250 

Examination ofTag393-4_1tem2_BD_001 &BD_002 

CAUTION: The Findings CD provided with this report. should be viewed on a stand-alone computer (not 
connected to any network) because the CD may contain disturbing information or contraband (e.g., child 
pornography); dangerous softWare (e.g., viruses or Trojan horses, etc.); or may try to connect to outside 
compi.lters (e.g., contain hyperlinks to web pages or other serverS). 

NOTE: Each evidence item containing pertinent findings has a corresponding directory on the Findings CD. 
Notable files were copied to these directories In the same direCtory structure that was found on the original media. 

I. , DET, DSE, Fort Bragg, NCrequested Tag393-
be analyzed for documents, emails, and any other files 

1nre~:attc1n ac;ttVJlties '""t'hnr1o- detairiee MOWHOUSH. Search 
RHHT, 300 Armor Cavalry, Fort Carson, CO. 

2. Items Analyzed: 

TAG NUMBER: 

· Tag393-4_1tem2_HD_001 

Tag393-4 _Item2 _HD'-002 

3. Details: 

ITEM DESCRIPTION: 
One (1) HP Invent 72.8 GB Hard drive, Model # 
BD07285A25, Serial # 3HZOES8H 

One (1) HP Invent 72.8 GB Hard drive, Model # 
BD07285A25, Serial # 3HZOE89V 

a .. The HP Invent 72.8 GB hard drive Model number BD07285A25, Serial # 3HZOES8H 
removed from Tag393-4: .. Jtem2 contained tWo (2) FAT12 partitions. Neitherofthese 
partitions contained an operating system. 

b. The HP Invent 72.8 GB bard drive Model # BD07285A25, Serial # 3HZOE89V removed from 
Tag393-4_Item2 contained t:l1I'ee (3) partitions. One (1) FAT12 partition, one (l).FAT32 
partition, and orie ( 1) NTFS partition. The NTFS partition had at one time contained a 
\WINNT operating system, however, it had been deleted. 

c. Recovered all picture files, text files, document files, spreadsheet files, movies, email files, 
Internet history files, and other possibly relevant files to the investigation. Actions performed 
to obtain these results include: Sector carve, keyword search, and drive structure analysis. 

-

Forensic Examiner - ....... 
SPECIAL HANDLING REQUIRED. 

This document Is subJect to a claim of privilege Iinder military law. Handle In accordance with Aft 71·101, Vo1.1. 
. . 

NOTICE • The Defense Computer Forensics LaboratOJY (DCFL) prepared lhls report it the specific request of your agency. Your agency IS the record 
custodian. You may make release of the report or the lnfonnatlon It contains without prior DCFL approval under the Freedom of Information Act (6 u.s.c., 
Section 562) or the Privacy Act (6 U.S.C., section 652a). 

DCFL FORM 42 SEP 2004 ·FOR OFFICIAL USE ONLY 
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1. DATE OF REPORT 

.1 September 2005 

• 
MORI DociD: 1476019 

· o027·o·J oa79-64999 

2. REQUESTOR'S CASE CON'lROI. NUMBER 3. DCFL FILE NUMBER 

0027~3-CDD679~999 DCFL-2005-1005250 

d. A full file-listing database ofTag393-4_Item2_HD _001 can be located under 
~epons~_OOl. · 

e. A full file-listing database ofTag393-4 _Item2 _fiD_ 002 can be 1~ under 
\Repons\HD _002. 

f. A sector carve was executed against Tag393-4_Itein2_HD _001 and resulted in fourteen 
thousand three hundred twenty-eight (14,328) files. After analysis, twenty (20) possibly 
relevant :files to this investigation were placed under \HD _ 00 1. 

g. A keyword search was executed against Tag393-4 _Item2 _ HD _ 001 utilizing the terms 
._. mowhoush, insums, interrogations, intelligence, summaries, /SUM, 

~ Mohowsh, --· te"or, Mowhoush, and /SUM'. 
resulted in three hundred twenty (320) files. After analysis, no relevant files were recovered. 

h .. ·A sector canie was executed against Tag393-4_Item2_HD_002 and resulted in twelve 
thousand eight hundred eighty-one (12;881) files~ After analysis, nine (9) possibly relevant 
files to this investigation were plaCed under \HD _ 002. · 

1. A keyword search was executed against Tag393-4 _Item2 _ HD _ 002 utilizing the terms 
••••• mowhoush, insums, interrogations, intelligence, summaries, /SUM, ••••• 
Mouhowsh, Mohowsh, , , terror, Mowhoush, and /SUM'. This search 
resulted m three thousand four hundred twelve (3 ,412) files. After analysis, no relevant fiies 
were recovered. · · · \ 

4. Definitions: 

a. Sector Carve: The process of recovering files by searching for a known file signature. 

b. Hash value:• A value generated by running afi1e tltrough a mathematical algorithm resulting in 
a 32-character(128 bit) a unique alphanumeric value or "fingerprint". 

c. Hash Set: A group of bash values assembled for ,a purpose. Used to compare hash values of a 
group of unknown files in an effort to identify those known fi1es hidden among therit. · 

5. Provided with this DCFL Fonn 42 is a Finding$ CDlabeled ''Tag393-4_Item2_HD_001 and Tag 393-
4 _Item2 "'""HD _ 002 Fonn 42 and Notes, dated 1 September 2005, which contains an electronic copy of 
this Form42, all relevant files, and all additional attachmentS. · 

DCFL FORM 42 Continuation FOR OFFICIAL USE ONLY 
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Page 2 of 2 
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1. DAlE OF REPORT 

1 September 2005 

• DEFENSE COMPUTER FORENSICS L4BORATORY 

REPORT OF EXAMINATION 
2. REQUESTOR'S CASE CON1ROL NUMBER 

0027..:03-CID679-64999 
. 3. DCFL FILE NUMBER 

DCFL-2005-IOOS250 
. . . 

Examination of Tag393-04 Item3 BDOOl, HD002, IiD003 & BD004 

. CAUTION: The fmdings media provided with this report should be viewed on a Stand-alorie co~puter (not 
connected to any network) becarise the media may contain disturbing information or contraband (e.g., child 
pornography); dangerous softWare (e.g., viruses or Trojans, etc.); or may try to connect to outside computers 
(e.g., contain h~erlinksto web pages or other servers). · · · · · · · 

1. Special Agent (SA) 87th :MP DET, DSE, submitted a request for digital media arialysis 
dated20 July 2005; ofil computer (1) BSI Blade server SIN: BSI1024983), containing Four(4) Seagate 
73.3GB hard drives. This request is a follow-on to original DCFL c·ase #DCFL-2005-1004327. 
requested the hard drives be examined for any evidence ofdocuments, emails, or files-pertaining to 
_..and a detainee (MOWHOUSH). 

2. ITEM ANALYZED: 

LOG NUMBER: ITEM DESCRIPTION: 
. Tag393-04_1tem3 __ HD001· 
Tag393-04 _Ttem3 _ HD002 · 
Tag393-04 _Item3 _ HD003 
Tag393-04 _Item3 _ Hb004 

. One (l) Seagate 73.3GB Hard Drive Model# ST373307LC, SIN: 3HZOLH3G 
One (l) Seagate 73.3GB Hard Drive Model #ST373307LC,SIN: 3HZOQ7S6 
One (I) Seagate 73.3GB Hard Drive Model #ST373307LC, SIN: 3HZOJAAF 
One (1) Seagate 73 . .3 GB Hard Drive Model #ST373307LC, SIN: 3HZOPTPG 

3. DETAILS: 

a. Tag393-04_Item3_HD001,a Seagate 73.3GB hard drive, model #ST373307LC, s~rial # 3HZOLH3G, 
taken from a BSI Blade server, serial #BSII 024983, contained two (2) 68.354 GB NTFS partitions 
(Partition 0 & 1). The system was running Windows 2000.· Additional system information can be found · 
in the Registry Report on the fmdings media at '~5250 Fmdings\5250 Reports\Registry Report~rtf'. A 
database listing all active recovered and d.eleted files from Tag393-04_:_item3 _HDOOl can be found on 
the findings media at "5250 Findings\5250 Repbrts\BSI Server Drive l.mdb". 

(I) Asalvage was runagainst Tag393-04_Item3_HD001 searching for all graphic, document, 
email, and other files resulting 1n one hundred ninety five thousand five hundred ninety-seven 
( 195,597) files. · ·. · · · 

(2) A keyword search was conducted using the terms 
insums, interrogation, and su.nlmaries) provided by SA An examination of the 
search results four hundred thirty ( 430)document files that appeared to be written 
by CW3 eighteen ( 18) email files were identified that appear to pertain to · 
CW3 eight (8) picture files possibly of detainee MOWHOUSH. These . . 

This document Is subject to a claim of pri_vilege under mlrrtary law. Handle In accordance with .AFJ 71-101, VoL 1. 

NOTICE • The Oefense Compute~ Forenslc;s laboratory (DCFL) prepared this report at the specific· request of your agency. Your ag~ncy Is the record custodia~. 
You may make release of the report or the information It contains without prior DCFL approval under the Freedom of Information Act (5 U.S.C., Section 552) or 
the Privacy Act (5 U.S.C., Section 5_52a). · 

DCFL FORM 42 _SEP 2004 FOR OFFICIAL 
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• .0 o27 .. , .. c iD679-64999 

1. DATE OF REPORT 2. REQUESTOR'S CASE CONTROL NUMBER 3. OCFL FILE NUMBER 

l September 2005 0027-03-CID679-64999 DCFL-2005-1005250 

files can be fmind at "5250 Findings\ Tag393-04 _)tem3 results \Hard Drive 001" on the 
findings media. · 

b. Tag393-04_Item3: _ _IID002~ aSeagate 73.3GB hard drive, model #ST373307LC, serial# 3HZOQ7S6, 
taken from the BSI Blade server, contained two (2) 68.366 GB NTFS partitions (Partition 0 & l). No 
logical partition was present on the drive. A database listing all active recovered and deleted .files from 
Tag393-04_item3_HD002 can be found on the findings media at "5250 Findings\5250 Reports\BSI 
Server Drive2.mdb". 

(1) A salvage was run against Tag393-04_Item3_HD002 searching for all graphic, document, 
email, and other files resulting in eighty seven thousand eight hundred twenty six (87,826) 
~L . . 

(2) A keyWord_ search was conducted using the terms from paragraph a2. An examination of the · 
search results identified three hundred sixty-four (364) document files that appeared to be 
written by CW3 These files can be found at "5250 Findings\Tag393-
04_ Item3 results\Hard Drive 002" on the findings media. 

c. Tag393-04_Item3_HD003, a Seagate 73.3GB hard drive, model #ST373307LC, serial# 3HZOJAAF, 
taken from the BSI Blade server, contained two (2) 68.366 GB NTFS partitions (Partition 0 & l ). No 
logical partition was present on the drive. · 

(1) A salvage was run against Tag393-04_Item3_HD003 searching for graphics, documents, . 
email, and other files resulting in eighty nine thousand sixty ·seven (89,067) files. . . . . { 

"\ 

(2) A keyword search.was conducted using the terms from paragraph a2. An examination of the·. 
search results identified five (5) document files that appeared to be written CW3 

and tWo (2) emails that appear to pertain to CW3 These files 
can be found at "5250 Findings\Tag393-04_Item3 r'esults\Hard Drive 003" on the fmdings 
media. 

d. Tag393-04_1tem3_HD004, a Seagate 73.3GB hard drive, 
taken from the BSI Blade server, contained two (2) 68.366 GB NTFS partitions (Partition 0 & I); No 
logical partition was present on the drive. 

4. GLOSSARY: 

(I) A salvage was run against Tag393-04 _)tem3 _HD004 searching for graphics, documents, 
email; and other files resulting in eighty nine thousand sixty seven (89,067) files. 

(2) A key-Word search was conducted using the terms from paragraph a2. An examination of the 
search results · fifteen (15) document files that appeared to be written by CW3 

These files can be found at "5250 Findings\Tag393-04_Item3 results\Hard 
Drive 004" on the findings media. 

Salvage: Also known as Data carving, locates every possible instance of a specific type of file from . 
unallocated space or within other files. 

DCFL FORM 42 Continuation FOR OFFICIAL USE ONLY 
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MORI DociD: 1476019 
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1. DATE OF REPORT 2. REQUESTOR'S CASE CONTROL NUMBER 3. DCFL FILE NUMBER 

1 September 2005 002 7-03-CID679-64999 DCFL-2005-1005250 

Unallocated Space: All the clusters in a partition that are not currently assigned to a file. Also called 
free space. Some of these clusters may still contain data from files that were deleted but have not yet 
been overwritten by other files. · · 

5. ITEMS PROVIDED: In addition to this hard copy report, a Findings DVD labeled "DCFL Form 42 
Examination ofTag393-04 _Item3 _ HD dated I September 2005" was provided which contains an electronic 
copy of this report with hyperlinks to the above-mentioned files. 

DCFL FORM 42 Continuation FOR OFFICIAL USE ONLY Page 3 of 3 
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UNITED STATES 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

0027 -03-CI 0679-64999 . 
DCFL-2005-1005250 

\ 

FOR OFFICIAL USE ONLY·. 
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·' 
Depa 10".t~nco Computer 

Examiner/Technician Notes. 

case jacket 
Gase Information: 
DCFL-2005-1005250 
Submitter C• Number: 0027 -03-CID679-64999 

CASE AGENT· 

SA--~~~~ 
;:,pe~c;tat Agent Charge 
87th MP DET, DSE 
Third MP Group (CID) 
Fort Bragg, NC 28307 . 
COM: 910.396.6429/4311/8806 
FAX Extensions: 8595/8607 
.Email~bragg.army.rnil 

SUBJECT: 
CW3-

SYNOPSIS OF THE .CASE: SUBJECT smothered· a detainee {MOWHOUSH) during an interrogation, 
which led to the death of the detainee. This is a follow on case to DCFL-2005 .. 1004327. · 

EVIDENCE SUBMmED: 
Exhibit 1 -One (1) Compaq Blade Server, S/N 6J31JNT180EJ Two (2) 72GB Hard Drives· 
Exhibit 2- One {1) Compaq Blade Server~ S/N 6J31JNT1801Y Two (2) 72GB Hard Drives 
Exhibit 3- One (1) BSI Domain Server, SIN BSI. 1024983 Four (4) 73GB Hard Drives 

. \ . 

. · Search submitted evidence for documents, emails, files pertaining to CW3 
· MOWHpUSH. In particular Intelligence/Interrogation Summaries (lt•.ISUMS) written by 

DCFL FRED 2.8 OS Wln2K/Linux Labeled: SECRET 
· Sea ate Model ST34081 OA 

SIN: 5FB7373C 
DCFL #: MB13151 
Size: 40GB 

DCFL FRED 2.8 OS Win2K/Linux labeled: SECRET 
Sea ate Model ST34081 OA 

. S/N: 5FB737L3 
DCFL #: MB1393Q. 
Size: 40GB 

·ocFL FRED 2.8·0$ Win2K!Linux· Labeled: SECRET 
Sea ate Model ST34081 OA 
S/N: 5FBNA3BYE 
DCFL #: MB13287 
Size: 40GB 

DCFL NOTES FORM ~PR 2005 FOR OF;FICIAL USE ONLY. Page 1 . of 11 

' .~' 

ACLU-RDI 5170 p.239



Depa u~T•~n .. :g Computer 

DociD: 14760i9 
0 6 7 9 -. 6 4 9 9 9· . . 

· Examiner/Technici~n Note~ 

25-July-05 

25..July-05 

DCFL #: MB13698 
Size: 200GB 

DCFL#: MB13532 
Size: 160GB 

DCFL #:· MB15481 
· Size: 250GB . 

4327 ltem3 HD 003 & HD 004 lma es 2 Labeled - SECRET 
Western Di ital Model WD2000BB~OODWAO 
SIN: WMAEH2309085 
DCFL #: MB15633 
Size: 200GB· 

4327 ltem3_HD_001 & HD_002 lma es 2 Labeled- SECRET 
Western Di ital Model WD2000BB~ODAAO 
S/N: WMACK1449719 . 
DCFL ~ MB13697 
Size: 200GB 

43271tem2 HD 001 & HD_0021ma es 2 Labeled -SECRET 
Western Di ital Model WD2000BB~OODAAO 
SIN: WMACK1437086 

· DCFL #: MB13712 
Size: 200GB 

4327 ltem1 HD 001 & HD_002 lma es 2 Labeled- SECRET 
Western Di ital Model WD2000BB~OODAAO 
S/N: WMACK1462421 
DCFL #: MB13698 . 
Size: 200GB 

DCFL NOTES FORM APR 2005 FOR OFFICIAL USE ONLY 

drives contain es. 

for 
24 November 2004). This was 
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Depa se Computer 

· Examiner/Technician Notes 

hard drive the files 
04_1tem3_HD003 (hd_001.001 thru hd.;,..001.037) and Tag 0004 (hd_001.001 thru . 
hd:._001.037), were placed into FRED (MB15012) and booted ilito Linux OS v9.0 to begin verifying the 
md5 hash values of the files on the drive. · · 

26..July-05 The commands were used at the command prompt to values: 
Fdisk -1 (drive identified as hda1) · 
Mount :....t vfat/dev/sda1 /mntlimages {to mount drive) 
cd /mnt/images 
is 
cd tag393-04_1tem3_HD_003 
tail-1 HD*.md5 (showed previous saved hash values) 
cat hd_001.* jdcfldd jmd5sum; tail ,.,-1 HD*.md5 
The command completed with no errors. The md5 hash value a8a00dd51907f5af75$.e91f92196d5ca · · 
matched. · 

Opened second terminal window and ran: . 
Is 
cd tag393-04_1tem3~HD_004 
tail-1 HD*.md5 {showed previous saved hash values) 
cat hd_001.* jdcfldd lmd5sum; tail-1 HD*.md5 
The command completed with no errors. The md5 hash value f8adddacd4871ec0fa24e7e052155c53 
matched. .· . · 
143374592·blocks written (70045MB) . 
f43374744+0records in · 
143374744+0records out 

Saved all mapping data. 
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Fdisk -1 (drive identified as hda1 ). 
Mount -t vfatldev/sda1/mntlimages (to mount drive) 
cd /mnt/images 
Is 
cd tag393-04_1tem3_HD_001 
tail-1 HD".md5 (showed previous saved hash values) 
cat hd_001. * ldcfldd lmd5sum; tail-1 HD". md5 

MD5 hash values: 

The command completed with no errors. The md5 hash value Of56d31d539e6b95991ce247bcf6664d 
matched. 

27-July-05 Loaded images for Tag 393-04_1tem3_HD-004. Automated scripting enabled a standard 
transverse and mapping of image files. !look reported the following partition information: 
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DGFL-2005-1005250 

Forensic Examiner will be assisting on the examination of the 
(MB15622) titled "393-04_1tem1_HD001 & 002~. This drive is the image files from Exhibit 1 -

~u;-;-h;:::tli-l~~~~~~B~Ia~d~e~S~e~rv~er, S/N 6J31JNT1BOEJ Two 72GB Hard Drives. . · 
' Computer be assisting on 

Hard drive (MB13712) titled "393-04_1tem2_HD001 & 002". This driVe is 
One Blade Server SIN 6J31JNT1801Y . 72GB Hard 

A file salvage was conducted on . for all graphic, (doc; txt, . files), 
spreadsheet files and all email files with FRED (MB15012). The follov.iing results were returned from the 
salvage. . . · ·· 
Salvaged (1) file(s) for definition (AOL Graphic File3). 
Salvaged (80) file(s) for definition (Graphics Interchange File (1 )). 
Salvaged (978) file(s) for definition (Graphics Interchange File (2)}. 
Salvaged (110) file(s) for definition (Portable Network Graphic}. 
Salvaged (70) file(s) fordefinition (Tif Graphic). · 
Salvaged (1000) file(s) for definition {Jpeg Graphic File (2)). 
Salvaged (489) file(s) for definition (Windows Meta File (2)). · \ 
Salvaged (3757) file{s) for definition (Bitmap (Catch-All)). 
Salvaged (888) file(s) for definition (Jpeg Graphic File (3)). 
Salvaged (101) file(s) for definition (Enhanced Meta File). 
Salvaged (42} file(s) for definition (Word Perfect). 
Salvaged {1084)file(s) for definition (MS Word 4-5). 
Salvaged {1259) file(s) for definition (MS Word 1). 
Salvaged (1202) file(s) for definition (MS Word 2). 
Salvaged (13614) file(s) for definition (MS Word or MS Ex~l). 
Salvaged (157) file(s) for definition (Rich Text File). 
Salvaged (1) file(s) for definition (Windows Write). 
Salvaged (.13614) fife(s) for definition (MS Excel or M$ Word). 
Salvaged (13712} file(s) for definition (MS Office Catch-All). 
Salvaged (7} file(s) for definition (OutlooK Mail). 
Salvaged (1) file(s) for definlt1on (Outlook Express Mail Box}. 
Salvaged (7) fde{s) for definition (Outlook Offline Storage). 
Salvaged (109} file(s) for definition (ZIP Files). · 
Salvaged ( 1243) file( s) for definition (ARJ Files). 
Salvaged {4) file{s) for definition (Google GZIP). 
Salvaged {12) file(s) for definition (MPG). 
Salvaged (30477) file(s) for definition· (MPEG). 
Salvaged (15) file(s) for definition (Windows Media File). 
Salvaged (652) file(s) for definition (A VI orWAV); 
Salvaged (2752} file(s) for definition (Adobe Acrobat Reader). 
s~l\lar,·e .n for 

e was on for all graphic, (doc, txt, rtf files),. 
spreadsheet files, and all email type files with FRED (MB 15012). The following results were returned from 
the 
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oS;II1J::~n!"!n (1) file(s) for definition (AOL File3). 
Salvaged (80) file(s} for definition (Graphics Interchange File (1)). 
Salvaged (978} file(s) for definition (Graphics Interchange File (2)). 
Salvaged (110) file(s) for definition (Portable Network Graphic}. 
Salvaged (70) file(s) for definition (Tif Graphic). 
Salvaged (1000) file(s) for definition (Jpeg Graphic File (2)). 
Salvaged (489} file(s) for definition (Windows Meta File (2)). 
Salvaged (3757) file(s) for definition (Bitmap (Catch-All)). · 
Salvaged (888) file(s) for definition (Jpeg Graphic File (3)). 
Salvaged (101) file(s} for definition (Enhanced Meta File). 
Salvaged (42) file(s) for definition (Word Perfect). 
Salvaged (1084) file(s) for definition (MS Word 4-5). 
Salvaged (1259) file(s) for definition (MS Word 1). 
Salvaged (1202) fiie(s) for definition (MS Word 2). 
Salvaged (13614) file(s) for definition (MS Word or MS Excel). 
Salvaged (157) file(s) for definition (Rich Text File). 
Salvaged (1) file(s) for definition (Windows Write}. 
Salvaged (13614) file(s) for definition (MS Excel or MS Word). 
Salvaged (13712) file(s) for definition (MS Office Catch-All). 
Salvaged (7) file(s) for definition (Outlook Mail). 
Salvaged (1) file(s) for definition (Outlook Express Mail Box}. 
Salvaged (7) file(s) for definition (Outlook Offline Storage). 
Salvaged (109) file(s) for definition (ZIP Files). 
Salvaged (1243) file(s) for definition (ARJ f.iles}. 
Salvaged (4) ·file(s) for definition (Google GZIP). 
Salvaged (12) file(s) for definition (MPG). · 
Salvaged (30477) file(s) for definition (MPEG). 
Salvaged (15) file(s) for definition (Windows Media File). 
Salvaged (652) file(s) for definition (A VI or WAV). · . 
Salvaged (2752) file(s) for definition (Adobe Acrobat Reader). 

for definition 

; 
'· 

A file salvage was conducted 1, for all graphic, word (doc, txt, rtf _ 
spreadsheet files, and all email type fileswith FRED (MB15400). The following results were returned from 
the salvage. · 
Salvaged (1) file(s) for definition (AOL Graphic File3). 
Salvaged (352) file(s) for definition (Graphics Interchange File (1)). 
Salvaged (4229) file(s) for definition (Graphics Interchange File (2)). 
Salvaged (688) file(s) for definition (Portable Network Graphic). 
Salvaged (94) file(s) for definition {Tif Graphic). 
Salvaged (1177) file(s) for definition (Jpeg Graphic File (2)). 
Salvaged (1273) file(s) for definition (Windows Meta File (2)). 
Salvaged (5259} file(s) for definition (Bitmap (Catch-All)). 
Salvaged (3765) file(s) for definition (Jpeg Graphic File (3)). 
Salvaged (76) file{s) for definition (Enhanced Meta File). 
Salvaged (48) file(s) for definition (Word Perfect). 
Salvaged (1013) file(s) for definition (MS Word 4-5). 
Salvaged (1146) file(s) for definition (MS Word 1). 
Salvaged (1183) file(s) for definition (MS Word 2)~ . 
Salvaged (30443) file(s) for definition (MS Word or MS Excel}. 
Salvaged (271} file(s) for definition (Rich Text File). 
Salvaged (3) file(s) for definition (Lotus123 (3)}. 

for definition Excel or MS 
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file(s) for definition (MS Office Catch-All). 
Salvaged (133} file(s) for definition (MS Access pb); 
Salvaged (17) file(s) for definition (Outlook Mail). 
Salvaged (2) file(s) for definition (Outlook Express Mail Dunip). 
Salvaged (17) file(s) for definition (Outlook Offline Storage). · 
Salvaged (351) file(s) for definition (ZIP Files). · 
Salvaged (1146) file(s) for definition (ARJ Files). 
Salvaged (3) file(s) for definition (Yahoo GZIP}. 
Salvaged (32) file(s} for definition (Google GZlP). 
Salvaged (25) file(s) for definition (MPG}. 
Salvaged (75017) file(s) for definition (MPEG). 
Salvaged (4) file(s) for definition (Windows Media File). 
Salvaged {688) file(s) for definition (A VI or WAV). 

for definition 
A file salvage was conducted on D-002, for all graphic, word (doc, txt, rtf 
spreadsheet files, and all email type files with FRED (MB15400). The following results were .returned from 
the salvage. · · · · 
Salvaged (1) file(s) for definition (AOL Graphic File4). 
Salvaged (87) file(s) for definition (Graphics Interchange File (1)). 
Salvaged (958) file(s) for definition (Graphics Interchange File (2)). 
Salvaged (75) file(s) for definition (Portable Network Graphic). 
Salvaged (70) file(s) for definition (Tif Graphic). . · 
Salvaged (1038) file(s) for definition (Jpeg Graphic File (2)). 
Salvaged (468) file(s) for definition (Windows Meta File (2)). 
Salvaged (4032) file(s) for definition (Bitmap (Catch-All)); 
Salvaged (959) file(s} for definition (Jpeg Graphic File (3)}. 
Salvaged (94) file(s) for definition (Enhanced Meta File). 
Salvaged (47) file(s) for definition (Word Perfect). · 
Salvaged (1080) file(s) for definition (MS Word 4-5). 
Salvaged (1284) file(s) for definition (MS Word 1). 
Salvaged (1187) file(s) for definition (MS Word 2). 
Salvaged (13546) file(s) for definition (MS Word or MS Excel). 
Salvaged (170) file(s) for definition (Rich Text File). 
Salvaged (13546) file(s) for definition (MS Excel or MS Word). 
Salvaged (13662) file(s) for definition (MS Office Catch-All). · 
Salvaged (169) file(s) for definition (MS Access Db). 
Salvaged (14) file(s) for_definition (Outlook Mail). 
Salvaged (14) file(s) for definition (Outlook Offline Storage}. 
Salvaged (116) file(s) for definition (ZIP Fnes). 
Salvaged (1261) file(s) for definition (ARJ Files). 
Salvaged (2) file(s) for definition (Google GZIP}. 
Salvaged (22) file(s) for definition (MPG). 
Salvaged (30412) file(s) for (jefinition (MPEG). 
Salvaged (17) file(s) fordefinition (Windows Media File). 
Salvaged (1} file(s) fordetinition (Real Player). 
Salvaged (653) file(s) for definition (A VI or WAV) .. 

for definition Acrobat .... , . .,N.,,r, 
basic search Tag using search terms provided by case 

(' li I, Mowhoush, IN SUMS, Interrogation, Intelligence, Summaries). The following results 
search were found. · 
Started basic search of file objects for Evidential Media item Tag393-04jtem3-HD-004. 

the 

Completed UTFS b~sic search of file objects for Evidential Media item Tag393-04_1tem3-HD-004. o hit(s) 
found in_O · · · 
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Completed ASCII for Evidential Med 0 hit(s) 
found in 0 objects. . 
Completed Unicode basic search of fife objects for Evidential Media item Tag393-04_1tem3-HD-004. 0 
hit(s) found in 0 objects. 

Started basic search of file slack for Evidential Media item Tag393-04_1tem3-HD-004. ·. 
Completed UTF8 basic search of file slack for Evidential Media item Tag393-04_ltem3-HD-004. 0 hit(s) 
found. · · · 
Completed ASCII basic search of file slack for Evidentiral Media item Tag393-04_1tem3-HD-004. a· hit(s) 
found. . 
Completed Unicode basic search of file slack for Evidential Media item Tag393-04_1tem3-HD-004. o hit(s) 
found. · · · 

Started basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-004. 
Completed UTF8 basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-004. Renewed 
counts -179648 hit(s) found in 25060 objects. · · · · ·. . . · 
Completed ASCII basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-004. Renewed 
counts .. 179648 hit(s) found in 25060 objects. 
Completed Unicode basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-004. 
Renewed countS - 5952 hit(s} found in 2476 objects. 
Started basic search of free space for Evidential Media item Tag393~04_1tem3-HD-004. . 
Completed UTF8 bpsic search of free space for Evidential Media item Tag393-04_1tem3-HD-004. 20 hit(s) 
found. . . . . 
Completed ASCII basic search of free space for Evidential Media item Tag393-04_1tem3-HD-004. 20 hit(s) 
~~ . . . 

Completed Unicode basic search offree space for Evidential Media item Tag393-04j.Jtein3-HD-004. 74 
found. 

28-Ju Started basic search of using search terms case 
C$ . , Mowhoush, INSUMS, Interrogation, Intelligence, Summaries). The following results the 
search were found. 
Started basic search of file objects for Evidential Media item Tag393-04_1tem3-HD-003. 
Completed UTF8 basic search of file objects for Evidential Media item Tag393-04_1tem3-HD-003. 0 hit(s) 
found in 0 objects. · 
Completed ASCII basic s~arch of file objects for Evidential Media item Tag393-04_1tem3-HD-003. 0 hit(s) 
found in 0 objects~ · · 
Completed Unicode.basic search of file objects for Evidential Media it~m Tag393-04Jtem3-HD-003. 0 
hit(s) found in 0 objects. . ~. 

Started basic searcti of file slack for Evidential Media item Tag393-04_1tem3-HD-003. 
Completed UTF8 basic search of file slack fat Evidential Media item Tag393-04_1teni3-HD-003. 0 hit(s). 
found. 
Completed ASCII basic search of file slack for Evidential Media item Tag393-04_1tem3-HD-Ob3. 0 hit(s) 
found.. · · 
Completed Unicode basic search of file slack for Evidential Media item Tag393-04_1tem3-HD-003. 0 hit(s) 
found; · · · 

Started basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-003. 
Completed UTFS basic search of salvage for Evidential Media item Tag393-04_1tem3-HD-003. Renewed 
counts- 99332 hit(s) found in 14387 objects.·· · 
Completed ASCII basic search of salvage for Evidential Media item Tag393-04_1tem3~HD-003. Renewed . 
counts .:.100575 hit(s) found in 14764 objects. 
9ompleted Unicode basic search of salvage for Evidential Media item Tag393-04_1tem3~HD-003. 
Renewed counts - 6668 found in 1 
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Started basic search of free space for Evidential Media item Tag393:-04_1tem3-HD-003, . 
Completed UTFS basic search of free space for Evidential Media item Tag393-04_1tem3-HD-003. 6 hit{s) 
found. . . .· . . . · . · . , 
Completed ASCII basic search of free space for Evidential Media item Tag393~04_1tem3-HD-003. 6 hit(s) 
found. . · · · · . · ·. 
Completed Unicode basic se_arch of free space for Evidential Media item Tag393-04_1tem3-HD-003. 100 

Started basic search of · using search terms provided by case agent 
~. Mowhoush, INSUMS, Interrogation, lntetligence, Summaries). The following results 
search were found. · . · . . . · 
Started basic search offile objects for Evidential Media item Tag393-04_1tem3_HD-001. 
Completed UTFS basic search of.file objects for Evidential Media item Tag-04_1tem3.:_HD-001. 107045 
hit(s) found in 9246 objects. . · · · · 
Completed ASCII basic search of fil~ objects for EvidentiaiMecjia item Tag.39~-04_1tem3~HD-001. 107643 
hit{s) found in 9568 objects. · · ., · · . .· 
Completed Unicode basic search of file objects for Evidential Media item Tag393-04_1tem3_HD~OD1 . 

. 20635 hit(s) found in 1298 objects. · 

Started basic search of file slack for Evidential Media item Tag393-o4_1tem3_HD-001, 
Completed UTFS basic search of file slack for Evidential Media item Tag393-04_1tem3_HD-001. 3516 
hit(s) found. . . · · · · 
Completed ASCII basic search of fileslack for Evidential Media item Tag393-04_1tem3_HD-001. 3514 
hit(s) found. · . . · . . · . . 
Completed Unicode basic search of file slack for Evidential Media item Tag393-04_1km3_HD-001. 18 
hit(s) found. 

Started basic search of salvage for Evidential Media item Tag393-04_1tem3_HD-001. 
Completed UTF8 basic search of salvage for Evidential Media item Tag393-04_1tem3_HD-001. Renewed 

·counts- 448019 hit(s) found in 56401 objects. . . . · · · 
Completed ASCII basic search of salvage for Evidential Media item Tag393-04_1tem3_HD-001. Renewed 
counts - 44891 f'hit(sj found in 56802 objects. . · 
Completed Unicode basic search of salvage for Evidential Media item Tag393-04,_1tem3_HD:-001. 
Renewed counts - 1 found in 12592 . ' 

search of using search terms provided by case ::;>n<~nr•-
Mowhoush, INSUMS, Interrogation, Intelligence, Summaries). The following results 

search were found.. . · 
Started basic search of file objects for Evidential Media item Tag393-04_1tem3_HD-002. · 
Completed UTFB basic search of file objects for Evidential Media item Tag393-04_1tem3_HD-002. 18 
hit(s) found in 2 objects.· · . . 
Completed ASCII basic search of file objects for Evidential Media item Tag393-04_1tem3_HD-002. 18 

found in 2 · 

DCFL NOTES FORM APR 2005 FOR OFFICIAL USE ONLY Page 9 of 11 lnllials 

ACLU-RDI 5170 p.247



~99JP.:7 1476.ol9 
0 9 - (i 4 '-) ;:; c 

. .... ........ '-

Depa 

Un 
hit(s) found in 2 objects. 

.Computer 

Examiner/Technician Notes 

Started basic search of file slack for Evidential Media item Tag393-04_1tem3_HD-002. 

3_HD-OD2. 74 

Completed UTFS basic search of fil~e slack for Evidential Media item Tag393-04_1tem3_HD-002. 80 hit(sy 
fu~ . . . 
Completed ASCII basic search of file slack for Evidential Media item Tag393~04_ftem3.....,HD-002. 82 hit(s) 
fu~ . .. • . . . . . . . 
Completed Unicode basic search of file slack for Evidential Media item Tag393,..04~1tem3_HD..002. 8 hit(s) 
found. · · 

Started basic search of salvage for Evidential Media item Tag393-04_1tem3 .. :J-fD-002, 
Completed UTFS basic search of salvage for Evidential Media item Tag393-04_1tem3_HD-002. Renewed 
counts - 392335 hit(s) found in 54114 objects. . . .. .. 
Completed ASCII basic search of salvage for Evidential Media item Tag393-04_1tem3_HD-002. ReneWed 
counts- 395414 hit(s) found in 55357 objects. • . .. . . 
Completed Unicode basic search of salvage for Evidential Media item Tag393-04_1tem3_H0-002. 
Renewed - 54413 found in 9207 · · ., 
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Forensic Examiner, requested my help.with examining media 

SUPPORT REQUESTED: . . · . _ 

in 

A keyword search for any documents and email files pertainirtg to CW3~d Mowhoush. 
an:y reference to Intelligenceflnterrogation Summaries (INSUMS) written by SUBJECT 

-- ,. __ -... ,.,. ~- .. 

END OF DAY 
The 2800mhz FRED computer system (MB 15404) configuration be used to analyze the image sets. 

Items Analyzed _ 
One (1) Western Digital, model# WD2000BB-OOWAO; serial# WMAEH2298177, MBI5622, 200GB 
hard drive. The hard drive contained two directory folders-- Tag393-04_Iteml_HD_001 and Tag393-
04:_Iteml_HD_002, · -

Tag393-04_ltern I_ IID ...:.00 1 did not contai~ any image sets. After talking with Mr- he · 
mentioned that Tag393-04_Iternl_IID _001 was sent to hard dove repair and they could not repair the 
drive. · · 

._ . . . . 

Tag393-04_Iteml_HD_002 (HD_002) contained 3 hash value files, one fdisk file, and 37 image sets 
the following was what was found in the folder: 

hd 002.001 thru hd 002.037 
HI)_002_irng.md5 - \ 

-HD_002_org.fdisk 
HD _ 002 _org.mdS 
HD 002 rcs.md5 - - . 

The following are the specs on the drives that will be used in thisrequest. 

FORENSIC DRIVE- C: & F: 
ManufaCturer 
Model 
Serial Number 

- LAB ID Number 
Capacity 
Type 
File System 

Seagate 
ST3408lOA 
5FB72X9C 
MiH3158 
40GB 

· _AT A - Primary/Master 
NTFS 

Software Configuration: DCFL/WinXP Pro and Red Hat OS 

FiNDINGS DRIVE- E: 
ManufaCturer 
Model 
Serial Number 
LAB ID Number 
Capacity 
Type 
File System 

Western Digital 
WD2000BB-OODAAO 
WMACKI46242l 
MB13698 
200GB· 
AT A - Primary/Master 
FAT32 
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IMAGE DRIVE- D: 
Manufacturer Western Digital 
Model WD2000BB-OOW AO 
Serial Number WMAEH2298177 
LAB lD Number MB 15622 
CapaCity 200GB 
File System FAT 32 

PostiMDS calibration was OK and the hash values matched the disk label. 
ENDOFDAY . 

. Hook v8.0.9 will be used to examine the image sets on the hard drive: . 

Verified the hash value for the image set ofTag393-04_Iteml_HD_002 .. 
Used the following commands in Linux to verify the image set~ · 
Mounted the device (inount /dev!hddl/mnt/images -t vfat) 
Change directories in.to Tag393-04_Iteml ..... HD_002 · 
Ran the command to verifY (cat hd _ 001. * I dcfldd I md5sum; tail-1 HD* .mdS) 
VERIFIED- 68lc1819el3cf5alb4a7'03c35214836a 

Used Ilook v8.0.9 to run a Partition Traverse and mapped the file system for Tag393-04_Iteinl_HD _002 . 
(HD 002) the following was what was found:. 

This didn't work as excepted will try to rim a probe on the partition. 
END OF DAY 
Used llook v8.0.9 to run a Probe ahd mapped the file system fcirHD_002 and the following was 
fOtmd:. · · · · · 

. !Look Unchained Object Recover\' Store 
lnetpub · 

·was 
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4 Aug05 

Depa lt:!t.'l'l~"l:!'ft Computer 

Examiner/Technician Notes 

Adobe Acrobat Reader (.PDF) 
MS Access DB (.MDB) 
MS Word file (.DOC) 
PDF-1.2 (.PDF) 
MS Excel or MS Word (.XLS) 
MS Works(.WKS) 
Rich text files (.RTF) 
MS Word I, 2, and 4-5 (.DOC) 

The following are the Salvage results: 

Documents 16 files all are .PDF's) 
MS Access 9 files all are .MDB 
S readsheet 804 files all are (.XLS) 
Word Processing 3757 files: 
7 files are (.RTF) 
3750 files are (.DOC) 

Searched through the results of the salvage. 

lJOCl.lJ: 1476019 
.. G79 -64999 

ry 

Started to review the word processing .DOC documents and have only found FRAGO documents. 
END OF DAY 
Copied out the .DOC files to the Findings drive (E:); Searched through the word processing documents 
salvaged from the hard drive and have only found FRA.GO documents. \ 
END OF DAY 1-------+-
Searched through the processing documents salvaged from the hard drive and have 5 Aug05 · 

8 Aug 05 

9 Aug05 

10 Aug 05 

ll Aug 05 

12 Aug 05 

found 
FRAGO documents. 

OF DAY 
Searched through the documents (16 files .PDF) and found nothing of evidentiary value. · 

Searched through the MS Access files (9 files .MDB) and found nothing of evidentiary value. 

Copied out the Spreadsheet files (804 files .XLS) to the Findings drive (E:). Searched through the 804 
.XLS files and found nothing of evidentiary value. · 

Searched through the word processing documents salvaged from the hard drive and have only found 
FRAGO documents. 
END OF DAY 
Searched through the word processing documents salvaged from the hard drive and have only found 
FRAGO documents. · 
END OF DAY 
Searched through the word processing documents salvaged from the hard drive and have only found 
FRAGO documents. 
END OF DAY 
Searched through the word processing documents salvaged from the hard drive and have only found 
FRAGO documents. · 
END DAY 
Searched through the word processing documents salvaged from the hard drive and have on 
FRAGO documents. 
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IS Aug 05 

. 16 Aug 05 

17 Aug05 

18 Aug05 

nse Com 

Examiner/Technician Notes · 

·Searched through the word processu}g dociunents salvaged from the and have found FRAGO 
documents . 

. F~und four interrogation reports written by CW3 -all the files didn't contain the victim's name .. 
The following files were intact · . . · · · . . · · 
· '31349072.doc' '32597368.doc' and '32598656.doc' · 
·The following file appeared to be fragmented 
'3 i349024.doc' 

END OF DAY 
· the word processing documents salvaged from the hard drive and have only found 

FRAGO documents. . · 
END OF DAY 
Started basic search for Tag393-04 _Item _ 002 hd _p02 using search set ASCII file system 
search of containers (0)). Keyword Search expression ~I . 9, Mowhoush, insums, interrogation, 
intelligence, summaries, !sum)~ · 

. . . . 

Started basic search of file objects for Tag393-04_Item 1_ HD _ 002 hd_ 002. 
• Completed ASCII basic search of file objects for Tag393-04_Iteml_HD_002 hd_002. 

248 hit(s) found in 1 object. 
• CompletedUnicodebasic searchoffile objects for Tag393-04_Iteml_HD_002 hd_002. 

4 hit(s) found in 1 object. 

END OF DAY 
Started <>P<>rP.nlnrr 

the SUBJECT. 
END OF DAY 

19 Aug 05 · Searching through files (ASCII 248hits) and (Unicode 4hits). Found 4 dumped files ....... , ........ 5 with the 

22 Aug 05 

23 

24Aug05 

26Aug05 

29Aug05 

SUBJECT. . 
END OF DAY 
Searching through files (ASCU 248hits) and (Unicode 4hits). Found 4 dumped files dealing with the 
SUBJECT. . . . . . 

ENDbFDAY 

SUBJECT. 
END.OFDAY 

(ASCI1248hits) and(Unicode4hits). Found 4 dumped files dealing with the· 

Searching through files (ASCI1248hits) and (Unicode 4hits). 
ENDOFDAY . 
Searched through the word processing documents salvaged from the hard drive. . 
Found 15 interrogation reports written by CW3 7 S all the files beside one has the Contained the 
victim's name. The following are the 15 interrogation reports: 
'30140424 .doc' '31349024.doc' '31349072.doc' '32597368.doc' '32598656.doc' 
'34 770389.doc' '42968828.doc' '127969929.doc' '130009226.doc' 'l30279662.doc' 
'ILook1039 30140424.doc' 'ILookl043 31349024.doc' 'ILookl044 31349072.doc' 
'ILook1045)2597368.doc~ 'ILookl04(32598656:doc' . · -
NOTE: Ofthe fifteen (15) interrogation reports 10 are originals 5 are duplicate files ofthe originals. 
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30 Aug05 

31 Aug 05 

I Sep 05 

Depa nse Compu.ter 

Examiner/Technician Notes 

0027~03-CID679-64999 

Searching through files (ASCII 248hits) and (Unicode 4hit:S). 
ENDOFDAY . . 
Searching through files (ASCII · and (Unicode 4hits). 
ENDOFDAY · .. 

ratory 

Searching through files (ASCII 248hits) and (Unicode 4hits). 
The following was recovered from the search results: · 

• Eighty-one (81) documents files that appeared to be written by CW3 ••• 
• Three (3) eniails that appeared to pertain to CW3 -

ENDOFDAY · 
Verified the hash value for the image-set ofTag393-04_Iteml_HD_002. 
Used Linux to verifY the image set and it VERIFIED-- 68lc1819el3cf5alb4a703c35214836a · 
Post!MD5'calibmtion was OK and the hash vaiues matched the disk label. 
Started to write a DCFL Form 42. 

.: 
'· 

DCFL NOTES FORM APR 2005 FOR OFFICIAL USE ONLY Page.2.... of 5 

ACLU-RDI 5170 p.255



~VK~ uuc~u: ~~/bUl9 

• • . UNITED STATE§o2 7 - o :3 

DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

CASE # 0027-03-CID679-64999 
DCFL-2005-1005250 

DATE: 1 September 2005 
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9August 
2005 

10 August 

De ... rnftn+. of . · Computer 

Exa~inerrrechnician rQRls1 ·• 03 ~ c: · 
679 64999 

for Tag393-4_Item2_HD _001 and Tag393-4_1tem2_;.IID_002 from Mr.-

Cas.e Agent: Special Agent (SA) 
. 87th DET~ DSE 
Bldg 8-1221 

· Rari~olph Street 
Fort Bragg; NC. 

SUBJECT:~W3. · 

Support Request: This is a follow-on request to original DCFL case # DCFL-2005-!004327 dated io July 
2005 to analyze media for documents, ernails, and any other files pertaining to SUBJECT and 
~es invol~g detaineeMOWHOUSH. Search authority.· . was provided by Capt 
~· 3 Armor Cavalry, Fort Carson, C<?· . . . . 

Evidence submitted: 
One (1) Compaq Blade Server, SN# 6J311JNTI801Y; containing one (1) HP Invent 72.8GB Hard drive~· 
Model# BD07285A25, Serial# 3HZOES8H (Identified as Tag393-4_Item2_HD_OOI) and one (1) HP 
Invent 72.8 GB Hard drive, Model# BD07285A25, Serial # 3HZOE89V (Identified as Tag393M . 
4 _ _Item2 _ HD _ 002). 

Using Analysis Machine 2800 mhz CPU#l2B and Forensic OS (MBI3184), booted up withASCLD 
Control Boot Disk to verify system post and. MD5 hash for integrity of forensic machine: MD5 correCtly 
matched MD5 values. Continued to boot up into Windows XP. Partitioned and formatted findings Drive · 
(MB13712) with NTFS. Assigned drive letter as Q: with volum.e name of 'Findings'. Shut down system to 
add Images drives. Rebooted with added Images drive (MB 13520). Assigned drive letter is K: 

Setup OS for Analysis . . · . . . ·. 
• Did not need to download or install Norton Antivirus v9 .0.1.1 000 update 20050706-008-x86.exe 

orthe current cleaner files (Cleaner.cbd), dated 7 July 2005, database v.3541 because of the 
follow on status of the request. Virus and Trojan check had been executed on DCFL-2005-

. 1004327. . . . 

• Copied the Hashkeeper database files to Findings drive Q:. 

Using Ilook v8.0.9, loaded Tag393-4_Item2_Hi>_OOl image files from Images drive K:. Automatic 
scripting attempted to execute a standard partition transverse to map dd image files. No partition 
infonnation was recovered. Executed a File Partition Probe. llook reported the following partition 
information: . · · 

Media Unused Space 

Saved mapping data. 

FOR OFFICIAL USE ONLY of4 

ACLU-RDI 5170 p.257



MORI DociD: 1476019 
0027·oa .... c:-~ 6 4999 

Department of Defense Computer Forensic La1oo1rat•~rv 

Examinerrrechnician Notes 

10 August Data appears to be deleted on the drive. No operating system was recovered. 

Using Ilook v8.0.9, loaded Tag393-4_Item2 _ .HD _ 002 image files from Images drive K:. Automatic 
scripting attempted to execute a standard partition transverse to map dd image files. No partition 
information was recovered. Executed a File Partition Probe. llook reported the following partition 
information: 

':'l..,'·j·•·. 

Media Unused Space 
. ' . 

. Saved mapping data. 

Hashed all files for HD _ 001. Created a database of all files for each partition. 
Placed these database reports in the \Reports \liD_ 00 1 folder.· The file names are as follows: 
\Reparts\IID _ 001 Full File Listing P(O) and \Reports\HD _ 001 Full File Listing P(l ). 

Created a database of all files for each partition. There were no files in Partition (1) or Partition (2). 
Hashed all files in Partition (0). Created a database report for Partition (0) and placed in the 
\Reports \liD_ 002 folder. The file names are as follows: \Reports\HD ...:,002 Full File Listing P(O). 

\ 

11 August Reviewed all files. All ctata appears to have been deleted. _Copied out undeleted /WINNT operating 
system to Findings drive Q: Executed Registry Browser v 2.0.2 and poin~d it at the copied out /WINNT 
folder. Error message stating thatthere is no registry information could be gathered. 

Office function in the late morning and all afternoon. No additional work was done for the day. 
. . . . . . . 

·12 August Executed a carVe on HD _ 001 & HD _ 002 for all picture files, document files, and email files. 

Copied out all results to temporary folders under \HD _ 001 and \HD _902. 

Executed a string search on each 
intelligence, summaries, /SUM. 
Copied all results to temporary 

15 August Began reviewing all recovered files. 

The results were as follows: 
HD 001 

• .dbx- One (I) file -After analysis, nothing of relevancy was recovered. 
• .eml- Five hundred sixty-two (562) files -After analysis, fourteen (14) files possibly relevant to · 

the investigation were recovered and placed in the HD _ 001 folder. . . . 
• .jpg I .jpeg- One thousand, one hundred nine (1,109)- After analysis, six (6) files possibly 

relevant to the investigation were recovered and placed in the HD _ 001 folder. 

FOR OFFICIAL USE ONLY 4 

ACLU-RDI 5170 p.258



15August • 

• 

• 
• 
• 
• 
• 

• 

MORI DociD: 1476019 

-c. D679 -649 99 

Defense Computer Forensic Lann . .-~ ... 1"\"' 

Examiner/Technician Notes 

.bmp - Four thousand one hundred twenty-four ( 4, 124) files- After analysis, nothing of relevancy 
was recovered~ · 
.gif- Two thousand nine hundred seven (2,907) files ...;. After analysis, nothing of relevancy was 
recovered. · 
.zip -Forty-nine (49) files- After analysis, nothing of relevancy was recovered . 
.png ~One hundred seventy-six (176) files- After analysis, nothing of relevancy was recovered . 
.mdb - Six ( 6) files - After analysis, nothing of relevancy was recovered . 
.xis- Six hundred sixty-nine (669) files- After analysis, nothing of relevancy was recovered . 
.htm I .html - Three thousand one hundred thirty-nine (3,139) files - After analysis, nothing of 
relevancy was recovered. · 
.doc -One thousand five hundred eighty-six (1,586) files- After analysis, nothing of relevancy 
was recovered. · 

HD 002 
• .avi- Sixty (60) files- After analysis, nothing of relevancy was recovered. 
• .mov - One (1) tile - After analysis, nothing of relevancy was recovered~ 
• .mpg I .mpeg- Two hundred sixty-two (262) files - After analysis, nothing of relevancy was · 

recovered. 
• .bmp- Four thousand one hundred twenty-three (4,123) files- After analysis, nothing of 

relevancy was recovered. . . . 
• .doc - Four thousand two hundred two ( 4,202) files - After analysis, nothing of relevancy was 

recovered. 
• .rtf- Seven (7) files -After analysis, nothing of relevancy was recovered. 
• .eml- Five hundred seventy-four (574) files- After analysis, nothing of rel~cy was recovered. 
• .xls- Seven hundred thirty-eight (738) files- After analysis; nothing of relevancy was recovered. 
• .zip- Thirty-nine (39) files- After analysis, nothing of relevancy was recovered. 
• .rndb - Three. (3) files- After analysis, nothing of relevancy was recovered. 
• . png - One hundred seventy-five (175) files - After analysis, nothing of relevancy was recovered. 
• , .htni I .html- One thousand five hundred seventy-eight (1,578) files- After analysis, nothing of 

relevancy was recovered. 
• .jpg I .jpeg- One thousand one hundred nineteen (1,119) files- After analysis, nine (9) files 

possibly relevant to the investigation were recovered and placed in the HD _ 002 folder. 

16 August Other case priority stopped work on this case for the rest of the day. 

17 August Out of office - sick 

18 August Other casework suspense date priority took precedence for the entirety of the day. 

19 - 28 Out of office - vacation 
August 

29 August Executed an additional search on the terms 'terror, Mowhoush, ISUM.--:md- Copied 
all results out to temporary folders on the Findings drive. · · 
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MORI DOCID: 1476019 oo ~ ... 0 3 - . ~. ~ 0 6 4 9 9 9 

Examiner/Technician Notes 

Began review of aU search term result files. · 

30 August Continued with analysis of search tenn result files. The results are as fotlows: 
liD 00 I Seaich . 

• . bmp - Eighteen (I 8) files - After analysis, nothing of relevancy was recovered. 
• .gif- Forty ( 40) files - After analysis, nothing of relevancy was recovered. 
• .png- Four (4) files- After analysis, nothing of relevancy was recovered. 
• .tif- One (1) file- After analysis, nothing of relevancy was recovered. 
• .avi- Six (6) files~ After analysis, nothing of relevancy was recovered. 
• jpg I .jpeg - Ten (1 0) files - After analysis, nothing of reh~vancy was tecovered. 
• .mdb- One (l) file- After analysis, nothing of relevancy was recovered. . 
• .xis --:- Twenty-eight (28) files - After analysis, nothing of relevancy was recovered. 
• .mpg I .mpeg- Five (5) files- After analysis, nothing of relevancy was recovered. 
• .htm I .html- Sixty-one (61) files- After analysis, nothing of relevancy was recovered. 
• .doc - One hundred thirty-one (131) files ..;.. After analysis, nothing of relevancy was recovered. 
• .eml - Fifteen (15) files -After analysis, nothing of relevancy was recovered. 

HD 002 Search 
• .bmp- Three hundred twenty-two (322) files- After analysis, nothing of relevancy was 

recovered. 
• .gif-:- Two hundred fifty-six (256) files - After analysis, nothing of relevancy was recovered. 
• .png- Twenty-eight (28) files- After analysis, nothing of relevancy was recovered. 
• .tif- Three (3) files- After analysis, nothing of relevancy was recovered. 
• .avi - Ei~ty-eight (88) files - After analysis, nothing of relevancy was recovered. 
• .jpg I .jpeg- Seventy-two (72) files- After analysis, nothing of relevancy were recovered. 
• .xis- Three hundred forty-seven (347) files -Aftt;ranalysis; nothing of relevancy was recovered. 
• · .mpg I ;mpeg- Forty-seven (47) files- After analysis, nothing of relevancy was recOvered. 
• .htm/ .html- Onethousand two hundred thirty-four (1,234) files- After analysis, nothing of 

relevancy was recovered. 
• .doc - Eight hundred forty-eight (848) files - After analysis; nothing of relevancy was recovered. 
• .eml- One hundred forty-five (145) files- After analysis, nothing of relevancy was recovered. 
• .rtf- Two(2) files- After analysis, nothing of relevancy was recovered. 
• .zip - Twenty (20) files ~After imalysis, nothing of relevancy was recovered. 

31 August Completed the analysis of recovered files from secondary search. No files of relevancy were recovered. 

Shut system down and rebooted with ASCLD Control Boot Disk to verify system post and MD5 hash for 
integrity of forensic machine. MD5 correctly matched MD5 vaJues. 

Executed a MD5 Hash value on evidence media Tag301 and evidence media Tag302. Hash values from 
both tags matched initial hash values provided by I&E on DCFL Form 42 Forensic I.maging report. 

1 September Analysis completed. Last entry for this report. 
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MORI DociD: 1476019 

oo27·o3·CtD679-64999 
0027·os -c r 0679-64999 

UNITED STATES 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

0027 -03-CID679-64999 
DCFL-2005-1005250 
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MUKL UOCLU: l476019 

Page 1 of l 

0027·o3·CJD679-64ggg 

-us.army.mil] 

Sent: Wednesday, August 03, 2005 4:30 PM 

To: 

Subject: need additional info 

-· · out at Ft Carson is requesting you expand your search to include any and all email traffic 

Sorry for. the constant changes, I'm feeling it to. 

Thanks 

i DCFL -;- ?~n~ - ' n ,... 5 2 50 
8/4/2005 
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.. 03 ·C l 0679 -a 4999 

From: 
Sent: 
To: 
Cc: 
Subject: 10679-64999 DCFL-2005-1005205 

DCFL Case Receipt Acknowledgement 22 July 2005 

The Defense Computer Forensics Laboratory (DCFL) has received your 
request for forensic media analysis on your case number: 0027-03-CID679-64999 

It has been re-assigned to me in the Counter Intelligence/Counter Te.rrorism (CI/CT) 
Section and will retain DCFL humber: DCFL-2005-I005250 

Base on the complexity of this case, the volume of data, and my current 
caseload, we have estimated·the following completion date: 1 September 2005 

During analysis of this case I will provide you weekly informal status 
reports. If I find significant information, this will be reported to 
you as soon as I find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
report and complete findings on CD. · 

.Your agency's Computer Crime Ops Chief has also requested a "cc" copy of 
all of your agency's case submissions: 

Please provide contact information, such as telephone (commercial), fax, 
pager number; and e-mail addresses for you or anyone else who would be 
an. alternate contact for this case. Please indicate how you would. 
prefer to be contacted. 

If you have any questions you may contact me at any time at the 
addresses below. 

Tel: 
Fax: 
DSN: 
E-mail: 

( 

410.981.1008 
410.981.018.1 
312.622.2595 

or 

If you have trouble contacting me, you may contact the: 

Section Chjef, SA 
Tel: 410.981.0117 
Fax: 410.981-0181 
DSN:. 
E-mail: 

or the 

Director of Operations, SA 
Tel: 410.981.1121 
Fax: 
DSN: 
Email: 

Thank you 

.af.mil or 
l.gov; 

or 
.af.mil or 
l.gov 
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Forensic Examiner 
pefense Computer Forensics Lab 

cc: Section Chief, DO, DCIO rep 

. . . 
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Exhibit 40 

Page 305 referred to 

Department of Defense 
Computer Forensics Laboratory (DCFL) 

911 Elkridge Landing Road 
Suite 300 

Linthicum, MD 21 090 
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FOR OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

PAGE 1 OF 2 PAGES 
DETAILS 

BASIS F'OH INVESTIGATION: About 09-45, 17 Aug 05, this·office received a 
Request For AssistancP. (RFA) from the 87th Military Police {MP) Detachment 
(DET} . (CID), Fort Bragg, NC 28310, which requested this office coordinate 
with the S-2, 3~ Armored Cavalry Regiment (ACR), Mosul, Ir~q {IZ), and 
obtain the orlgin~l c~pture file of MG Abed Hamed MOWHOUSH, Capture Tag 
#076. It was further requested this office inquire as to the disposition 
of the file if it could not be produced. This office was also ~equest~d 
to inquire as to whom CW3 .. . .. . . . . .... , 66th MiUtary 
Intelli.gence (MI) Company (Co), Fort Carson, CO, prepared his intelligence 
briefs for; coordinate with the Red Crescent Organization regarding the 
disposition/location of MG MOWHOUSB' s remains; and if possible, obtain 
contact information bf family members £or poss~ble exhu~atibn of MG 
MOWHOUSH's body. 

Agent's Comment: The port.i on of the RFA concerning the original capture 
file of MG MOWHOUSH was forw~rded to Mosul, Iraq (IZ), since 3rd ACR was 
located i.n their Area of Responsibility. 

About:~ SA this office, coordinated 
with- Red Cros:S, who pro an e-mail addres,s for the 

1 
Red Crescent Organization, ~agdad. bag~.i-.~:~rc. org, and a phone number of 964 

·1 88 6291. SA- s1,.1bsequent:J y sent an email to the above mentioned 
address requesti.nq information about the disposition/location of MG 
MOWHOUSH's remains and contact informati6n of his family me~bers. 

1\bout 1115, :; 9 Aug 05, SA- located the Iraq Red Crescent 
Organ.i zaU.ori Home page (http: //wvJw. ifrc. org/address/i_q. asp!. Same phone 
number lisLed. Web pag~ date of last update was 06.08 .. 2003. Attempted to 
cont~ct Jist~d telephone numbers; however, efforts met with negative 
results. 

Between 19-23 Aug 05, SA coordinated with personnel from the 86th 
Combat SupporL HospJ.tal., ·International Zone, Baghdad, IZ and 44th MEDCOM, 
Camp Victory, Haghdad, IZ 1\PO AE 09342, requesting iriformation about the 
disposition/location of MG M00HOUSH's remains and confact information of 
his family mernbc~rs. SA -was provided the following telephone 

SA 
SIGNA 

AE 09342 

31 Aug 05 
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MORI DoCID: 1476019 

FOR OFFICIAL USE ONLY- LAW ENFORCEMENT SENSITIVE 

AGENT'S INVESTIGATION REPORT ROINUMBER 0205-05-CID259 
CID Regulation 195-1 

PAGE 2 OF 2 PAGES 
DETAILS 

numbers for Lhe Iraq Red Crescent Organization: 914-360-9499 and IRAQNA 
cell 015376641. 

About l5tJS, 23 Aug 05, SA._ sent an email to the above mentioned 
address requesting information about the diSposition/location of MG 
MOWHOUSH's remains and contact information o1 his family members. 

Between 1450-1520, ~5 Aug 05, SA._ attempted to call the numbers 
prbvided for the Red Crescent Orga~i~ation {914-360-9499 and IRAQNA cell 
015376641). SA-- attempted to contact the first number. (914-360-
9499) several times; however, efforts met with negative results. SA 

called the IRAQN.l\ number (015376641) with the assistance of Mr. 
this office~ and was told the number was for 

business and not the Iraq Red Crescent Organization. 

About l54!-,, 25 Aug 05, Sl\ ~coordinated with CPT (NFI), 
, Surqeon' ~3 Cell, MuLti National Corps-Iraq (MNC-'I), Camp Victory, 

Baghdad, 1:1. APO AE 09342, who advised his office on-ly coordinated with the 
Red Cross, not Lhe Red Crescent Organization. 

1\bout 2100, 28 Aug 05, SA ~received e-mail 
Detention Coordinator, ICRC Iraq prov 
point of contact for coordinating the request tion about 
detainees who have died in US Custody was MAJ Office of the 
Staff ,TL: e Advocate (SJA} I Camp Victory, Baghdad, rz APO AE 09342 

(r:.~-~9· centcom.mil). SA ._subsequently sent an email to 
the ahove ment:ioncd address requesting information about the 
disposition/location of MG MOWHOUSH's remains and contact information of 
his famjJ.y members. 

About 1800, 31 Aug 05, SA..., received an email from MAJ·- who 
related he had contacted the ICRC and was informed they could not locate 
any informi-ition on MG MOWHOUSH. 

After coordination with lhe requesting office, no further activity i~ 
anticipated by this office. This case is closed in the files of this 
office. I //LAST c~NTHY/ II 

PED AGENT'S. 

SA 
SIGNA 

31 Aug 05 fil.b i. : 
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AGENT'S INVESTIGATION REPORT 
0027-03-CID679-6499~ 

5 Dec 05 
DETAILS: 

-At 1400, 5 Dec OS, SA-received DCFL Report #2005~1005538, 17 Nov 
05, consisting of a Digital Evidence Forensic Analysis Report ofthe two external hard drives; 
the work request for the examination of the hard drives; the Examiner/Technician Notes, 
dated 17 Nov 05; the Examiner/Technician Notes, dated 7 Nov 05; email con-espondence, 
dated 17 Nov 05; one CD containing the digital copies of the report; one CD containing the 
digital copies ofRepori: of Examination pertaining to external hard drive identified as Tag 
47I_Item 1; and one DVD containing all documents and images recovered from the hard . 
drive. (see DCFL report for details) 
II II I Ill I I I I IIi II I II II I I Ill II ill I I I I II I I I II I I I I I I II //LAST ITEM/ I II I I I I I II I II I I I I I I II I I II II I I I I II I I II I I II II I I I I II I I II I II II I I I I II II 
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Page 1 of 1 
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'. 
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. MORI DOCID: 1476019 

-) 0 0 2 7 .. 0 3 "' C I D p 7 9 - 6 4 9 -e~: 

DEF~NSE CYBER CRIME C'NTER . . . · . .. . 

DEFENSE COMPUTER FORENSICS LABORATORY 

Digital 
Evidence· 
Forensic 
Analysis 
Report 

AUTHORIZED ACCESS ONLY 

AN ASCLDILAB DIGITAL EVIDENCE ACCREDITED LABORATORY 

FOR OFFICIAL USE ONLY 
DCFL Fonn 4 - Oct 2005 DCFL-2005-1005538 

L(<G 
Ooo308 

. I 

I 
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MORI DociD; 1476019 

• 0027-3 "' c l 
. DEFENSE COMPUTER FORENSICS LABORATORY 

911 Elkridge Landing Road,Suite300 
Linthicum, MD 21 090 

MEMORANDUM FOR SPECIAL AGENT IN CHARGE 
87th Military Police Detachment (CID) 
Bldg8-1221 
Randolph Street 
Fort Bragg, NC 28310 

D67'CJ~·640G 
' '-' J ~ 

17 November 2005 

SUBJECT: Digital Evidence Forensic Analysis Report- DCFL-2005-!005538 (0027-03-CID679-64999; 
CW3 . 

1. Background: SA------S71h MP Det., DSE, submitted a request dated 5 October 
2005, to search submitte~if evidence was previously submitted and if not to search 
for any documents, emails and other files pertaining to CW3 ~nd a detainee 
MOWHOUSH. This request is a follow-on to original DCFL ~005-1004327. 
reaues:tea that the hard drives be searched for any documents, einails, and any files pertaining to CW3 

a detaine. e MOWHOUSH, in _particuhir In.telligence/Inte~. o ation Summaries __ -~ 
.· by SUBJECT. Search authonty was provtded by CAPT.~, 

3m Armor Cavalry, Fort Carson; CO 80913. .. · 

~: From 13 Octo~er-17November200 
~ahd Computer ForenstcT..,.., .. """"""'"•
conducted an examination of the media provided. A salvage was conducted on all hard drive partitions 
for all documents, graphics, email, and HTML tiles. A keyword search was conducted using the terms 
( ....... MOWHOUSH, IN SUMS, Interrogation, Intelligence, and Summaries). An examination 
o~ults identified nine hundred eighty one (981) documents that appear to be written by 
CW3 hundred twenty (220) graphic files that appear to match personnel named in the 
documents 

3. Items Analyzed: 

TAG NUMBER: 

471 lteml 

47l_Item2 

ITEM DESCRIPTION: 

Maxtor hard drive, 250 GB, SIN: A8062XFE 

Maxtor hard drive, 250GB, SIN: Y63V3RRE 

SPECIAL HANDLING REQUIRED 
This document Is subject to a claim of privilege under military law. Handle in accordance with AFI 71-101, Vol. 1. 

NOTICE • Handle this report with utmost care to protect the reputatlons of persons named here who were juveniles when the matter 
disclosed occurred. 

NOTICE -The Defense Computer Forenaics Laboratory (DCFL) prepared this rapo·rt at the specific request of your agency. Your agency Is · 
the record custodian. You may make release of the report or the information It contains without prior DCFL approval under the Freedom of 
lnfonnatlon Act (5 U.S.C., Section 552) or the Privecy Act (5 U.S. C., Section 552a). 

• 
AN ASCLDILAB DIGITAL EV!D.ENCE ACCREDITED LABORATORY 

"Where Technology Meets Integrity" 
FOR OFFICIAL USE ONLY 

L "'-~. Page 1 of2 

~·,...,,%£ j,pF '/. 

000310 ACLU-RDI 5170 p.270



MUXL UOC!U: 1476019 

• • •• 
0027-03-CID679-64999 DCFL-2005-1005538 

4. Items Provided: In addition to this hard copy report and attachments, a Findings CD labeled 
"Digital Evidence Forensic Analysis Report dated 17 November 2005" was provided containing an 
electronic copy of this report and it's attachments. 

Attachments: 
I. DCFL Form 42, DCFL Form 42 Examination ofTag47l_Item l, dated I 7 November 2005, 2 pages . 
2. DCFL Form 42, DCFL Form 42 Examination of Tag4 7l_ltem 2, dated ·17 November 2005, 2 pages 
3. DCFL Form 42, Forensic Imaging, dated 31 October 2005, 1 page 

FOR OFFICIAL USE ONLY 
Page 2 of2 · 

f~JU ;l11P 'J 

\ 
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MORI DOCID; 1476019 ... 
• 1 

oo21-.c' 0679-64999 

DEFENSE COMPUTER FORENSICS LABORATORY 

REPORT OF EXAMINATION 
1. OA TE OF REPORT 2. REQUESTOR'S CASE CONTROL NUMBER 3. DCFL FILE f'!UMBER 

1 7 November 2005 0027-03-CID679-64999 DCFL-2005~!005538 

Examination ofTag47l Iteml 

CAUTION: The findings media provided with this report should be viewed on a stand-alone computer (not 
. connected to any network) because the media may contain disturbing information or contraband (e.g., child 
·pornography); dangerous software (e.g.~ viruses or Trojans, etc.); or may try to connect to outside computers 
(e.g., contain hyperlinks to web pages or other seniers). 

I. Special Agent (SA) 87th MP DET, DSE, submitted a request for digital media analysis 
dated 5 October 2005, of a external (One (1) Maxtor external hard drive model5000XT, containing 
one (1) Maxtor hard drive, 250GB, SIN: A8062XFE, labeled "Falcon View". Classified SECRET. This request 
is a follow~on to original DCFLcase #DCFL-2005-!004327. SA equested the hard drives be 
examined for any evidence of documents, emails, or files pertaining to CW3 - and a detainee 
(MOWHOUSH). 

2. ITEM ANALYZED: 

LOG NUMBER: 
Tag47l_Iteml 

ITEM DESCRIPTION: 
. One (1) Maxtor external hard drive modei5000XT, containing one (1) Maxto:r 

hard drive, 250GB, SIN: A8062XFE, labeled "Falcon View". Classified 
SECRET 

3. DETAILS: i 
'·. 

Tag471_Item1, a Maxtor extemal.hard drive modeiSOOOXT, containing one (1) Maxtor hard drive, 250GB, 
SIN: A8062XFE, labeled "Falcon View", bontained one (1) NTFS partition. The NTFS partition appears to 
have been re-formatted. The drive is Classified SECRET. 

(!) A salvage was run against Tag471_Iteml searching for all graphic, document, email, and otherfiles 
resulting in twenty two thousand nine hundred sixty-one (22,961) files. A review ofthe salvaged 
files revealed no files relevant to the request. 

(2) A keyword search was conducted using the terms 
insums, interrogation, and summaries) provided by 
were found. 

, . 

SPEC I - ... fl I .. I 

1o\'\rhotlsh.~tgelligence; 

No files relevant to the request 

This document Is subject to a claim of prlvjlege under military law. Handle in accordance with AF171·101, Vol. .1 • 

. NOTICE - The Defense Computer Forensics LabOratory (DCFL) prepared this report at the specific request of your agency. Your agency Is the record custodian. 
You may make release of the report or the lnfonnatlon it contains without prior DCFL approval under the Freedom of Information Act (5 U.S.C., SectiOn 552) or 
the Privacy Act (5 U.S.C., SBCtion 552a). · 

DCFL FOR OFFICIAL USE ONLY 

jJft6-E. 3d~ '1· 
Page of 2 Initials 
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MVHL UOC!U: 1476019 

• r-1.~DA-~~O~F~R~EP-O-~~------Jr2~.R=E~QU~E~ST=o~R~~~CA~SE~C~O=Mffi~OL=N=UM~B~~~--------~--------~~~~~~~~~~~~~D 

1 7 November 2005 0027 -03-C1D679-64999 DCFL-2005-1005538 

4. GLOSSARY: 

Salvage: Also known as Data carving, locates every possible instance of a specific type of file from 
unallocated space or within other files. 

Unallocated Space: All the clusters in a partition that are not currently assigned to a file. AJso called 
free space. Some of these clusters may still contain data from files that were deleted but have not yet 
been overwritten by other files. 

5. ITEMS PROVIDED: In addition to this hard copy report, a Findings CD labeled "DCFL Foim 42 Examination 
ofTag47l_Iteml dated 17 November 2005" was provided which contains an electronic copy of this report with 
hyperlinks to the above-mentioned files. 

DCFLFORM OFFICIAL USE ONLY 

~M-f::- L/ 11F 'l 
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• 00~'l-Q3·CJD679-64999 -
DEFENSE COMPUTER FORENSICS LABORATORY 

REPORT OF EXAMINATION . 
1. DATE OF REPORT 2. REQUESTOR'S CASE CONTROL NUMBER 3. OCFL FILE NUMBER 

17 November 2005 0027 -03-CID679-64999 DCFL-2005-1005 53 8 

Examination of Tag471 Item2 

CAUTION: The findings media provided with this report should be viewed on astarid-alone computer (not 
connected to any network) because the media may contain disturbing information or contraband (e.g., child 
pornography); dangerous software (e.g., viruses or Trojans, etc.); or may try to connect to outside computers 
(e.g., contain hyperlinks to web pages or other servers). 

1. Special Agent (SA) 7th MP DET, DSE, submitted a request for digital media analysis 
dated 5 October 2005, of a external One (1) Maxtor external hard drive model One Touc~ containing 
one ( l) Maxtor hard drive, 250 GB, SIN: Y63V3RRE. Classified SECRET. This request is a follow-on to 
original DCFL case #DCFL-2005-1004327. SA-requested the hard drives be examined for any 
evidence of documents, emails, or files pertaining to CW3~d a detainee (MOWHOUSH). 

2. ITEM ANALYZED: 

LOG NUMBER: ITEM DESCRIPTION: 
Tag471_Item2 One (1) Maxtor external hard drive model One Touch, containing one (1) 

Maxtor hard drive, 250GB, SIN: Y63V3RRE. Classified SECRET 

3. DETAILS: 

Tag47l_ltem2, a Maxtor external hard drive model One Touch, containing one (1) Maxtor h,ard drive, 250GB, 
SIN: Y63V3RRE, contained one (l) FAT32ipartition. Partition 0 is233.757 GB in size and was formatted with 
FAT 32. Partition 0 had at one time contained a\ WINNT operating system, however, it had been deleted. The 
drive is Classified SECRET. 

(I) A database listing all active recovered and deleted files can be found on the fmdings media at \5538 
[-'indings\5~JH..~~P.QJ1~\f..!til File List.mdb. · 

(2) A salvage was run against Tag47l_Item2 searching for all graphic, document, email, and other files 
resulting in twenty six thousand nine hundred twenty-three (26,923) files. A review of the salvaged 
files revealed five hundred fifty-eight {558) possible relevant document files were found and placed 
in the \5538 Findings\salvaged documents directory on the Findings niedia. 

(3) A keyword search was conducted using the terms intgelligence, 
instims, interrogation, and summaries) provided by SA This search resulted in fourteen 
thousand three hundred seventy nine{l4,379) files. After analysis, four hundred twenty three (423) 
possibly relevant files to this investigation were placed in the \5S3 8 Findings\search results directory 
on the Findings media. 

CIV,DCFL 

SPECI . ~ ....... --. 
This dOcument is subject tO a claim of privilege under mllllllry law. Handle In accordance with AFI 71·101, Vol. 1. 

NOTICE • The Defense Computer .Fore.nsica laboratory (DCFL) prepared this report at the speelflc request of your agency. Your agency Is the record custodian. 
You may make release of the rePort or the lnformatlon It contains without prior DCFL approval under the Freedom of Information Act (5U.S.C., Section 552) or 
the Privacy Act (5 U.S.C., Section 552a). 

DCFLFORM Page of 2 
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• 0 0 2 7 ··3 - C I 0 6 7 9 - 6 4 g 9 9 

1. DATE OF REPORT 2. REQUESTOR'S CASE CONTROL NUMBER 3. DCFL FILE NUMBER 

17 November 2005 0027-03-CID679-64999 DCFL-2005-1005538 
Continued 

( 4) A review was conducted on the four thousand five hundred seven ( 4,507) graphic files. Two 
hundred twenty (220) possibly relevant files to this investigation were placed in the \5538. 
Findings\J_>if!!.Jres directory on the Findings media. 

4. GLOSSARY: 

Salvage: Also known as Data carving, locates every possible instance of a specific type of file from 
unallocated space or within other files. 

Unallocated Space: All the clusters in a partition that are not currently assignedto a file. Also called 
free space. Some of these clusters may still contain data from files that were deleted but have not yet 
been overwritten by other files. . · . . . · 

~>vt>~ 
5. . ITEMS PROVIDED: In addition to this hard copy report, a Findings .~eled "DCFL Fonn 42 Examination 

ofTag47l_Ttem2 dated 17 November 2005" was provided which contains an electronic copy of this report with 
hyper links to the above-mentioned files. · · · 

DCFL FORM42 FOR OFFICIAL USE ONLY 

~~ ~ ~FP'/. 

Page 2 of 2 

\· 
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!•!UJ:(.L LJOC .LlJ : ... ..L.L:Ll~b~U~l........,9:..._ __ 

002'l•Q3·CID679-6499S 

1. DATE OF REPORT 

• -DEFENSE COMPUTER FORENSICS LABORATORY 

REPORT OF EXAMINATION 
2. REQUESTOR'S CASE CONTROL NUMBER 3. DCFL FILE NUMBER 

31 Oct2005 002 7-03 -CID679-64 999 DCFL-2005-!005538 

FORENSIC IMAGING 

From 13 Oct- 31 Oct 2005 computer forensic ........................ ... 
the digital evidence provided. The items that were processed are as follows: 

The results from processing are as follows: 

Tag/Item Records In/Out MDS Hash-,..originallimage Images 

471/1 490047822+185010/ 
490232832+0 

Match 
879e9ae0ef489bd35e3138f4fbl4b8c9 No 
770b82ab641 edb8f0e6178b8b3 6aa44 7 

Soft copies of all electronic documents are saved on OS (MB I 4859) FA T32 partition- "Notes" folder. 

FINAL ENTRY ON THIS PAGE 

Restore 
Match 
Yes 

r-----------,r-, 
SPEC lA . • .. ...-: • - I 

This document is subject to a claim ofprivllegeunder military law. Handle In accordance With AFI71-101, Vol. 1. 

NOTICE· Handle this report with utmost care to protect the reputations _of p~rsoris nam~d here who were juveniles when the matter disclosed occurred. 

NOTICE • The Defense Computer Forensics Laboratory (DCFL) prepared this report at .the specific request of your agency. Vour agency Is the record 
custodian. You may make release of the report or the Information It contains without prior DCFL approval under the Freedom of Information Act {5 U.S.C., 
Section 552) or the Privacy Act (5 Section 552al. 

~--~------------------------~~------~--------,.,c:L USE ONLY p:::• ~-~-d Fo~ OCFL FORM42 SEP Initials 
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oo27·o3·CID679-64999 

UNITED STATES 
DEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB 

0027 -03-CID679-64999 
DCFL-2005-1005538 

Mr. "-
DATE: 17 NOVEMBER 2005 

~,;c:_ 

/~q;_.e5~ 

~ 

~45~~~---

FOR FFICIAL USE ONLY 
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wv~~ uu~~u: ~~/bU~~ 

3 ... C_I 0679-64999 

I. Administrative Information 

Investigator Alternate Point-of Contact Requestor 

~~~~ 

Bldg 8-1221, Randolph 
Street, Fort Bragg, NC 
28310. 

death of the detainee. 

8899 East Street, 
Column 218-C, 
llalQIUJfnnl'Lf; IN 46249 

2.5 The work requested is an submission or a submission. 
If follow-up submission was chosen, enter the dates of the previous case: 21 Jan 05 

. and the previous case number: DCFL-2004-1004327, DCFL-2005-1005250. 
3. Support Re uested 
3.1 ·All media associated with the case is being submitted to DCFL? [:g) Yes D No . 

If "No", what agency is perfonning the other part of the examination? 
3.2 Has the evidence been previously analyzed by a forensic examiner or agerit? [:g) Yes 0No 
3.3 Enter a detailed descri tion of the services for DCFL to erform. 

Determine if submitted evidence is copy of previous submitted evidence, if not a copy please search 
for documents, emails,files pertaining to CW3 and MG MOWHOUSH. In particular 
Intelligence I Interrogation Summaries (INSUMS) written by CWJ 

4. Attachments _ 
Search authority attached? 0 Yes D No (We cannot begin exam without search authority) 
If3.2 was answered "Yes" we · a copy ofthe original exam. Copy attached? 0 Yes D No 
Evidence list attached? Yes No 

0 I') 0 -:) ·7 ,...., u vJ.t; 

\ 
' 

' ' 
' 
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Ol!tC 

(USACJDC SUPPLfM5NT 1 TO AR 190·221 
and loctltlon 

· RHHT, 3rd Armor C;tvalry, Fort Carson, CO 80913 

3. 1 ni!Ve been Informed l:y tho undersigned USACIDC Specillf Agt~nt that an inqultv Is belng conduoted lrt connoctlon with the following 
possiblo violotlcn(a) or law: . 

Murd~r 

1-----~---~--· ··-------- ·---~--···----~--··-----· 
4, 1 hevo boen requcs:ted by the u11dersignad USACIDC Spagfal A~em tQ glve my ~on~cnt to o se!lrch of my person. premlaeo, or proporty on 
lndic:nod bl!lcw, 1 h;JV·e b~en advised of my right tc rsfi.Jse ~ ssarch of my pQraon, premlsgn, or property. (If you~ give your oanasnt, do Ml 

sign t~rmJ_ __ ~- _ ~- _ -~- ________ ,.._· ____ -··· _____ _ 

1 hereby autf,orize tho uncarni9ncd USACIOC Spacial Agent a_nd/or oiller AUtnon1.ecl Lew Enforcement Officials t~Ssistlng the undersigner:! 
USACIOC Spt~olsl Agen1 tl condi.Jct a eo arch ofi I!Nt~l""htvn .ptJ/c4/Jftlldook~l 

... .....--· 
fnltMfs Signsturo 

t\, Mv Parson 

·---- ·----+ ____ .. ---,-- -1---
/nit!~/$ Slgnlltllre 

b. !VIy Quartare 

-·· ·- . ----.---- ..... -- __ ...... ___ , 
Lcc~t(!d At: 

..,._ ...... -- .. _ .. ···---· .. "J"·-·-·-·-1-'"'"·"-1'''""";,·-c. . MV Vahlclc 
--·· .... __ _ 

l.oeatad At: 

Descrlbocl As: 

d. Other 

Looated At: U'3 Arnty Criminal It1Vt! l!lL 

Described As:: Two .Co:npa.q brand Blado Servers, and one llSI BrMd domain server. 

li, I nm muthoriung the libovo aaaroh!al for 'lh6 followlnc g11nora.l types of property which may be romovacl by the · iaw Qllforcement 
per!onnel t~nd ratelnad a11 e•riden~e und~r ih• proVia!ons o1 Army Regu!ation 195·6, or ether ap~JIIcablo lawr: ar regulations: 

A search of the aforemuntloned computer equipment, to Include any internal hardware or storage mecfla for any flies, 
electronic data or significant email message traffic, along with other documentation that could be considered evidence. 
Equipment tQ be searct ed Is described as Compaq blade service, serial number 6J31JNT1 eoEJ, Compaq b!ade service, 
serial number eJ31JNi1801V._e.nd BS1 Domain server, eerial number 1024983. . . 

oo"a-1·0~ -C1bl.-:-A· ?i• 

_ f/1-6-t d. oF d- · • 
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0027 "'03 M C I 0679 a6 49 99 

UNITED STATES 
QEPARTMENT OF DEFENSE 

COMPUTER FORENSICS LAB · 

0027 -03-CID679-64999 
DCFL-2005-1005538 

·FOR 

L[<{ 
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De 

OU~t· ;;-C;D679-64ggg 

..."',.o.••J!!!Ii,. ... Defense Computer Forens Laboratory 

Examiner/Technician Notes 

13-0ct-05 Reeeived case jacket Lead. 
Case Information: · 
DCFL -2005-1005538 
Submitter Case Number: 0027-03-CID679-64999 
Follow on for DCFL-2005-1005025 and DCFL-2004-1004327 

CASE AGENT: 
SA 
Special Agent In 
Bih MP DET, DSE 
Third MP Group (CID) 
Fort Bragg, NC 28307 
COM: 910.396.6429/4311/8806 
FAX Extensions: 8595/8607 
Email:~us.army.mil 

SUBJECT: 
CW3-

SYNOPSIS OF THE CASE:: SUBJECT smothered a detainee (MOWHOUSH) during an interrogation, 
which led to the death of the detainee. This is a follow on for DCFL-2004-1004327/DCFL-2005-1005250. 

EVIDENCE SUBMITTED: 
Item 1: One (1) Maxtor external hard driye modei5000XT, containing one (1) Maxtor hard drive, 250GB, 
SIN: A8062XFE:, labeled "Falcon View". Classified SECRET . . 
ltem2: One (1) Maxtor external hard drive model One Touch, containing one (1) ~axtor hard drive, 250 
GB, SIN: Y63V3RRE. Classified SECRET . 

SUPPORT REQUESTED: Search submitted evidence for documents, emails, files pertaining to CW3 
MOWHOUSH. In particular Intelligence/Interrogation Summaries (INSUMS) written by 

Sea ate Model ST340810A 
SIN: 5FB1 KFRB 
DCFL #: MB16786 
Size: 40GB 

DCFL. NOTES FORM APR 2005 

& Extraction). 

000, .. ,.\·t'\ .. 
, v~l 
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Depa Defense Computer 

Examinerffechnician Notes 

EVIDENCE IMAGE: 5538 Item 2 Restore Labeled: SECRET 
Maxtor DiamondMax 10 Model: 6B300R0060803 

. S/N: B60MQM1H 
DCFL #: MB16603 
Size: 300GB 

EVIDENCE IMAGE K: 5538 ltem2 ima es Labeled: SECRET 
Sea ate Barracuda Model: ST3400832A · 
S/N: 3NF09CTK 
DCFL #: MB16575 
Size: 400GB 

~vn~ uv~~u. ~~_/0~~~ 

-c 1 D679 ·6 4999 

DCFI.:.-2005-1005538 

was assigned to me. 

nd was unable to view/load images. 
into a viewable format. · 

ct-05 Using Analysis Machine 2800 mhz CPU #128 and Forensic OS (MB1 up ASCLD 
Control Boot Disk to verify system post and MD5 hash for integrity of forensic machine. The MD5 
(f3700f01948bfed485be224f137292b9} values matched. Continued to boot up into Windows XP. 
Partitioned and formatted Findings Drive (MB15481) with NTFS and assigned it the drive letter L: with 
volume name of 'Findings'. Powered down system to add Image drives. Images drivehas been assigned 
drive letter K: volume label DENCE'. · 

24-0ct-05 

DCFL NOTES FORM APR 2005 
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25-0ct-05 

25-0ct-05 

Defense Computer 

Examiner/Technician Notes 

Laboratory 

Hash value of the image set to verify against the Imaging notes. 

49 9S 

.txt, .rtf, .Wp) to a directory labeled documents on the Findings 

DCFL FRED 2.8 OS Win2Kilinux C & D) Labeled: SECRET 
Sea ate Model ST34081 OA 
SIN: 5FB73751 ._:_::.:_-'-------------------'--i 
-DCFL #: MB14859 
Size: 40GB 

DCFL NOTES FORM APR 2005 USE ONLY Page 3 of 7 Initials 

X 
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0027- -c 1 oarg -a 49 99 .. 
Departm Defense Computer c Laboratory 

Examiner/Technician Notes 
l:xamln9(J 1 ecnnooon Name t Requester Case Number I_ DCFL Case Number - 0027 -03-CID679-64999 DCFL-2005-1005538 

EVIDENCE IMAGES: 5538 ltem1 Images Labeled: SECRET 
Seagate Barracuda Model: ST3400832A 
S/N: 3NF08383. 
DCFL #: MB16548 : 

Size: 400GB 
' 

· EVIDENCE IMAGE: 5538 ltem1 images2 Labeled: SECRET 
Western Digital Model: WD2000BBH-OODWAO 
SIN: WMAEH2298177 
DCFL#: MB15622 
Size: 200GB 

EVIDENCE IMAGE: Labeled: SECRET 
Maxtor Maxline Plusll Model: 7Y250M00660RA 

. SJN: Y63DCX2E 
DCFL #: MB15675 
Size: 250GB 

EVIDENCE IMAGE: 5538 Item 1 images2 Labeled: SECRET 
Western Digital Model: WD1600BB-OODMO 

· S/N: WMACK1339060 
DCFL #: MB13527 
Size: 160GB 

~-

EVIDENCE IMAGE: Labeled: SECRET 
Western Digital Model: WD2000BB-OODWAO 
SIN: WMAEH2309085 
DCFL #: MB15633 
Size: 200GB 

]· 

EVIDENCE IMAGE: Labeled: SECRET 
Western Digital Model: WD2000BB-OODMO ' 

,,SJN: WMACK144719 c 

DCFL #: MB13697 
Size: 200GB -

DCFL FRED 2.8 OS Will2K/Linux (C & D) LahAIArl~ :I 

c:: ....... ,..~+ .... ModeLST340810A 
S/N: Ot-ts/36JO . 

' 
_QQfL #: MB14837 
Size: 40GB 

31-n~t-m> E11d of wuii\.Ui:l_y._ 
1·.. n"' I'OUY'"U" Continued ocvoon"'l:l the 26,791 docuiTie~t files. 
1·.. n"' -,,..,. -vv Er!d_Q!_ vv~ n.uc::ty 

2-Nov-05 Finished reviewing document files and ,..,vib.JGu jpg files. 220 jpg files pulled outand to the 
directory titled Matching pictures. Pictures are of personnel matching interrogation reports pulled out 
earlier.· 

DCFL NOTES FORM APR 2005 FOR OFFICIAL USE ONLY Page ~. of _]._ .,,,,_ 
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7~Nov~05 

7~"'ov-05 

3 •· C i D 6 '7 g· ·• 6 4 '~' 9 c. .... ' ,;~ '-. \...} 

Departme Defense Computer c laboratory 

Examiner/Technician Notes 

Completed salvage for . work. Stats follow: 
Salvaged (326) file(s) for definition (Enhanced Meta File). 
Salvaged (6) file(s) for definition (Word Perfect). 
Salvaged (2159)file(s) for definition (MS Word 4~5}. 
Salvaged (6780} tile(s) for definition (MS Word 1 ). 
Salvaged (2505) file(s) for definition (MS Word 2). 
Salvaged (13752) file(s) for definition (MS Word or MS Excel). 
Salvaged (8179) file(s) for definition (Rich Text File). 
Salvaged (6) file(s) for definition (Windows Write). 
Salvaged (13752) file(s) for definition (MS Excel or MS Word). 
Salvaged (13859) file(s) for definition (MS Office Catch~AII). 
Began reviewing documents from salvage. 

Began a basic 
supplied from previous cases. Allowing to the search to run over 

Attempted to load Tag471_1 (MB15675} into FRED M815012 and load into llook. Unable to mount or read 
hard drive. Image drives given to Forensic Technician~ copy to another drive as readable 
'"'""n'"'"' uti SAMBA to do this . · 

Completed UTF8 basic search of file objects for Evidential Media item 23393 hit(s) found in 5703 objects. 
Completed ASCII basic search of file objects for Evidential Media item 23603 hit(s) found in 5920 objects. 
Completed Unicode basic search of file objects for Evidential Media item 8666 hit(s) found in 1804 
objects, 

hd 001.001 to 
D (MB15012) and booted up system into Window5XP 

Started I look version 8.0.9 and loaded images for Tag471_1. Automated scripting enabled a standard 
partition traverse and mapping of image files; !Look reported the following partition information. 

DCFL NOTES FORM APR 2005 OFFICIAL USE ONLY Page 5 of 7 lniUals 

1C. .. ···--·-··-·-~------

ACLU-RDI 5170 p.285



... . . ~ 

----

.. .I.~.L'-'.L\....&.. J.JVV ...L.J.J • -L~ I 0 U ..1..-

,..0 0 ~ I ... 0 d - C I LJ .6. 7 9 -J> 4 9 9 g 
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Examinerrrechnician Notes 

Completed salvage ag4 ) stats 
Salvaged (15) file(s) for definition (Graphics Interchange File (2)). 
Salvaged (375) file(s) for definition (Portable Network Graphic). 

· Salvaged (49) file(s) for definition (Tif Graphic). . 
Salvaged (28) file(s) for definition (Jpeg Graphic File (2)). 
Salvaged (7919) file(s) for definition (Bitmap (Catch-All)). 
Salvaged (233) file(s) fat definition (Jpeg Graphic File (3)). 
Salvaged (16) file(s) for definition (Enhanced Meta File). 
Salvaged (2347) file(s) for definition (MS Word 4-5). 
Salvaged (671 0) file(s) for definition (MS Word 1 ). 
Salvaged (2713) file(s) for definition (MS Word 2). 
Salvaged (531) file(s) for definition (MS Word or MS Excel). 
Salvaged (9) file(s) for definition (Rich Text Fill~). 
Salvaged (531) file(s) for definition (MS Excel or MS Word). 
Salvaged (531) file(s)for definition (MS Office Catch~AII). 
Salvaged (2) file(s) for definition (Outlook Express Mail Index). 
Salvaged (2) file(s) for definition (Outlook Express Mail Box). 
Salvaged (66) file(s) for definition (MPG). 
Salvaged (868) file(s) for definition (MPEG). 
Salvaged (1) file(s) for definition (Windows Media File). 

for definition VI or 

'· 
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Departme. Defense Compu~er Fore Laboratory 

Examiner/Technician Notes 

t:xam1rnm "'"""'"'"" Name R~quester case Numbar DCFL Case Number - - 0027 -03-CID679.:.S4999 DCFL-2005-:1005538 

m~ne (MB15400). The MD5 (f3700f01948bfl'..4"or:l ~??4f1.,u~Lu::Jj values 11dtvm::u. 

17-.,•uv-05 · Form 42 has been vum1.w:::acu and peer ..... ,; ..... ., .... ..4 Verified all hyperlh u\::. vvu• 1\ou on the r:-iiluury::s Media. 
17·"''· AI: 0owcrod down FRED sySLcm (MB15012); •ou•uvcu hard cjrives. 
17-Nov-05 Booted (~~~~~~~~h~o~Q§ Boot Dis~,_t~.,~~~,.~~~t~~~~~~~~~~.e~~!~ for ~~~~~ritr •uu:m::m.,; 

"a"""'"' Jl.)f uuru 1 · IICILvllc;u._ 

_17 -N.ov-05 Form 42 hasbeen w'"~"'"::acd and peer 
17-Nnv-05 These Notes are closed. 

~ 1"' .. 11. 
""!:! r 

;; 

i 

' 

' 
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DCFL #: DCFL-2005-/005538 

Request#: 0 

Requestor : -------~-

Received : 10/1212005 

Standard Processes 
lv-1 Image 1"1 Archive li(] Restore 

~ Media Classified 

[~ Expedited Service 
I - - - - - ------------1 
L---·--···· ......... -·--·· .............................................................. - ... _____________ j 

r 'I Special Request 
i' ... ............. ............. ..... . .... ..... ........ .. ..................... -. .. - .. ·--· ---""•'"'"-·c---·--i 

'I I 
i 
i 
! 
;-······- ' ..•... ············- .. ······-··--~--··········-··""·--··············~·-··-······--~ ... ··--.. ~· 

Other issues with media 
r····A·-~ ..... ~ ~---'-~~~--·----.... . ..... _ .. ___ ...... -~- .. --·-·· .. ----~--·_- .. ·----.. -, 

! I 
1.: ....... ·---- -·--- ·---···---- ··--------·- ____________ "" ___ j 

Version 3: 1 April 2005 

Organization :USACIL 

Case# :0027-03-C/0679-64999 

' . 
' 
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14 Oct 2005 

Departme Defense Computer. 

Examiner/Technician Notes· 

0027 -03-CID679-64999 DCFL-2005-!005538 

Received request to image, archive, and restore Evidence Property Tag 471-05 (refereed to as 
Tag471 ). Description of evidence is as follows: One (1) Maxtor external hard drive, model 
5000XT, SN A8062XFE~-medium contains a "SECRET" classification sticker with "Falcon 
View" written in ink (on the sticker}; containing one (1) Maxtor 250GB hard drive, model 
4A250J0080211, SN A8062XFE, marked with 5538_Tag47l_Iteml_HD...:_001 DEL". 
And, one (1) Maxtor external hard drive, model One Touch, SN Y63V3RRE--medium contains 
a "SECRET" classification sticker; containing one (1) Maxtor 250GB hard drive, model 

. 7Y250P00628J4, SN Y63V3RRE, marked with 5538_Tag471_Item2_HD_001 DEL". 

LBA listed on drive label was suspect, connected each evidence item to solomasster (MB 12750) 
and results from each drive reported an LBA of 490232832 . · 

Computer (MBI4940, Cl-18 vl.O) booted usingDCFL ASCLD Boot Disk; md5sum matched. 
Processing using LinuxOS (MB14837, CI-03 v3) on 2.8GHz CPU (MB14940, CI-18 vl.O); 
Connected Images drive (MB 16548) to hdd and mounted Images drive (hddl) to /mnt/images. 
Evidence, marked with "5538_Tag471_Iteml_HD_001 DEL", connected using WiebeTECH 
Forensic Combodock (MB 16778) as sdb. · 

Computer (MB14906, CI-1 vl.O) booted using DCFL ASCLD Disk; md5sum matched. 
Processing using Linux OS (MB14859), CI-03 v3) on 2.8GHz CPU (MB14906, CI-18 vl.O); 
Connected Images drive (MB16575) to hdd and mounted Images drive (hddl) to /mnt/images. 
Evidence, marked with "5538_Tag47l_Item2_HD_001 DEL", connected using WiebeTECH 
Forensic Combodock (MB16778) as_. 

Ran the following commands from within 5538_Tag471_Iteml and 5538_ l~_ltem2 

directories: 
"fdisk -ul /dev/sdb > HD_OOl_org.fdisk" . . 
"dcf1dd conv=sync,noerror if=/dev/- hashwindow=256k hashlog=HD _ 00 l_org.md5 I split -b 
1900m- hd...;.OOI_" 

-Powered offWiebeTECHForensic Combodockand removed each evidence from-
- Renamed image files for 5538_Tag47I_Iteml and 5538_Tag47l_Item2 to conform to !Look 

naming conventions--"file _ mv .pi" 

"cat hd_OOl.* I dcfldd of=/dev/null hashwindow=256khashlog;=:HD_001_)mg.md5; tail-1 
*.md5'' 

Note ~ 5538_Tag471_Iteml reported 490047822+185010 records in and 490232832+0 records out; 
image and original md5sums do not match. 
5538 71 Item2 490232832+0 records in and matched. 
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Departme Defense Computer 

Examiner/Technician Notes 
Requester 

0027 -03-CID679-64999 

aboratory 

DCFL-2005-!005538 

Ran "tar xvMhpf /dev/nstO -b 128n from /mnt/images/5538_Tag471_Item2 directory; command 
· feted with no errors. ' · · 

Ran" cat hd_OOI.* I dcfldd I md5sum; tail-1 *.md5" from /mnt/images/5538_Tag47l_Item2 
directory; command completed with no errors, reporting 490232832+0 records in and out; 
md5sums matched. 

17 Oct 2005 Images2 dtives used in Linear RAID will also have to be used for· 1 tape extraction. 
Shut do'Wn machine (MB 14906) and removed Irriages2 drives (MB 13697~-200GB) and 

TrYlrv--~ (MB13527--160GB). Will use 5538_Tag471_Item2 Images drive (MB16575) to create Restore. 
Connected Images drive to hdd and Restore drive (MB 16603) to hdb. Booted to Linux, and 
mounted drive to 
Ran "cat hd __ OOl. * I dcfldd of=/dev/hdb; dcfldd if=/dev/hdb of=/dev/null hashwindoW=256k 
hashlog=HD_OOl:_jes.md5 count=490232832; tail -1 *.md5" from 5538_Tag471_Item2 
directory, command completed with our errors, reporting 490232832+0 records in and out; 
md5stims matched. · · 

DCFL ASCLD Boot · md5sum matched. 

21 Oct 2005 5538-'-Tag47l_Item1: 
Ran" tar cvMhpf /dev/nstO * -b 128" from /mnt/images/5538_Tag471_Item1 directory; 
command completed with no errors. · 

Shut down machine (MB14940), removed OS (MB14837) and Images drive (MB16548); 
connected OS (MB14859) and Images2 drives(MB13697--200GB) to hdd an.d (MB13527-~ 
160GB) to--Establishing a Linear RAID due to lack of adequate size (Secret) drives. 
"raiddev /dev/mdO" · created on this OS· and mounted /dev/mdO to . 

>----~-I----

Ran "tar xvMhpf -b 128" from /mnt/images/5538_Tag471_Item1 directory; command 
with no errors. 

24 Oct 2005 Ran" cat hd'-001.* I dcfldd I md5sum; tail-1 *.md5" from 38_Tag471_:_Iteml 
directory; command completed with no errors, reporting 490232832+0 records in and out; 
md5sums matched. 

--~~~~~~~---~--~~~~~~~=-~-=~--------~ 
Shut down machine (MB14906) andremoved Images2 drives (MB13697--200GB) and 
(MB13527--160GB). Will use 5538_Tag47l_lteml Images drive (MB16548) to create Restore, 

Note ..,. Connected Images drive to hdd and Restoredrive (MB16477) to hdb. Booted to Linux, and 

25 Oct 2005 

mounted Images drive (hddl) to /mnt/iinages. 

Ran "cat hd_OOl. * I dcfldd conv=sync,noerror of=/dev/hdb; dcfldd conv=sync,noerror 
if=/dev/hdb of=/dev/null hashwindow=256k hashlog=HD _00l_res.md5 count=490232832; tail-
1 *.md5" from 5538_Tag47l_Iteml directory; command failed--stated target drive ran out of 

Ran "fdisk -I" and Linux 131GB, not 250GB as indicated on drive label. 
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boratory 

DCFL-2005-!005538 

Ran "cat hd _00 1. * I dcfldd conv=sync,noerror of=/devlhde" from 553 8 _ Tag4 71_ Item 1 
command 490232832+0 records in and out. 

28 Oct 2005 Ran "dcfldd conv=sync,noerror if=/devlhde of=/dev/null hashwindow=256k 
hashlog=HD~OOl_res.md5 count=490232832; tail-1 *.md5" from 55}8_Tag471_Iteml 
directory; command completed with out errors, reporting 490232832+0 records in and out; 
image and restore md5sums matched--original did not match but.that was to be expected due to 
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Depa Defense Computer 

Examiner/Technician Notes 

0027 -03-CID679-64999 DCFL-2005-1005538 

21 OCT OS Received Images drive (MB16575) for DCFL 2005-1005538 Tag471 Item2 HD 001 from 
examine~Examiner is not able to view/load images to Ilook. He requested that I 

240CT05 

extract to a viewable format. 

Booted to the DCFL ASCLD Control Boot Floppy to run the POST test and MD5 hash 
verification on the FRED forensic machine (MB 14937) and FRED forensic machine (MB 1491 0). 
Results POST MD5 hash matched. 

Booted FRED computer (1) (MB14937) to a Helix boot CD/Linux OS with the image set 
5538_Tag471_ltem2_HD_001 (MB16575) in the write protected bay. Set computer IP Address 
to 192.168.11.1 

Booted FRED computer (2) (MB14910) to Windows XP OS (MB16786) with the wiped drive 
(MB 16981) as slave hdb. Partitioned and formatted the wiped drive with one (1) 400 GB NTFS 
partition. To be used as the extraction drive. Shared drive and gave drive share name "Z". Set 

IP address to 192.168.1 1.2 

On the FRED computer (1) (MB14937) mounted the NTFS drive 16981) from the FRED (2) 
computer to: mount -t smbfs -o username=Administrator,password= //192.16-8.11.2/Z/ 

Powered off both FRED computers. Removed all drives and gave to examiner 

Booted to the DCFL ASCLD Control Boot Floppy to run the POST test and MDS hash 
verification on the FRED forensic machine (MB14937 and FRED forensic machine (MB14910), 
Results POST MD5 hash matched. 
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4NOV05 

7NOV05 

Defense Computer 

Examiner/Technician Notes 

DCFL-2005-1005538 

Received Images drive (MB 6548) DCFL 2005-1005538 Tag 471 Iteml HD 001 from 
••••• Examiner is not able to view/load images to Hook. He requested that I 

to a viewable format. 

Created a network with (2) FRED computers and will use Samba share to extract the image set 
from the drive to a drive formatted NTFS. 

Booted to the DCFL ASCLD Control Boot Floppyto run the POST test and MD5 hash 
verification on the FRED forensic machine (MB14937) and FRED forensicmachine(MB14910). 
Results POST MD5 hash 

Booted FRED computer ( 1) (MB 1493 7) to a Helix boot CD/Linux OS with the image set for 
5538_Tag471_Iteml_HD_001 (MB16548) in the write protected bay. Set computer IPAddress 
to 192.168.11.1 

Booted FRED computer (2) (MB14910) to Windows XP OS (MB14837) with the wiped drive 
(MB17076) as slave hdb. Partitioned and formatted the wiped drive with one (1) 400GB NTFS 
partition. To be used as the extraction drive. Shared drive and gave drive sharename "Z". Set 

IP address to 192.168.11.2 

On the FRED computer {I) (MB14937) mounted the NTFS drive (MB17076)Jrom the FRED (2) 
computer to: mount -t smbfs -o username=Administrator,password= //192.1 $8.11.2/Z/ 

Booted to the DCFL ASCLD Control Boot Floppy to run the POST test and MD5 hash 
verification on the FRED forensic machine (MB14937 and FRED forensic machine (MB14910). 
Results POST MDS matched. · · 
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oo27-o3 .. c U679-64999 

From: 

Sent: Thursday, October 13,200510:57 AM 

To: .army.mil' 

Subject: FW: DCFL Case Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-1005538 

Sorry had the wrong email address. 

-
-CID679-64999 DCFL-2005-I005538 

DCFL Case Receipt Acknowledgement 13 October 2005 

The Defense Computer Forensics Laboratory (DCFL) has received your 
request for forensic media analysis on your case number: 0027-03-CID679-64999 

It has been re-assigned to me in the Counter Intelligence/Counter Terrorism (CI/CT) 
Section and will retain DCFL number: DCFL-2005-I00553B 

Base on the complexity of this case, the volume of data, and my current 
caseload, we have estimated the follo':"ing completion date: 1 December 2Q05· 

During analysis of this case I will provide you weekly informal status 
reports. If I find slgni.ficant information, this will be reported to 
you.as soon as I find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
report and complete findings on CD. 

Your agency's Computer Crime Ops Chief has also requested a "cc" copy of 
all of your agency's case submissions. 

Please provide contact information, such as telephone (commercial) , fax, 
pager number; and e-ma.i 1 addresses for you or anyone else who would be 
an alternate contact for this case. Please indicate how you would 
prefer to be contacted. 

If you have any questions you may contact me at any time at the 
addresses below. 

Tel: 
Fax: 
DSN: 
E-mail: 

410.981.1008 
410.981.0181 

.mil 

If you have trouble contacting me, you may contact the: 

ooJ-7-os -e·:rb trn9~6Jv11£1_ FOR OFFICIAL USE ONLY 
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section Chief, SA ••••••• 
Tel: 410.981.0117 

Fax: 
DSN: 
E-mail: 

410.981-0181 
312.622.2595 

3.mil 

Director of Operations, SA 
Tel: 410.981.1121 
Fax: 410.981.0181 

DSN: 
Email: 3 .mil 

Thank you 

~ 
DOD Computer Forensics Laboratory (DCFL) 
Linthicum, MD 21090 . · 
Phone: 410-981-1008 
Pager E-Mail .mil 

cc: section Chief, DO, DCIO rep 

----- • o.Aool.IVV..I-J 

Page 2 of2 

0 0 "J. 7 ~ 0 3 - c J j) ~ 79. 

FOR OFFICIAL USE ONLY 

10/21/2005 
/) lt6-E OJ..() r I 01--

ACLU-RDI 5170 p.299



• Page 1 of3 

oo21 .. 03 -c 'D679 -649 gg 

-us.army.mil] 

Sent: Thursday, October 13, 2005 12:11 PM 

To: 

Subject: RE: DCFL Case Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-1005538 

thanks 

-·--··------··-·--··---·--------···-----·----·-.-------·---~-----

From:----[mailto .mil} 
Sent: ~er13, 200511:01AM 
T~A . · 
Subject: RE: DCFL Case Receipt Acknowledgement 0027-03-00679-64999 DCFL-2005~1005538 

He Alit 
No problem, we definitely haven't checked them with the original request. Will do the same with those two .. ·-

From:....a;A [mailt~us.army.mil] 
sent: T~ober 13, 2005 11:00 AM 
T~ ... 
SubJect: RE: DCFL Case Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-!005538 

Hi-

· Sorry for the additional work, the unit just dropped those two external hard drives off at Maj ~oor. Not 
·sure what is on them, but looking for the same stuff. 

Thanks -
Sorry had the wrong email address. -

Receipt Acknowledgement 0027-03-GD679-64999 DCFL-2005-1005538 

DCFL Case Receipt Acknowledgement 13 October 2005 

The Defense Computer Forensics Laboratory (DCFL) has received your 
request for forensic media analysis on your case number: 0027-03-CID679-64999 

e;oa1-o·a- ern&·N-~1./999 

11/17/2005 
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MO~~ DOC!D: 1476019 

Page 2 of3 

It has been re-nssigned to me in the 
section and will retain DCFL number: 

0 0 2 7 .. 03 .. c i 06 7 9 M 6 4 9 9 9 
Counter Intelligence/Counter Terrorism (CI/CT) 

DCFL-200S-I005538 

Base on the complexity of this case, the volume of data, and my current 
caseioad, we have estimated the following completion date: 1 December 2005 

During analysis of this case I will provide you weekly informal status 
reports. If I find significant information, this will be reported to 
you as soon as I' find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
report and complete tindings on CD. · 

Your agency's Computer Crime Ops Chief has also requested a "cc" copy of 
all of your agency's case submissions. 

Please provide contact information, such as telephone (commercial), fax, 
pager number; and e-mail addresses for you or anyone else who would be 
an alternate contact for this case. Please indicate how you would 
prefer to be contacted. 

If you have any questions you may contact me at any time at the 
addresses below~ 

Tel: 
Fax: 
DSN: 
E-mail: 

410.981.1008 
410.981.0181 ' 
312.622.2595 

c3 .mil 

If you have trouble contacting me, you may contact the: 

Section Chief, SA 
Tel: 410.981. 
Fax: 
DSN: 
E-mail: 

410.981-0181 
312.622.2595 

~dc3.mil 

Director of Operations, SA ••• 
Tel: 410.981.1121 
Fax: 
DSN: 

410.981.0181 
312.622.2595, or 

Email: 3 .mil 

Thank you 

General Dynamics 
DOD Computer Forensics Laboratory (DCFL} 
Linthicum, MD 21090 
Phone: 410-981-1008 
Pager mil 

cc: Section Chief, DO, DCIO rep 

..... 

ll/17/2005 

FOR O~~'II'KCIAL USE ONLY 'bcFL-~oo5-J:6oSS38 
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oo27·o3·CID679-6499~ 

********************************************************************** 
This email and any files transmitted with it are confidential and 
intended solely for the use of the individual or entity to whom they 
are addressed. If you have received this email ih error please notify 
the system manager. 

This footnote also confirms that this email message has been swept by 
MlMEswccpcr for the presence of computer viruses. 

www.1mmesweeper.com 
********************************************************************** 

. 11/17/2005 

FOR OFFICIAL USE ONLY. bcPL-J..Dos-:roosS 3 8 
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Sent: · Thursday, October 13, 2005 11:01 AM 

To: -A~ 

MORI DociD: 1476019 

Page lof3 

Subject: RE: DCFL Case Receipt Acknowledgement 0027 -03-CID679-64999 DCFL-2005-1005538 

Hey. ·. 
No problem, we definitely haven't checked them with the original request. Will do the same with those two, 

-
[mailto~us.army.mil] 

ber 13, 2005 11:00 AM 

·----. ---~-:-:---·--

Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-1005538 

Hi-

Sorry for the additional work, the unit just dropped those two external hard drives off at Ma~oor. Not 
.sure what is on them, but looking for the same stuff. · · 

Thanks ---••OR~-----~··-- oo••o--":''-''' ____ ,,,,,,,,,,,_, ____ 00000 OOo000-00 --:--··- -----···--·------· --000'oo00-0o-- _,,,,, _____ ,., _____________ _ 

Sorry had the wrong email address. 

--- -··---·--------

0679-64999 DCFL -2005-1005538 

DCFL Case Receipt Acknowledgement 13 October 2005 

The Defense Computer Forensics Laboratory (DCFL) has received your 
request for forensic media analysis on your case number: 0027-03-CID679-64999 

It has been re-assigned to me in the Counter Intelligence/C~unter Terrorism (CI/CT) 
Section and wilL retain DCFL number: DCFL-2005-I005538 

Base on the ·complexity of this case, the volume of data, and my current 
caseload, we have estimated the following completion date: 1 December 2005 

During analysis of this case I will provide you weekly informal status 

oo a 1- o3- c..:r: b "tt,·J 9- ~~191 FOR OFFICIAL USE ONLY 
jJ 116--l:- 6 tJ P I c;L.. 

J:x FL. -JL;r;J S-J: oo 

00- 0! ··:) ;-.. q 
... - ---------"'""-' ' ..... f"""'l· .,_~\ __ _ 
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MORI DociD: 1476019 

I 0 6 7 9 M 6 4~aj~ of3 

reports. If I find significant information, this will be reported to 
you as soon as I find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
report and complete findings on CD. 

Your agency's·computer Crime Ops Chief has also requested a "cc" copy of 
all of your agency's case· submissions. 

Please provide contact information, such as telephone (commercial), fax, 
pager number; and e-mail addresses for you or anyone else who would be 
an alternate contact for this case. Please indicate how you would 
prefer to be contacted. 

If you have any questions you may contact me at any time at the 
addresses below. 

Tel: 
Fax: 
DSN: 

410.981.1008 
410. 981'. 0181 
312.622.2595 

E--mail: ctr®dc3.mil 

If you have trouble contacting me, you may contact the: 

Section Chief, SA 
Tel: 410.981. 
Fax: 
DSN: 
E-mail: 

410.981··0181 
312.622.2595 

Diiector of Operations, SA 
Tel: 410.981.1121 

3 .mil 

Fax: 
DSN: 

410.981. 018i 
312.622.2595, or 

Email: .mil 

Thank you 

~ 
DOD Computer Forensics Laboratory (DCFL) 
Linthicum, MD 21090 
Phone: 410-981-1008 
Pager E-Mail: john.brannock.pager@dc3.mil 

cc: Section Chief, DO, bCIO rep 

********************************************************************** 
This email and any files transmitted with it are confidential and· 
intetided solely for the use of the individual or entity to whom they 
are addressed. If you have received this email in error please notify 
the system manager. · 

oa ;;L 7 - o 3 - c J; b to 7 9 · tb r..f 1 lf 9 FOR OFFICIAL USE ONLY 
PllC-t:~ '7 d F /r::L-
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This footnote also confirms that this email message has been swept by 
MIMEsweeper for the presence of computer viruses. 

www .mimesweeper.com 
********************************************************************** 
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~/1-<f.e- 8 ot= /01-

\.· 

OOOB4C3 .· 
ACLU-RDI 5170 p.305



. . • • • . 

Page 1 of2 

oo27-os-cJD679-64999 

From: 

Sent: 

To: 

~us.army.mil] 

October 13, 2005 11 :00 AM 

Subject: RE: DCFL Case Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-1005538 

Hi .. 

Sorry for the additional work, the unit just dropped those two external hard drives off at Ma--door. Not 
sure what is on them, but looking for the same stuff. 

~ 

Thanks --··-···--"··--.. - ... ---.. ········--·-··--·----·-·"-,~------··----·---···------·----·------'--------· 

Sorry had the wrong email address. 

- ·----------.. ------·-------.. ·---

DCFL Case Receipt Acknowledgement 13 October 2005 

'I'he Defense Computer Forensics Laboratory (DCFL) has received your 
request for forensic media analysis on your case number: 0027-03-CID679-64999 

It has been re-assigned to me in the Counter Intelligence/Counter Terrorism (CI/CT) 
Section and will retain DCFL number: DCFL-2005,-I005538 

Base on the complexity of this case, the volume of data, and my current 
caseload, we have estimated the following completion date: 1 December 2005 

During analysis of this case I will provide you weekly informal status 
reports. If I find significant information, this will be reported to 
you as soon as I find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
report and complete findings on CD. 

Your agency's Computer Crime Ops Chief has also requested a "cc" copy of 
all of your agency's case submissions. 

Please provide contact information, such as telephone (commercial), fax, 
pager number; and e-mail addresses for you or anyone else who would be 
an alternate contact for this case. Please indicate how you would 
prefer to be contacted. 

oo~7-o) -c..1 bt,"7r.J- ~Pcr9'19 

11/17/2005 

FOR OFFICIAL USE ONLY 
~11-"-c-- 9 t:J F /;;L 
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. 0027·n3·ClD67S-~ .· 
If you have any questions you may contact me at any time at. the ·· 4 9 9·9 
addresses below. 

Tel: 
Fax: 
DSN: 

410.981.1008 
410.981. 01Ell 
312.622.2595 

E-mail:. ctr®dc3.mil · 

If you have trouble contacting me, you may c'Ontact the: 

Section Chief, SA 11111111111111• 
Tel: 410.981.0117 
Fax: 410.981-0181 
DSN: 312.6 
E-mail: c3 .mil 

Director of Operations, SA 
Tel: 410.981.1121 
Fax: 410.981.0181 
DSN: 312.622.2595, or 
Email: ~c3.mil 

Thank you 

~ 
DOD Computer Forensics Laboratory (DCFL) 
Linthicum, MD 21090 
Phone: 410-981-1008 
Pager E-Mail~dc3.mil 

cc: Section Chief, DO, DCIO rep 

**************************.******************************************* 
This email and any files transmitted with it are confidential and 
intended solely for the use ofthe individual or entity to whom they 
are addressed. If you have received this email in error please 'notify 
the system manager. 

This footnote also confirms that this email message has been swept by 
MIMEsweeper for the presence of computer viruses. 

www .mimesweeper.com 
********************************************************************** 

11/17/2005 
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oo27·o3-CJD679-64999 

Sent: Thursday; October 13, 200510:57 AM 

To: -us.army.mil' 

Subject: FW: DCFL Case Receipt Acknowledgement 0027-03-CID679-64999 DCFL-2005-1005538 

Sorry had the wrong email address. -
From:....
Sent:~ 13, 2005 10:56 AM 

Cc: 
Subject: DCFL Case Receipt Ac~mowle~a•em•ent 

DCFL Case Receipt Acknowledgement 13 October 2005 

The Def~nse Computer Forensics Laboratory (DCFL} has received your 
request. for forensic media analysis on your case number: 0027-03-CID679-64999 

It has been re-assigned to me in the Counter Intelligence/Counter Terrorism {CI/CT) 
Section and will retain DCFL number: DCFL-2005-I005538 

Base on the complexity of this case, the volume of data, and my current 
caseload, we have estimated the following completion date: 1 December 2Q05 

During analysis of this case I will provide you weekly informal status · 
reports. If I find significant information, this will be reported to 
you as soon as I find it via our DCFL Form 42. After I complete the 
entire forensic analysis of your case, I will provide you a formal 
·report and complete findings on CD. 

Your agency's Computer Crime Ops Chief has also requested, a "cc" copy of 
all of your agency's case submissions. 

Please provide contact "information, such as. t.elephone (commercial) .I fax, 
pager number; and e .. mail addresses for you or anyone else who would be 
an .alternate contact for this case. Please indicate how you would 
prefer to be contacted~ 

If you have any questions you may contact me· at any time at the 
addresses below. · 

Tel: 
Fax: 
DSN: 
E-mail: 

410.981.1008 
410.981.0181 
312.622.2595 

ctr@dc3.mil 

If you have trouble contacting me, you may.contact the: 

. 11117/2005 

FOR OFFICIAL USE ONLY 
Pll-a-iY //t!tJF Jc;L · 
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Section Chief, SA ............... 
Tel: 410.981~ 0027·o3·CID679-64999 
Fax: 410.981-0181 

DSN:. ~-· 
E-mail: ~c3.mil 

Director of Operations, SA 
Tel: 410.981.1121 
Fax: 410.981.0181 
DSN: 
Email: 

Thank you 

~ 
DOD Computer Forensics Laboratory (DCFL) 
Linthicum, MD 21 090 
Phone:410-9~· 

Pager E-Mail:._......@dc3.mil 

cc: Section Chief, DO, DCIO rep 

11/17/2005 

FOR OFFICIAL USE ONLY 
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.. . .... . 
EVIDENCE/PROPERTY CUSTODY DOCUMENT 

For use of this· fDlm see AR 190-45 -and·- AR ·-1-95·5: ·the proponent agency i5 US .. Army_, 

Criminal Investigation Command. • . 

NO • 

. ·:·_ t.<-

ITEM 
NO. 

1 JUL 78 

OUANTlTY 

\. .. 

DATE 

TIME/DATE AINED 

~~o5,.. r:tt>c 
J_/i?,Po"'. 0 3 

. . . . .. . .: OESCRIP;TION 0': ARTICLES . "· 
. (lnc/u_d,_.!f1ode/, sarf!tl numb.er •. r;o_ndlflor?. and unusutd._l'f!trrfi~ or scratche:l}_ · 

_. .··~=. ·~ · .. · .... ;.. 

i.' , . :' .. {~ •. :. : ;.. : .. : . ' 

RELEASED BY 

DA FOAM 4137 ., Privacy Act 
26 Sep .7'5 Which are Obsolete. 

. 
' 

PURPOSE Of' CHANGE 
. OF CUSTODY 

. . -~-. ··,1~ Oo~o .. )~-~1 . ~0. 
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'· 

ITEM 

NO. 

j 

' ~· 

RELEAS:UI> 
CONTROLWNG . 

'=-ID OfflCE 

. ·' r:·.--:· <; 
·~ - } -· ('-

NAME, OR TITLE 

SIGNA 

NAME, GRADE OR. TITLE 

SIGNATURE 

SIGNATURE 

NAME. GRADE .. QR TITLE .. 

I . .. 

·NAME. GRADE TITLE 

SIGNATURE 

~ . ~ _.,_._..,,.. - ..... _. \·
:-... 

\ 

RELEASE TO Ov.NER OR OTHER (NaomB''.Un,rt) ________ --:--:"-~---:--------....:_---,-:__----:-~-_;___:c___---:"-J 

oEsmov __________ ....:_ ____ ~~~~~--~~--:~~~~------------~----~~~--~~--~-------:----~ 
OTHER (Specify} 

.... ·. 

ITEM($) ____________ 0N THIS DOCUMENT. PERTAIN-ING TO THE INVESTIGATION INVOLVING_---'-----~7::""-:-:----
/Grl!de} 

--------,---------.--,----'-------:--:-:--:---------~(15) (ARE;) ~-0 ,LSJt:-lGER __ -:: 
{Name) (Organlzat{on). .• '· .- .. -, --. , ,, .---

~·· . ! . . - • ··01[ ~ ~ .... .. •• 

"ReaUIRE~ AS Ewu)ENCE ··AND: MAY· BE nrsPoSED ·o~:;As:INQlCATet:r'Aeove. (II ariicle(s) must be retained. do not. sign, ~tl{~;pl~n iti -$~P~raie: 
_,.,. - .. .. -~-·· ::.· ~_ . ..,, . ·- ... . ··:. .. :- .' . ~ , 

correspondence.) 

(TypedtPrinied Name. Grade. Tille} (Signaturej (Daiej 

THE AAT1Cl£(S) LISTED AT ITEM NUMBER(S).,.._ ----------..,--_1 (WAS) (wERE) DESTRO\'El:;:'fi:0 !I'M~ ~tDENCE 
CUSTODIAN. IN MY PRESENCE. ON THEDATE INDICATtD ABOVE . 

. l)l.ame, Drgamzation) 
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For use of this form see AR 190-45 and AR 195-5; the proponent agency is US Army· 

Criminal Investigation Command 

lZJ OTHER 

lOCATION FROM WHERE OBTAINED 

From SFC ..avhile at Room 107, Building 235.2, Fort 
Carson,CO~ . 

RHHT, 3ACR 
Building 2352 
Fort Carson, CO 80913 

REASON OBTAINED 

Evidence 

DESCRIPTION OF ARTICLES 

0 

TIME/DATE OBTAINED 

1611, 5 Oct 04 

... ~ --- ':!!!--

ITEM 
NO. 

QUANTITY 
(lncl~da model; serial number. condition a~ unusual marks or scratches) 

1 

2 

3 

ITEM 
No: 

' _iH/lJ) 

J 

3. 

1 

I 

1 

DATE 

Blade Server, name 
marked for ID 1611, 5 Oct 04 (Mail 

power cable. Items were 

Blade S~ver, brand naine Coi!pa rial number 
marked for ID 1611, 5 Oct 04 Mail 
Domain Server, brand name , serial number BSI 

one power cable. Items were 

for ID 1611, 5 Oct 04. (Web page server, "D Drive 
J II II I I I Ill I I I I I I I If !IIIII I I II I I Ill I I I I Ill I II I Ill/LAST I1EMIIII I If /111111 I /1111111 li II I II I I I I Ill 1 Ill I I I !Ill I IIIII// I IIIII/I 

FORM 4137; 1 Aug 74 ond 
4137-A Prlv•cv Act Statomont ·. ,..,-[ (X)/1._ 

PURPOSE OF CHANGE 
OF CUSTODY 

nv·aJuallllD as Evidence. 
K.ece1v1;u by Evidence 

RECEIVED BY 
USARMYCID 

EVIDENCE CUSTODIAN 
FT BRAGG, NC 

US.ARMY CRIMINAL 
INVESTIGATION 
LABORATORY 

DOCUMENT 
NUMBER 

ORIG·INAL 
26 Sep 75 Which~;: Obsolote((f'll V\'1\ ~. g LOCATION /I . -

,m~,~.~ ~ r,af~j VB 
1\ ,_., '~'1 \',·• •1 • I!! u n · !1 
~ ~~ t:~ .. il \~·.:·; t4J f~ ~ 
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\ 
\ 
\ 

\ 

\ 
---\ 

\ 

a 

ITEM 
NO. 

~ 

------" 
. . . 

·EVIDENCE/PROPERTY CUSTODY DOCUMENT 

QUANTITY 

I 

DATE 

q 
ecr 
o'S"" 
OS"" 
oc.:r 

OBTAINED 

\0001 S' ocT os-
:·:. ~-

J.3xkz-,rtc:.l i-1/J-,eb · {)~.cv~ C..,{~-~ ""~w,_~ \.'tvt.4~(0~ ('t 

aso c;,~ ) .. .SiU \q l Y\ l)v\A be.r t . 118-6 Go~~ r e l yVtc.,l'" ~ ~J. &~; _- . 
_:t:J>~ W/ LOOO) ~ ec?-~5"':- · . 
e~Je-1 M 1 · 1--r ,4-ie):> ~( .-4 , &c~ ~~~ '\·At9f"~-re ,.~ & sa G3, 
.s.dn ~( '-'~3vZ 12.\iE- ~tf\..l·t't.t ·fcjJ D~ w 1 lOc>o, .,. ) . 

S:o'c.f oS"" .. ' . 
. . I =---- t/1~7 ~fk'~ . .------------------

.·, .. _.-- ·;, . .... _;.:;= 

. "?~ •••. 

RELEASED BY 

LOCATION _____ _ 

H ... _ 0 10 
0 

0 0 :. H 

PURPOSE OF CHANGE 
OF CUSTODY. 

DOCUMENT 4-7 l- 0 5-NUMBEftl_.._-=-..;..__..::__=--.,~ 

s-o 
ooo <- •. ~ •• 

. 0\) 1 
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DISCLOSURE ACCOUNTING RECORD 
RECORD SYSTEM NAME AND TYPE 
A0195-2b Criminal Investigation Case file 

1 
() 

~ 
INDIVIDUAL'S NAME · 

~ 
l' MS 
::l 
' 
~ 

~ 

::r 
0 
0 
ey1 
(.!: 

' 0' 
1:--
~ 

c 
-
L 

i 

r. 
c 
G 

t' 
~ 

.... 
<p 

.. 

CIDF 118"E"R 

1 MAR 97 

INDIVIDUAL" S 

NATURE AND CONSENT lXI 

REQUESTER'S NAME AND ADDRESS PURPOSE OF DISCLOSURE NCJ.NDT 
. YES REQUIRED 

l.i ';' . Criminal Investigation "'' X 
-

" 

~;, 

.;~~-

The Prescribing Directive is CIDR 195-1 

_,,,_,_. ___ ,_~_, ____ _ 

/' 

DATE 
OF 

DISCLOSURE 

9 Feb 04 

......... 
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0 
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~ 
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